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To address the wide-scale adoption of cloud and mobile technologies, along with a 
rapid growth in distributed workforces, Websense, Inc., is excited to launch a new, 
industry-leading security suite - Websense® TRITON® APX 8.0. This new modular 
platform provides advanced threat and data theft protection for organizations that 
wish to embrace new technologies and working practices. TRITON® APX provides 
protection across the entire kill-chain, reveals actionable intelligence, and enables 
real-time feedback to educate and motivate end users to avoid risky behavior. This 
product release is the culmination of eighteen months of business transformation and 
innovation. As a result, Websense customers are now able to maximize the 
unparalleled protection and ROI of Websense TRITON APX solutions well into the 
future. 

TRITON APX introduces new names and packaging for Websense security solutions. 
Websense Data Discover is now known as TRITON AP-DATA Discover, and Data 
Security Gateway is now known as TRITON AP-DATA Gateway. 

In addition, Data Endpoint is known as the TRITON AP-ENDPOINT DLP. 

The same great features and robust data loss prevention capabilities are there. The 
look is the same as well. 

Customers with existing Data Security licenses will continue to be licensed for those 
products.

For a list of all product name changes, refer to the TRITON APX Release Notes.

Use these Release Notes to find information about what else is new in the Websense 
TRITON AP-DATA v8.0 Release.

 Introducing Websense® TRITON® AP-DATA v8.0

 Requirements

 Installation and Upgrade

 Resolved and known issues
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Version 8.0 of Websense TRITON AP-DATA offers several new features, such as:

 New policy and classifier, page 2

 Endpoint support for new Chrome and Firefox browsers, page 2

What’s new in v8.0

New policy and classifier

Starting with v8.0, a new policy is available: Self CV Distribution. It is a policy for 
detecting employees who distribute their Curriculum Vitae via email, indicating they 
may be searching for a new job. This policy is under the category, Data Theft Risk 
Indicators > Employee Discontent. 

It includes 2 new rules: 

 Self CV Distribution: English (Wide)

 Self CV Distribution: English (Default) 

These are NLP rules for detecting employees who distribute their Curriculum Vitae 
using location-sensitive lexical analysis of terms and patterns common in such 
documents.

In addition, v8.0 introduces 2 new classifiers: 

 Document To Self (Default)

 Document to Self (Wide)

These return 'True' if the referred text contains an email address that shares similarity 
with the sender's address.

Endpoint support for new Chrome and Firefox browsers

TRITON AP-ENDPOINT DLP has added support for the following browsers:

 Firefox v33

 Google Chrome v38, 32-bit
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Requirements
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Operating system support

For the operating system requirements of TRITON AP-DATA modules see the  
Deployment and Installation Center in the Websense Technical Library, and click 
Data.

Hardware requirements

See the Deployment and Installation Center in the Websense Technical Library for 
TRITON AP-DATA hardware requirements. Requirements are listed for each 
TRITON AP-DATA module.

Backward compatibility

As described in the sections below, TRITON AP-DATA v8.0 can support older 
supplemental servers, agents, and endpoints. 

You must upgrade other TRITON AP-DATA components to v8.0, however. 

Supplemental servers

The TRITON management server v8.0 is fully compatible with Data Security 
supplemental servers v7.7.x and later. 

Agents

Starting with v8.0, TRITON AP-DATA no longer supports the SMTP, ISA, and printer 
agents, new or existing.

The FCI, TMG, and mobile agents must be at v8.0 to work with v8.0 of the 
management server.

Crawlers and protectors can be running version 7.7.x or later.

Applies To: Websense TRITON AP-DATA v8.0
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Endpoint

TRITON AP-DATA v8.0 can support older endpoint versions if you upgrade your 
management server rather than un-install and re-install it from scratch. 

Version 7.7.x and 7.8.x endpoints are fully compatible with the v8.0 management 
server. They can accept new policies, classifiers, profiles, incidents, fingerprint 
updates, and status notifications. To take advantage of new features, however, they 
must be upgraded to v8.0. 

Version 8.0 does not support v7.6.x endpoints or earlier.

Websense Content Gateway

Websense Content Gateway includes an on-board DLP policy engine. Content 
Gateway must be at v7.8.2 or later to work with TRITON AP-DATA v8.0. 

Email Security Gateway

Email Security Gateway includes an on-board DLP policy engine. Content Gateway 
must be at v7.8.2 or later to work with TRITON AP-DATA v8.0. 

Installation and Upgrade
Topic 41120 / Updated: 13-Jan-2015

New installation

A step-by-step guide to installing TRITON AP-DATA can be found here:

 Installing TRITON AP-DATA v8.0

Before you begin, open Windows Control Panel and verify that the “Current language 
for non-Unicode programs” in the Administrative tab of the Region and Language 
settings is set to English. After the installation, you can change it back to the original 
language.

Applies To: Websense TRITON AP-DATA v8.0
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Upgrading TRITON AP-DATA

You can upgrade to Websense TRITON AP-DATA v8.0 directly from v7.8.x. If you 
have an earlier version, however, there are interim steps to perform. These are shown 
in the table below.

Step-by-step guides to upgrading your Data Security installation can be found here:

 Upgrading to TRITON AP-DATA v8.0.x from v7.8.x

 Upgrading from v7.7 to 7.8 

 Upgrading from v7.6.x to 7.8.x

 Migrating from v7.5.x to 7.8.x

Your current 
version

Step 1 Step 2 Step 3 Step 4

7.1.x Migrate to 7.6.0 Upgrade to 7.7.2 Upgrade to 7.8.4 Upgrade to 8.0

7.5.x Migrate to 7.6.0 Upgrade to 7.7.2 Upgrade to 7.8.4 Upgrade to 8.0

7.6.x Upgrade to 7.7.2 Upgrade to 7.8.4 Upgrade to 8.0

7.7.x Upgrade to 7.8.4 Upgrade to 8.0 none

7.8.x Upgrade to 8.0 none none
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Resolved and known issues
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A list of resolved and known issues is available in the Websense Technical Library. 
You must log on to MyWebsense to view the list.
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