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Switch basics

X-Series appliances come with two Dell PowerConnect M6220 switches. When used with the
X10G™, each switch supports two 10Gb SFP+ ports.
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Support is provided for two common network deployments:

e VLAN, with optional switch high availability (A1/A2). See Configuring VLAN and switch
high availability, page 9.

e No VLAN. See Configuring No VLAN, page 14.
The switch ports used and their specific configuration are determined by the network type.

A Microsoft Windows hosted switch configuration tool is provided to simplify the switch
configuration process.

VLAN and switch high availability

The X10G integrated 10Gb switches (Al and A2) can be configured for both VLAN and switch
high availability (HA). HA is optional and can be used only if VLAN support is configured on the
X10G blades.

Support for VLANs requires:

e A connection to an external upstream switch with one or two 10Gb trunk ports.
e A 10Gb cable to a 10Gb port on the A1 switch.

e Configuration of both switch Al and A2 using the X-Series switch configuration tool.
Optionally, the switches can be configured manually by a knowledgeable administrator.
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e Configuration of VLAN support on the blades.
e Configuration of the STP priority on the upstream switch, X10G switches, and blades

Support for switch HA requires:

e Configuration of VLAN support on the blades.

e Connection of a 10Gb trunk port on both the A1 and A2 switches on the X10G chassis to one
or more upstream switches.

e Configuration of the Al and A2 switches, performed with the X-Series switch configuration
tool. Optionally, the switches can be configured manually by a knowledgeable administrator.

In the switch HA configuration, any one switch can be removed from service at any time for
maintenance.

It is a best practice to verify that network traffic is flowing to your blade servers as expected, and if
switch HA is configured, that failover works as expected.
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Default switch configuration

Switches A1 and A2 arrive with the following default configuration:

Switch A1

P1 Tel/2/1

Enabled

10 gigabit

1518 maximum frame size (configurable)
Full duplex

Auto negotiation disabled

Flow control disabled

P1 Tel/2/2

Disabled

10 gigabit

1518 maximum frame size (configurable)
Full duplex

Auto negotiation disabled

Flow control disabled

Other ports are not supported.

Switch A2

P2 Tel/2/1

Enabled

10 gigabit

1518 maximum frame size (configurable)
Full duplex

Auto negotiation disabled

Flow control disabled

P2 Tel/2/2

Disabled

10 gigabit

1518 maximum frame size (configurable)
Full duplex

Auto negotiation disabled

Flow control disabled

Other ports are not supported.
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Accessing a switch

To access switch Al or A2:

1. Log on to the CMC, go to I/O Module Overview, and click the Launch IOM GUI button for
switch A1l or switch A2.

If the button isn’t available, it’s because an [P address has not been configured. See Assigning
switch I/0 modules an IP address, page 5.

2.

A logon window displays. Log on. The Dell default credentials are: Username ‘root’,

password ‘calvin’. Change these to comply with your organization’s security policies.

The switch home screen shows the status of all ports on the switch. A green port is up
(enabled), a blue port is down (disabled).

3. Click on a port to go to its configuration page.

System
PowerConnect M6220

System
B Switching
|

ooooooooon

Network Security

Slots

Poris
Global Parameters
Port Configuration
Protected Port Con
LAG Configuration
Storm Control

Traffic Mirroring

Address Tables

GARP

Spanning Tree

VLAN

Link Aggregation

Multicast Support

LLDP

Dynamic ARP Inspeciion

DHCP Snooping

DHCP Relay

Home

Device View

Home: Device View

Unit 1[~]

1 2 3 4 5 & 7 8
20 19 18 17

[ | |

Slot 0 Slot 0

9 10 11 12 13 14 15 16

Proceed with your desired configuration changes.

For additional X-Series guides, please visit support.forcepoint.com/Documentation.

Assigning switch I/0 modules an IP address

Switches A1 and A2 are accessed through the Chassis Management Controller (CMC). Before
they can be accessed, each must be assigned an IP address. To assign an IP address:

X-Series v8.3.x: Switch Configuration » 5


https://support.forcepoint.com/Documentation

1. Log on to the CMC and go to Chassis Overview > I/O Module Overview > A1l Gigabit
Ethernet (or A2).

Properties
Status K,
B Chassis Overview LAl
. - /0 Module Status: A%
Chassis Controller
Server Overvie
= erver v:-rv{:-w Jumpto: Properties | VO Module Nefwork Settings
KN sLot-01
2 sLoT-03 )
3 stoto4 Properties
Attribute Value
Lecation AZ
Name Dell PowerConnect M6220
Present Yes
Health [V}
Power Status On
Service Tag GOVO4W1
Fabric Gigabit Ethernet
Role Master
dware Vi A13
Cigabit Ethernet Hardware Version A13
¥ Gigabit Ethernet
B2 IfO Module Metwork Settings
oS — Value
c2
Fans DHCP Enabled Yes
VM IP Address 0.0.0.0
Power Supplies
5 '
Temperature Sensors Subnet Mask 0.0.0.0
Gateway 0.0.0.0

2. Click the Setup tab.

CMC-FOV04W1 Setup
ge M1000e
ministrator Deploy

B Chassis Overview Deploy /O Modules

Chassis Controller
= Server Overview

[N sLoT-01 Information
E sLoT-02
H SLOT-03 = Network setting changes may not be reflected immediately. Refreshing the page after
N sLoT-04
IO Slot Al AZ
Name Dell PowerConnect Dell PowerCennect
WE220 Me220
Power State on On
DHCP Enabled v 7|
IP Address 0.0.0.0
Subnet Mask 0.0.0.0
15
m SLOT-16 Gateway 0.0.0.0
10 Module Overview
A1l Gigabit Ethernet User Name
m Gigabit Ethernet
Bi Password

B2
c1
c2

SNMP RO Community String

SysLog Server IP Address

Fans

iKVM Reset to Factory Defaults
Power Supplies
Temperature Sensors Operation Status

3. Foreach of Al and A2, uncheck DHCP Enabled, and enter an IP address, subnet mask, and
gateway. The IP addresses must be unique.

4. Establish a User Name and Password that meets your organization’s security standards. The
factory default credentials are:
User Name = root Password = calvin
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5. Click Apply. It takes a minute or 2 for the settings to be applied.
IMPORTANT: The GUI may initially indicate that the settings reverted to the previous
values. Wait 2 or 3 minutes for the configuration action to complete and then refresh the page.

To access a switch, go to Chassis Overview > I/O Module Overview and click the Launch IOM
GUI button corresponding to the switch you want to access.

Enabling and disabling ports

Enabling and disabling ports should not be necessary if you plan to use the provided switch
configuration tool to configure the switches.

To enable or disable a port:

1. Logon to the CMC, go to I/O Module Overview, and click the Launch IOM GUI button for
switch Al or A2.

If the button isn’t available, it’s because an IP address has not been configured. See the
preceding section.

2. Alogon window displays. Log on.

mL OPENMANAGE™ Support | About

Login: 10.203.128.103

Type in Usemame and Password, then click Submit.

Username: [Do]

Application: Switch Adminstrator
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The home screen shows the status of all ports on the switch. A green port is up (enabled), a
blue port is down (disabled).

System Home
PowerConnect M6220
roal, riw Device View Stacl

System Home: Device View
Switching
Network Security
Slots
B Pors
Global Parameters Unit 1[~]

Port Configuration
Protected Port Conf

LAG Configuration
Storm Control
Traffic Mimoring
Address Tables
GARP
Spanning Tree
VLAN
Link Aggregation
Multicast Support
LLDP
Dynamic ARP Inspection|
DHCP Snooping
DHCP Relay

DLl

PowerConnect MEZ20

20 19 18 AT

(] [ |

Slot 0 Slot0

5 10 11 12 13 14 15 16

ooooooooon

3. To enable or disable a port, click on the green or blue area of the port. This opens the Port
Configuration: Detail page.

PowerConnect M6220
ExhET Detail Show All

== Home . . =
System Port Configuration: Detail H & C ?
B switening
Network Security
Slats
B pons )
Global Parameters port Unit [1[~]Port [Te1i22 [+]
Port Configuratio
Protected p "t Con Description (0 to 64 characters)
LAG Configuration Admin Status Disable [
Storm Control
T e T— o RIEEs Link Down
Address Tables
GARP Gurrent Port Speed Unknown
Spanning Tree
B vian Admin Port Speed
]
Link Aggregation B
Multicast Support Maximum Frame Size 1518 (1518 to 9216)
uop
Dynamic ARP Inspection| A B
+ .
Bl oHeP Snooping Current Duplex Mode Full Duplex
DHGP Relay
1P Source Guard Auto Negoliation
Link Dependency
Routing Curment Auto Negotiation Disable
StatisticsRMON
Quality of Service Admin Advertisement ~ Al Supported — 10 Full — 10 Half
1Pv4 Mulficast
|Pv6 Multicast r~ 100 Half [~ 100 Full I~ 1000 Full T 10000 Full
LaG not a lag member
Transceiver Firmware Part Number
Transceiver Firmware Revision
Current Flow Control Inactive
|_Amoy_|

a. Confirm that the Port selection is correct. Change to another port if desired.
Add a description if desired.

c. Select Enable or Disable from the Admin Status drop down. This determines if the port
is enabled or disabled.

d. Examine and adjust other settings as needed and click Apply.

IMPORTANT: The Ul may initially indicate that the settings reverted to the previous
values. Wait 2 or 3 minutes for the configuration action to complete and then refresh the

page.
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Configuring VLAN and switch high availability

Note

J High availability (HA) between switches Al and A2 (STP,
RSTP, MSTP, or PVST) is available only when VLAN is
configured.

Configuring for VLAN and switch HA requires:

e One or two external upstream switches with 10Gb trunk ports configured

® VLAN Enabled: Cabling the switches, page 9 (next section)

e Configuration of Al and A2 with the X10G switch configuration tool, page 16
e Configure VLAN support on the blades, page 10

® Deployment and test steps to avoid a network loop, page 11

VLAN Enabled: Cabling the switches
Chassis switch cabling

Port Assighments - VLAN enabled

P1
SwitchA1 X X X X Tetzz) X
SwitthA2 X X X X UE'E,Q} X

4*1GBaseT 2*10G SR Fiber ‘
-SFP+ also available for Open 2X Expansion
Bottom of -10G Copper CX4 -2 * 10GE
switch -10G 10GBaseT 0: .
-10G TwinAx -2 * Stacking Ports

-Direct Attach SFP+ supported
The primary port is A1 Tel/2/2 (the lower 10Gb port; P1).
The secondary port, for optional switch high availability, is A2 Tel/2/2 (P2).
With 10Gb ports use SFP+ cables.

X-Series v8.3.x: Switch Configuration » 9



When VLAN is enabled, after running the X10G switch configuration tool, P1 and P2 are
configured as trunk ports.

' Important
In the X10G switch configuration tool, when prompted for
the external port, select the option for Tel/2/2.

When cabling is complete, configure the switch with the X10G switch configuration tool, page 16.

Upstream switch configuration

Cable appropriately to the upstream switch.

Upstream 10Gb ports should be in trunk mode.

Enable spanning tree on the ports. The mode can be STP, RSTP, MSTP, or PVST.
Designate at least one root bridge with a priority number lower than the X10G switches.

m  Pre-8.0: the default setting is 32768 on both M6220 switches and the blades
m 8.0 and higher: the default setting is 57344 on the switches and 61440 on the blades.

Configure VLAN support on the blades

After configuring the switch to recognize VLAN traffic and direct it appropriately, configure
VLAN support on each blade.

' Important

Once you have assigned a VLAN to any appliance
interface, returning the appliance to a VLAN-unaware (no
VLAN) state requires reimaging the blade.

You can, however, reassign the VLAN ID with the
‘set interface vlan’ command, described below.

With new installations, you are offered the option to assign a default VLAN to interface P1 as part
of the firstboot script.

For upgrades from VLAN-unaware configurations, or to add VLAN support after installation, use
the appliance CLI as follows:
Connect to the blade that you want to configure, and log on as admin.
2. Enter config mode and enter the admin password when prompted.
Use the set interface vlan command to assign a VLAN ID to the first interface. For example:
set interface vlan --interface pl --vid 400

4. Use the set interface vlan command to assign a VLAN ID to the second interface. For
example:
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set interface vlan --interface p2 --vid 1025

5. When you are finished, use the show interface command to review the updated configuration.

Deployment and test steps to avoid a network loop

When deploying the X10G in a VLAN with high availability, to avoid introducing a network loop,
configure the devices and test the configuration in careful steps. Include a network engineer in the
configuration and testing of the switches.

Before making any changes, ensure that you have accurate documentation of the current network
configuration, as well as the planned, finished configuration.

You should know:

1.The active and planned STP protocols.

2.The active and planned STP priority of each switch.
Supported STP protocols include:

e RSTP - The default protocol on the X10G Dell M6220 switches.

e MSTP - Document the STP priority on each VLAN, including the STP management VLAN.
Know the STP priority of each VLAN allowed through the trunk interface.

e PVST* - Document the STP priority on each VLAN, including the STP management VLAN,
typically VLAN 1. *If you plan to deploy PVST, it is recommended that you contact Technical
Support to review planning and configuration steps.

Recommended configuration and deployment steps.

1. Ensure that the external switch has a higher STP priority setting than the X10G switches
(lower than the Dell M6220 default setting).
m  Pre-8.0: the default setting is 32768 on both M6220 switches and the blades
m 8.0 and higher: the default setting is 57344 on the switches and 61440 on the blades.

2. Ensure that all X10G blade switch interfaces are configured with STP enabled and have root
guard enabled. Switch interfaces Gil/0/1-16 should have a configuration similar to:

3. Until STP and networking are confirmed working, shut down all but one of the blade
interfaces. This limits the amount of network loop traffic generated if something goes wrong.

4. Connect only one 10Gb interface at a time to the external switch. Make sure that the other
M6220 10Gb interface is either physically disconnected or in an admin shutdown state. This
prevents the possibility of a network loop while STP testing is performed.

5. Configure the 10Gb trunk interface on both the external switch and the M6220 switch, and
bring them up.

If all VLANSs are not being allowed in the configuration, it is recommended to manually add
VLAN 1 to the allowed VLANS on the trunk on the external port. VLAN 1 is typically the
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management non-tagged VLAN that carries STP BPDU traffic between the switches. The
M6220 automatically detects that VLAN 1 has been added.

6. When the trunk is up, test that STP is working correctly.
a. Log on to the M6220 and run:
show spanning-tree detail
If spanning tree is working correctly:

o The external switch root’s MAC address is listed in the ROOT ID Address
o One of the 10Gb interfaces is listed as the Root Port.

ortfast BPDU filtering Disabled mode rstp

Bridge ID

b. Check to see if BPDU packets are being sent and received on the uplink port to the
external switch. To do this, after running the “show spanning-tree detail” command, scroll
down to the Ten Gig Ethernet interfaces such as
Tel/2/1 or Tel/2/2. In the screen capture you can see that BPDU packets are being sent
and received. The interface is also designated as the “root” and is in a “forwarding” state.

c. Use “ping” and “ssh” (if enabled on the blade) to test connectivity to the enabled blade.

If after running “show spanning-tree detail” you see the message “This Switch is the
Root”, there is a configuration problem. Do not proceed to the next step until you can
get the trunk and STP up and confirmed talking with BPDU packets.

ortfast BPOU filtering Disabled mode rstp

7. After the first switch is configured and confirmed to be using STP correctly, shut down that
10Gb interface and bring up the other switch’s 10Gb interface. Follow the same steps as above
until networking and STP function are confirmed working.

8. Confirm that STP functionality is working all the way through to the blade’s Open Vswitch
(OVS). To do this safely, with one of the switches up, connect with “ping” to the blade. Then
shut down the switch port that is up and bring up the other switch port.

Note

\/ The OVS is running the standard STP protocol (not RSTP)
so STP convergence is going to take 30-50 seconds before
you can expect to see pings returning again from the blade.

X-Series v8.3.x: Switch Configuration » 12



If this test is successful, you know that STP is working all the way through to the blade.

9. Itis now safe to enable both Dell 6220 switch uplink ports to the switches. Start with only one
blade interface enabled.

10. Monitor CPU traffic on the switches. If there are any heavy spikes, immediately shut down
one of the uplink interfaces.

Setting the STP priority on an X10G blade

Blades running v8.1.0 and higher
Log on to the blade’s CLI and enter config mode.

2. Use show vswitch to see the current STP priority setting.

Use set vswitch <priority_value> to set the STP priority value. Specify an integer in the
range 4096-61440.

Blades running v8.0.x and lower
With the assistance of Technical Support, acquire access to the blade’s base operating system.

Edit the network bridge interface network script:
/ete/sysconfig/network-scripts/ifcfg-ovsbr0

The STP priority value is specified in hexadecimal.

In version 7.8.4 the default STP priority value is 32768 (0x8000).

In version 8.0.0 the default value is 61440 (0xF000), which is the lowest allowable STP priority.
Some examples of valid STP priorities that are lower than 32768 include:

0xA000 = 40960
0xE000 57344
0xF000 61440

The value to change is in bold face in the configuration file example below.

# cat /etc/sysconfig/network-scripts/ifcfg-ovsbr0
HOTPLUG=no

BOOTPROTO=none

DEVICETYPE=o0ovs

DEVICE=ovsbr0

OVS_EXTRA="set Bridge S$DEVICE stp enable=true -- set Bridge SDEVICE
other config:stp-priority=0xA000"

TYPE=OVSBridge
ONBOOT=yes
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How OVS works within the blade

RSTP blocks 1 of the 2 blade
/ trunk interfaces from being
active.

Web Blade 1

Trunk Ports are introduced to
both External Switch from
" | Chassis both A1 and A2, and to Blade

Interfaces

G
K o
ME220 AL \

Trunk Mode |
Gafolty Gatiis Gubis Gl

External Switch

Configuring No VLAN

Configuring for No VLAN support requires:

An external upstream switch with 10Gb ports in access mode

No VLAN: Cabling the switches, page 14

Configuring A1 and A2 with the X10G switch configuration tool, page 16
Optional — Configuring link aggregation, page 15

No VLAN: Cabling the switches

Port Assignments o
P1

Switch A1 X X X X Tet/2i2) (Te/211)

P2 P2

Switch A2 X X X X

-

4*1GBaseT 2*10G SR Fiber .
-SFP+ also available for Open 2X Expansion
Bottom of -10G Copper CX4 -2* 10GE
- -10G 10GBaseT or
switch -10G TwinAx -2 * Stacking Ports

-Direct Attach SFP+ supported

The primary port can be Al Tel/2/1 or Al Tel/2/2. Both ports are P1.
If configuring for link aggregation (optional), cable both ports.
P1 is used for all traffic unless a secondary (P2) port is configured.
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e Optionally, A2 Tel/2/1 or Tel/2/2 can be used for egress traffic. Both ports are P2.
If configuring for link aggregation (optional), cable both ports.

With 10Gb ports use SFP+ cables.

When cabling is complete, configure the switch with the X10G switch configuration tool, page 16.

Configuring link aggregation
In link aggregation, both ports are active and share the load. If one port fails, the remaining port

assumes all of the load.

Requirement: The upstream connections must be on the same switch or to switches in the same
stack.

To configure link aggregation on the A1 or A2 switch:
1. Ensure that both Tel/2/1 and Tel/2/2 are enabled.

2. Perform these commands in console mode:

interface Tel/2/1
duplex full
channel-group 1 mode active
switchport access vlan 1
exit
!
interface Tel/2/2
duplex full
channel-group 1 mode active
switchport access vlan 1
exit
|
interface port-channel 1
switchport access vlan 1
exit
3. On the upstream switch:
a. Enable the 10 gigabit ports.
b. Configure link aggregation. See your switch documentation.

c. Configure each according to your VLAN allocation:

switchport access vlan <n>
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Some older switches require that the VLAN info be configured on both the physical ports
and the link-aggregation port.

Some newer switches require VLAN configuration on the link-aggregation port only.

Refer to your switch documentation.

Important
' “switchport access vlan 1” is the default configuration in
Dell M6220 switches. It does not appear in the startup or
running configuration scripts.

X10G switch configuration tool

The switch configuration tool allows you to rapidly and accurately configure the X10G switches to
support either:
e VLAN with switch high availability
e No VLAN (VLAN-unaware); no support for high availability
Before you begin, download the switch configuration tool to a Windows machine in your network.
The Windows machine must be able to connect to the appliance CMC via a web browser. To
download the switch tool:

Open a browser and go to My Account.
2. Log in when prompted, then select the Downloads tab.

Select X10G Base Configuration from the Product drop-down list, then select 8.2.x from the
Version list.

4. Click the download link for the Switch Configuration Tool.

5. When the download is complete, extract the archive to a temporary directory.
Using the tool requires:

e The CMC IP address
e The CMC root password
e If set on either of the switches, the Enable password (not set, by default)

To configure the switch:

1. Use the CMC manager to verify that SSH connections are enabled on the Chassis Overview >
Network > Services page under SSH Configuration.

2. Navigate to the Windows folder containing the switch configuration tool, and double-click
switch-tool.exe to launch the tool.

When prompted, enter the CMC IP address.

4. Enter root as the CMC user name, followed by the root password.
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If an Enable password has been set (not set, by default), enter the Enable password for
switch A1, followed by the Enable password for switch A2.

llelcome to the Webhsense H-Series switch tool, used to configure the Dell Me228
switches on the X¥18G Appliance.

Please enter the CHC IP address: 10.283.23.20
the CHMC root password: »ooeoooos
the Enable password for switch Al: seoooooaose
the Enable password for switch A2: oo

The switch tool displays the current running configuration for switch A1, followed by the
configuration for switch A2. For example:

Show prunning configuration for switch ai:

Status

Gil B/12
Gil/8/13

e e o ok o o ok o o o ok ok

ACCEess

shutdown
shutdown
shutdown
shutdown

shutdown

Select the X10G external port that is connected to your third-party upstream switch. Use
option 6 (Tel/2/2) for VLAN enabled. Use 5 or 6 for no VLAN.

Select the external port that iz connected to the upstream switch:

. Gil-/B-s17
. Gil-8-18
. Gil-/B-19
. Gii-8-28
. Telr2-1
. Tels2,2

You have entered: 6

When prompted to select a deployment option, enter option 1 to enable VLAN support and
switch high availability, or option 2 to leave the switch in No VLAN (not VLAN-aware)
mode.
lfelect the option that best describes your deployment. Both options are

upported with both Web and Email modes.

. The chassis or hlades are ULAM-aware. The port of the upstream switch

that iz connected to the A1/A2 external port iz set to trunk mode to
support ULAN uwse and high availability.

The chassis and blades are not ULAN-aware. The port of the upstream switch
that iz connected to the A1-A2 external port is zet to access mode, and
does not support ULAN use and high availability.

ou have entered option: 1
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8. Ifyou selected option 1:

a.

Enter the STP priority value for the switches. The recommended value is 57344 (and
61440 on the blades). The STP priority value you set on the upstream switch must be
lower (with the effect of making it the root).

You are prompted to configure VLAN settings for one or more blades.

To start, enter the blade number or numbers in a comma-separated list (1,2,3), range

format (1-3), or a combination (1,2, 5-8).

o  All of the selected blades will receive traffic for the same VLAN or VLANS.

o After configuring the first blade or set of blades, you will be given the option to
configure additional sets of VLAN settings for your remaining blades.

Enter the VLAN ID or IDs to configure the traffic that will be directed to the selected
blades. VLAN IDs can be entered in a comma-separated list (100,101,102), range format
(100-102), or a combination.

Each blade supports a maximum of 3 VLANS.
If you have additional blades to configure, enter yes, and repeat steps a and b.
When you are finished, enter no to continue with the next step.

Specify whether to perform a full factory reset before reconfiguring each switch, then
review the configuration settings displayed. There is no need to perform a factory reset
unless you know there is a problem with the switch configuration.

9. If the new settings look correct, enter 1 to start the switch reconfiguration process.

Progress information is displayed as first switch A1, then switch A2, is configured.

The switch reconfiguration process should take only a few minutes.

10. When the switch reconfiguration is complete, press any key to exit the switch configuration
tool.

If you have configured for VLAN support, ensure that your upstream switch is configured to send
VLAN traffic to the X10G, and then configure individual blades to recognize VLAN traffic. See
Configure VLAN support on the blades, page 10, for instructions.

Installing a new switch

If you must replace a switch:

1.
2.

Contact Forcepoint Technical Support for assistance.

When replacing the switch make certain that it is fully seated in the chassis, and that the
switch lever is latched.

During the replacement procedure, ask the Technical Support specialist to demonstrate
that the new switch is functioning properly, per your switch configuration requirements.
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