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VWEB FILTER SERVICE
Introduction

INTRODUCTION

You can use the Web Filter Service settings to configure how SurfControl Web Filter monitors Internet traffic
and actions that it performs when blocking access to sites.

How TO CONFIGURE THE WEB FILTER SERVICE

There are two ways of opening the Web Filter Service:
* Right Click on the SurfControl icon in the status area of the task bar .

¢ Select SurfControl Web Filter from the Control Panel.
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Service settings

SERVICE SETTINGS

To configure the Web Filter Service, open the Web Filter Service Settings dialog box as in Figure 1-1:

Database | Real Time Monitar | SCFP |
Stait/Stop Service Advanced | E -mail Notification

Status: Running

Statt

L e =

Figure 1-1  Web Filter Service Settings

You can use this dialog box to:

*  Start and stop the Web Filter Service.

*  Define how users and sites can be viewed in the monitor.

*  Define how monitored traffic is transferred to your database.
*  Edit the e-mail notifications set up during installation.

*  Configure the Real-Time Monitor connection settings.

*  Control the connection between Web Filter and the Juniper Networks security device.

SurfControl Web Filter for Juniper Networks Security Devices Administrator’s Guide 3



WEB FILTER SERVICE
Service settings

START/STOP SERVICE TAB

Applying changes to the Service Settings and the Monitored Data Settings (see “Monitored Data” on page 47
for more details), require that the service be stopped before you can proceed. Figure 1-2 shows the Start/Stop
Service tab:

Database | Fleal-Time Monitor | SCFP |
Stat/StopSewvies | Advanced | E-mailNatfication

Status: Running

ok | cancel | il | Hep |

Figure 1-2  Start/Stop Service tab

When you stop the Web Filter Service, the SurfControl icon in the status area of the task bar will be grayed out.
When you start the service, the icon will revert back to color.

Note: You can quickly start and stop the service from the SurfControl icon in the status area on
@/ the task bar.
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ADVANCED TAB

From the Advanced tab you can define the following:
*  Monitor to Database Settings

* Categorization Settings

* TCP/IP Name Resolution (DNS)

*  Network Settings

Figure 1-3 shows the Advanced tab:

Database | Feal Time Monitor | SCFP |
Stait/Stop Service Advanced E-mail Notification

~Monitor to Databass Settings

~ Categorization Settings

o I " No auto-categorization
£ Manual lrequires manual or " SmanSean Only
scheduled imports) & Auto-categorization on

 TCPAP Name resolution [DNS)—— - Network Seltfings——————————
[~ Lookup new users' isndly

I~ Workstation name resolution name ond grous detals

™ Site name resolution

- Usemname resolution

" None
% Enterprise Lsar Moritoring
£ HEtBIns Lifetime: of usemame [Seconds]: E00

Fieset to Default

0K | cencal | ey | mep |

Figure 1-3 Advanced tab

Monitor to Database Settings

By default the Web Filter Service writes data to flat files, which are then updated to the database automatically.
The Monitor to Database settings control how the flat files are imported into your database. The options are:

*  Automatic — (default setting). Flat files are continuously imported into your database as they are created.

*  Manual — select this option to update the flat files to your database manually. This can be done in the
following ways:

—  Use the Database Updater tool. See “Updating your database manually” on page 28 for more details.

—  Schedule a database update event in the Scheduler. See “Database Update” on page 99 for more
details.

SurfControl recommends using a scheduled event for manually updating your database. This avoids you having
to remember to perform a manual update and therefore your database is kept up to date.

SurfControl Web Filter for Juniper Networks Security Devices Administrator’s Guide 5
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Service settings

Categorization Settings

Web sites seen by the Web Filter Monitor are assigned to one of forty five categories in the SurfControl Web
Filter URL Category List. You can configure how Web Filter manages categorization on this tab. The options
are:

*  No auto-categorization - this disables all categorization.

e SmartScan Only - URLs are categorized against a list of keywords entered in the SmartScan dialog box.
See “Category Object” on page 77 for more details.

*  Auto-categorization on (Default setting) - enables all categorization.

TCP/IP Name Resolution (DNS)

These settings affect how SurfControl Web Filter resolves Domain names:
*  Enable Workstation name resolution - determines a workstation name based on IP address.
*  Enable Site name resolution - gives DNS resolution for site names.

SurfControl recommends you leave these settings cleared to increase performance. If you need workstation
and site name resolution enabled, you must define the DNS settings on all SurfControl servers. It is critical that
DNS requests from those servers do not time out nor take excessive time to respond.

Network Settings

These settings affect how Web Filter reacts to new users and sites not yet categorized.

*  Lookup new usets’ friendly name and group details - if selected, when new users are detected by the Web
Filter Monitor, their friendly name and group details are retrieved from the domain controller.
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Service settings

E-MAIL NOTIFICATION TAB

During installation you were asked to give the following information about the Systems Administrator:
e E-mail Server

*  Recipient Address

*  TFrom Address

You were also asked to select from the following message types that the System Administrator should receive
alerts about:

*  Service status changes - if the Web Filter service is stopped or started.

*  Catch up mode notifications - if the service becomes ovetrloaded, monitoring will be restricted to HTTP
traffic. If the overload becomes critical, monitoring will be temporarily suspended.

*  Scheduled task failures - if any scheduled task does not complete.

* URL Category List License reminders - a reminder will be sent when a subscription to the URL Category
List updates is due for renewal within 28 days. Once a list licence has expired a reminder will be sent every
24 hours.

You can edit these settings via the E-mail Notification tab as shown in Figure 1-4:

Database | Real Time Monitar | SCFP |
Start/Stop Service | Adwanced E-mail Notification

r~ Motification Details——————————— - Motification Messages
SMTP Server:
| ¥ 1. Service status changes
[e.q. server.pourcompany.com|

¥ 2. Catch up mode natifications
Recipient Address:

¥ 2 Scheduled task failurss

From Addiess F# 4 Cateqory List Licenss reminders

webFilter@surfeontrol-natifications.

0K | cencal | ey | mep |

Figure 1-4 E-mail Notification tab

There are three other e-mail alerts that the recipient address will receive:

*  Unregistered product reminders. If you are still using an unregistered product past its thirty day trial
period, you will be sent daily reminders.

e URL Category List changes by the SurfControl Content team. The Content team may dynamically add
new categories to the URL Category List. This e-mail will inform you of any additions that have been
made.

» Ifitis more than a week (seven days) since a URL Category List update.

SurfControl Web Filter for Juniper Networks Security Devices Administrator’s Guide 7
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DATABASE TAB

The Database tab shows the current database being used for Monitoring and Rules in Web Filter. The default
database name is SurfControl_WebFilter.

SurfControl recommends you do not have separate databases for Monitoring and Rules.

Figure 1-5 shows the Database tab:

Stat/Stop Service | Advanced | E-mailNotifieation |
Database Fieal-Time Moritar | SCFP |

- Monitor Databa:

Specifies the name of the database to be used to record mernitored
information
Browse..
~Rules Databa
Specifies the name of the databass containing the rulss to bs
implemented by the Wb Fiter Service,
cowork 22 Juniper] Browse

ok || Cencel | sop Help

Figure 1-5 Database tab
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Procedure 1-1:Changing the Web Filter Database

Step Action
1 Stop the Web Filter service. Right Click the Web Filter icon # in the status area on the task bar and
select Stop Web Filter Service from the SurfControl Web Filter Service Settings dialog box.
2 From the Database tab on the Web Filter Service
Settings dialog box, click Browse on either the ]
Monitor Database or the Rules Database. A SQL Server \ -
Server Login dialog box appears. (2] = Tt Cannection Bl
The Use Trusted Connection option is selected by :g IDd lAd— ﬁl
default. If you want to use a SQL Server Login ID
and Password, clear this option and enter the
details in the relevant fields.
3 From the drop-down list box, select the server you
want to connect to. The Options button will then e
bg enabled. Click Options to expand the login o |
dlalog bOX. ¥ Use Trusted Connection G
Login ID: Jesdrmin Help
e —
Option:
Database T -
Language: [Default) -
AN e a—
WotkStation ID: femeTEsTPE
4 Select the database you want to connect to.
5 Add an Application Name to identify the database. Click OK.
6 Start the Web Filter Service.

SurfControl Web Filter for Juniper Networks Security Devices Administrator’s Guide 9
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REAL-TIME MONITOR TAB

The Real-Time Monitor tab displays the connection details for the Real-Time Monitor. Figure 1-6 shows the
Real-Time Monitor tab:

SurfControl Web Filter Service Settings

Stat/Stop Service | Advanced | E-mailNotifieation |
Database Fieal-Time Monitar | SCFP

Server Setting:

Port Number:
Timeout seconds): o
Heafbeatlnterval(secondsh [20
Masimum Clients o

ok | cencel | s | Hen |

Figure 1-6 Real-Time Monitor Settings

The settings are:

*  Port Number — this is the port number that the Real-Time Monitor connects to the Web Filter Service on.
The default number is 5000. This port number must be the same as in the Collector Details dialog box in
the Real-Time Monitor. See page 61 for more details.

* Timeout (seconds): — if the connection to the server is lost, this is the time that the Real-Time Monitor will
try re-connecting to the server before timing out and reporting an errot.

*  Heartbeat Interval (seconds): — the Web Filter Service will send an T’m here’ message to the Real-Time
Monitor. The Real-Time Monitor will then send one back. This setting is the interval between receiving a
message and returning it. If no message is received by the Real-Time Monitor it assumes that the
connection to the Web Filter Service has stopped.

Maximum Clients — the maximum allowed number of Real-Time Monitor connections to the server at any
one time.

10 Administrator’s Guide SurfControl Web Filter for Juniper Networks Security Devices
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Service settings

SCFP 1AB

Wa rning: Do not change any of these settings unless advised to by SurfControl Technical Support.

C O —

The SurfControl Content Filtering Protocol (SCFP) tab allows you to configure how Web Filter
communicates with your Juniper Networks Security Device.

SurfControl Web Filter Service Settings

Stant/Stop Service | Advanced | E-mail Matification |
Database | Feal-Time Moritor SCFP

These settings control the connection between SurfContiol Web
Filter and the Juniper Metworks security device.

Max Connections:
Port Number. 2252

Connection Timeaut [s]

1111

Recommended Cache Time (s): |0

Fleset to Dsfault

ak I Cancel Lpply Help

Figure 1-7  SCFP settings

The settings are:

Note: If a Juniper device is reset, you will need to stop and restart the Web Filter service to re-establish all valid connections.

et
- *Max Connections - the maximum number of connections to the Web Filter service at any one time.
Juniper Networks Security Devices must have eight concurrent connections to operate at maximum
efficiency. The default is set at 32, which allows four Juniper Networks Security Devices to be
connected. If you wish to connect more than four, this value must be incremented in multiples of

eight.
*  Port Number - the listening SCFP client port number. Default is 62252.

*  Connection Timeout (s) - the connection timeout between the SCEFP service and the Web Filter service in
seconds. Default is 20, range is 1 - 60.

* Recommended Cache Time (s) - the maximum time the Juniper Networks Security Device caches
responses from Web Filter in seconds. Default is 0 (caching is disabled). Maximum is 65535 seconds.

To restore the default settings at anytime, click Restore to Default.

SurfControl Web Filter for Juniper Networks Security Devices Administrator’s Guide 11
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REMOTE ADMINISTRATOR

Introduction

INTRODUCTION

The Remote Administrator installation allows you to remotely create reports, design or edit rules, and view the
database, without being sat at the SurfControl Web Filter server.

You can install the Web Filter Remote Administrator on any Windows 2000 or 2003 computer in your
network. For details on installing the Remote Administrator, see Procedure 8 in the Installation chapter of the
Installation Guide.

WHAT THE REMOTE ADMINISTRATOR DOES

You can use the Remote Administrator to access the following Web Filter server functions from a different
computet:

* The Monitor - to view Internet traffic.
*  The Rules Administrator - to create and edit rules.
*  The Web Filter database - connect to your database without being at the actual machine.

*  The Real-Time Monitor - to see your Internet traffic in real time rather than after it has been stored in the
Monitor database.

You cannot use the Remote Service to:

*  Configure the Web Filter Service.

PREREQUISITES

For each Computer:

* Install the Remote Administration version of Web Filter. See the Installation chapter of the /Installation
Guide for more details.

14 Administrator’s Guide SurfControl Web Filter for Juniper Networks Security Devices
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Introduction

Procedure 2-1:Remotely accessing another server

Step Action

1 From any Web Filter computer (remote or
server), select Remote Service Control from =10l
the Start > Programs > SurfControl Web alstor o cortc
Filter menu. The Remote Service Control pavEresTRC =
dialog box will appear. Sowice_ T
‘wieb Filter Running
Start Stop.
Options... Close
2 Add a collector name in the Collector to control drop down list box. This makes it easier for
subsequent connections. Up to ten names will be stored in the drop down list box.
3 Click Connect on a collector name. The available Web Filter Services will appear, showing their
current status.

REMOTE SERVICE IN A MULTI-COLLECTOR ENVIRONMENT

The Remote Service is also useful in a multi collector environment. It allows you to remotely view and manage
the service status for the other Web Filter collectors on your network.

REMOTE SERVICE CONTROL OPTIONS

The Remote Service Control constantly checks the status of the available services. You can change the time
period (in seconds) between these checks by clicking Options from the Remote Service Control dialog box.

The Remote Service Control Options dialog box appears as in Figure 2-1.

Remolte Service Control Options E
Update period I _|:;'
()8 I Cancel |

Figure 2-1 Remote Service Control Options

The default setting is 10 seconds.

SurfControl Web Filter for Juniper Networks Security Devices Administrator’s Guide 15
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LICENSING
Licensing Web Filter

LICENSING WEB FILTER

If you have installed SurfControl Web Filter without obtaining a license, you can use the software on a trial
basis for 30 days. To continue to use the full functionality of the product past the trial period, including
updating the URL Category List you must contact SurfControl to obtain a license appropriate to your business
needs. For more details on obtaining a license, visit www.surfcontrol.com

Procedure 3-1:Entering License information

Step Action

1 Obtain a license serial number from SurfControl
2 Right-click the SurfControl icon in the
status area of the taskbar # . From the I
menu, select About. The About
SurfControl dialog box will appear. SurfContrel’
Web Filter
SufContral Web Filter
Wersion: 4.5.2.6
Serial No: Evaluation Licence [22 days remairing)
} Category Databases Version Subsciiption Days Remaining |
[General List S |
Copyight & 1936-2004 SurfControl ple. 0K
3 Click Serialize. The Serialize dialog box
will appear. enter the Serial Number
obtained from SurfControl in the field.
i Ertter a setial number to activate your SufContiol product
Click OK.
Serial Number: |
[Evaluation copy]
Cancel

The next time you view the about dialog box, you will see your serial number and user license details. This
dialog box also holds information on the latest URL Category List installed as well as the number of days your
subscription has left. When you purchase a license for Web Filter, a one year subscription to URL Category
List updates is included. A reminder e-mail will be sent to the Systems Administrator when this subscription is
due for renewal. See “E-mail Notification tab” on page 7 for more details.
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DATABASES
Database management

DATABASE MANAGEMENT

As SurfControl Web Filter builds up its database of Internet traffic, you need to consider how to manage the
volume of data it contains. Web Filter has the following database tools that allow you to manage your data
efficiently.

* DPurge

e Archive

¢ Compact
*  Delete

*  Restore

These tools are all available from the Start > Programs > SurfControl Web Filter > Database Tools >
Database Management menu.

The following options can also be set up as events in the Scheduler:
¢ Purge

*  Archive

e Compact

See “Database Management” on page 96 for more details on setting up these tasks in the Scheduler.
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Database management

PURGE

Purging your database reduces its size by removing connection details for users, sites and groups. You can
purge your database in various ways from the Purge tab.

Procedure 4-1:Purging a database

Step Action

1 Select Database Management from the Start > Programs > SurfControl Web Filter > Database
Tools menu.
2 Select the Purge tab:
# SurfControl Database Management
Puge | Archive | Compact | Delete | Restore |
Database: IJANETESTPE
- Purge Range
£ Purge &l

& Save Today's data

£ Save data hom the last [0 :II de

© Save data from: 18/06/2004 |

€ PugeRange  Fom |0 j days ago (earliest]
To [T = dasegolatest

—Advanced Setting

Note: This featurs is applied after the Puige Range seting
has completed and affects all remaining sites in the database
that havs not been accessed in the past 24 hours

I RemoveSteswih [ —] his) or fewer

Purge
Close: Help
3 Click Select to browse to the SQL Server, then click Options to choose the database.
4 Choose from the following purge options:

Purge All, which removes all connection details.

Save Today's data, which removes all but that day’s connection details.

Save data from the last “N” days. “N” is the number of days to retain connection details.

Save data from DD/MM/YY, which removes all connections details before the specified date.
Purge Range, which removes all connections for the specified range.

Advanced Settings - you can choose to remove sites not accessed in the last 24hrs, but were
outside of the purge range. Select the Remove Sites with: check box and set the number of hits.
Sites will be removed that have less than, or equal to, the number of hits specified. The Advanced
Settings are not available if you have selected Purge All or Save Today's data.

Note: Manually categorized sites that meet the Advanced Settings criteria will not be
deleted.

5 Click Purge.
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ARCHIVE

Procedure 4-2:Archiving a database

Step Action

1 Stop the Web Filter Service.
2 Select Database Management from the Start > Programs > SurfControl Web Filter > Database
Tools menu.
3 Select the Archive tab:
x|
Puge Archive | Compact | Delete | Restore |
Database: IJANETESTPC.SulFEuntluLWebFillEr

Auchive ta
|c \duchive. dat

™ Unique date-based flename Brawse.

I~ Puigs Source Database

Archive
Close Help
4 Click Select to browse to the SQL Server and database.
5 Under Archive To, click Browse and specify a location for the archived database. The default location

is C:\ but you may want to specify a different location to prevent the archive file being over-written
the next time you archive your database.

6 Choose from the following archive options:

* Unique date-based filename - this will also save you over-writing an existing archive file.
* Purge Source Database - this will purge all connection details apart from that day’s data.

7 Click Archive.

8 When the Archive process has finished, start the Web Filter Service.

If you have left all the options at their default settings, with all check boxes clear, you will archive your whole
database to C:\Archive.dat.
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COMPACT

Compacting your database eliminates the redundant space contained within it, thus reducing its size.

Procedure 4-3:Compacting a database

Step Action

1 Stop the Web Filter Service.
2 Select Database Management from the Start > Programs > SurfControl Web Filter > Database
Tools menu.
3 Select the Compact tab:
|
Purge | Archive Compsct | Delate | Restore |
Database: IJANETESTPC.SulFEuntluLWebFillEr
Compact Now
Close Help
4 The current database will be shown in the Database field. If you want to compact another database,
click Select to choose another via the SQL Server Login dialog box.
5 Click Compact Now. A progress dialog box will
appear: Compacting database
6 Click Close once the Progress dialog box closes.
7 Start the Web Filter Service.
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DELETE

Use the delete tab to permanently delete a database from your system.

Procedure 4-4:Deleting a database

Step Action

1 Select Database Management from the Start > Programs > SurfControl Web Filter > Database
Tools menu.
2 Select the Delete tab:
Puge | Achive | Compact Delote | Festore |
Database: IJANETESTF’C.SulftuntluLWebFillEr

{Gelect Y

Delete Now
Cloge Help
3 The current database will be shown in the database field. If you want to delete another database, click

Select to choose another via the SQL Server Login dialog box.

4 Click Delete Now.
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RESTORE

Restore allows you to view and report on an archived database using the SurfControl Web Filter Monitor.

Note: You can only restore local SQL databases.
>4

Procedure 4-5:Restoring an archived database

Step Action

1 Stop the Web Filter Service.

2 Select Database Management from the Start > Programs > SurfControl Web Filter > Database
Tools menu.

3 Select the Restore tab:
x

Furge | Archive | Compact | Delete  Restors |

Fiestore From:

| Browise

Restore As Datahase:
Datafile Location,

Browse

Logfile Lacation:

Erowse

™ Set as Default Database

Restore

4 Click Browse. A Restore from Archive dialog box will appear. The default location for your archived
databases is C:\. See “Archive” on page 22 for more details on archiving. If you archived your
database to another location, use the dialog box to locate it. Click Open on the relevant file.

(Sheet 1 of 2)
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Procedure 4-5:Restoring an archived database (Continued)

Step Action

5 The Restore tab fields will now be populated with information from the archived database.
=
Puge | Archive | Compact | Delete Restore |
Restare From:
IC.\Archive.dat Browse |
Restore 4z Database:
jv
Datafile Location:
C:%Program Files'Microsoft SOL Server Browse
Logfile Location:
C:\Program Files\Microsoft SOL Server Browse
[~ Set as Default Database
Hestare.
Close Help
6 Enter a name in the Restore As Database field. The Restore button becomes enabled.
7 Select Set as Default Database for the Web Filter service to use the restored database for writing to.
8 Click Restore. A message appears, confirming the restore has been successful. Click OK.
9 Start the Web Filter Service.

(Sheet 2 of 2)

CREATE A NEW SQL SERVER DATABASE

If you wish to create a new SQL Server database for Web Filter, use the SurfControl Database Creation
Wizard. Before you can use the Wizard, check the following:

You must have installed a complete or client version of Web Filter.

You must have installed Microsoft SQL Server (usually on its own server).

You must have installed the SQL Server Client Connectivity Pack on the SurfControl server.
The SurfControl server must have network access to the SQL server.

There must be a user account on the SQL server that has a “Database Creators” role.

e
e

W Note: A SurfControl database should only have one database owner.
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Procedure 4-6:Create a new SQL Database

Step Action

1 Select Create SQL Server Database from the Start > Programs > SurfControl Web Filter >
Database Tools menu. The Create SurfControl Web Filter Database Wizard will start. Click Next.

2 *  Enter the name of the SQL server and the proper authentication:

- For Windows authentication, select Use Trusted Connection.

- For SQL authentication, leave Use Trusted Connection de-selected.
*  Enter the name of the database.

* If you deselect Use Default Locations, specify the locations for the database and transaction log
files.

¢ Enter the name of the database.

* If you deselect Set as SurfControl Web Filter Default, specify the new database for both the
Rules and Monitor databases.

* Select Populate with sample monitored data if you wish to use the database as a demo.

3 Click Next.

4 Click Finish.

To use the new database in a multiple installation environment you must select the new database from the Web
Filter Service. See “Database tab” on page 8 for more details.
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UPDATING YOUR DATABASE MANUALLY

There are two methods for manually updating the database from the flat files that are created by the Monitor.
You can set up a scheduled event (the recommended method. See “Database Update” on page 99), or you can
perform a manual update with the Database Updater tool.

Warning: The Database Updater Tool will not run if the Web Filter Service is running and
Monitor to Database is set to Automatic.

Oy

Procedure 4-7:Performing a manual database update

Step Action

1 Stop the Web Filter Service.
2 Select Database Updater from the Start > Programs > SurfControl Web Filter > Database Tools
menu.
3 From the Database Updater dialog box, click Add to select
a flat file. The default location for flat files is: ol x|
File Wiew
C:\Program Files\SurfControl\Web Filter\TMP ST
Import Fram Directoriss:
] Bemave
Import To Database:
’7Dalahase' [ Open Database
Impart Carcel
Files to process: 1 [ o [ 2
4 Click Open Database. The Select Database dialog box
displays, showing the default database. Click OK to update
. x
this database or select another Collector or Server and et onfanl el
Database from the Drop down list boxes. Server e —
Cancel
i~ Connect to SOL Server Databa:
Server l—;[
™ Use Trusted connection
Lagin ID: |—
Password: l—
Database: l—;[
5 Click Import to update the database.
6 You can save the database updater criteria. Click the Save icon || .This will save the Flat File location
and Database information. You need to specify a name and a location for the update criteria file.
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Procedure 4-7:Performing a manual database update (Continued)
Step Action

Start the Web Filter Service.

SurfControl Web Filter for Juniper Networks Security Devices Administrator's Guide 29



DATABASES
Database management

30 Administrator’'s Guide SurfControl Web Filter for Juniper Networks Security Devices



Chapter 5 |Privacy Edition

What it does page 32
Comparing the Standard and Privacy Editions page 32
Viewing User Details page 34




PRIVACY EDITION
What it does

WHAT IT DOES

In certain European countries, laws have been passed forbidding user browsing details to be seen by
monitoring software without express permission from a manager and a union representative. The Privacy
Edition of SurfControl Web Filter allows companies in those countries to comply with this legislation.

COMPARING THE STANDARD AND PRIVACY EDITIONS

Tables 1 to 3 outline the differences between Standard Web Filter, and the Privacy Edition of SurfControl Web
Filter.

Table 5-1  Changes to the Monitor

User Menu Standard Editions Privacy Edition

Privacy Edition

Rename... Yes
Standard Editions

Right-Click on a User Menu

Get Friendly Name Yes No
Get User Name Yes No
View User Detail No Yes

Configure Menu Standard Editions Privacy Edition

Change Manager Password No Yes

Change Union Password No Yes

Table 5-2  Changes to the Real-Time Monitor
Options Menu Standard Editions Privacy Editions
User Yes Unavailable
Client Name Yes Unavailable
Client IP Address Yes Unavailable

Table 5-3  Changes to Reports

Quick Reports

Top N Workstations by
Connections

Summary Reports

Top N Workstations by
Connections

Standard Editions
Yes

Standard Editions

Privacy Edition

Privacy Edition
Yes
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PRIVACY EDITION FEATURES

Viewing a users’ details requires the permission of both a manager and a union representative. The Privacy
Edition comes with a preconfigured password for both the manager and union representative of ‘admin’.
SurfControl recommends that the designated manager and union representative change their password as soon

as possible after installation.

Procedure 5-1:Change the Manager/Union password

Step

1 From the Configure menu in the Monitor, select the Change Manager or Change Union Password
option

2 Enter the old password (‘admin’ for the original password).

3 Enter a new password. This can be up to 40 characters long and can be alpha, numeric or a

combination of both.

4 Verify the password by re-entering it.

5 Click OK to set the password.
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VIEWING USER DETAILS

The Web Filter Monitor shows users in the format ‘User X as in Figure 5-1:

(&) surfControl Monitor - [localhost] 10l =|
File WYiew Configure User ‘Window Help

= 2 =

7| =| gle| Blele oS0l EBEeE
A o
| Dizplay uzers where IUSE' Mame vl contains I

User Mame | First Seen Last Seen Hits | Group

User 11 05/02/2002 03:12:50  10/02/2002 20:33:35 196 Everybody

User 10 07/02/2002 16:43:22  10/02/2002 15:46:47 119 Everybody

User 9 07/02/2002 15:53:34  09/02/2002 11:08:02 285 Everybody, Tech Support

User & 07/02/2002 14:49:01  09/02/2002 06:12:05 343 Accounts, Everybody

User 7 07/02/2002 13:47:59  10/02/2002 12:59:36 291 Everybody

User 12 07/02/2002 13:26:59  07/02/2002 13:34:48 66 Everybady

User 3 07/02/2002 124303 11/02/2002 23:42:03 606 Everybody

User & 07/02{2002 10:32:16  09/02/2002 23:50:48 218 Everybody, Mail Server

User 4 07/02/2002 09:29:17  09/02/2002 16:27:52 517 Everybody

«| | »

Figure 5-1  Privacy Edition Monitor - Users

Procedure 5-2:Viewing a Users’' Details

Action Step
1 Right-click on a User in the Monitor.
2 Choose View User Details from the right-click menu.
3 Have the manager enter their password.
4 Have the union representative enter their password.
5 Click OK.
6 The following details are then displayed x|
in a dialog box:
User Name: OACOMT tim
*  User Name
Original Detected Name: OACOMT tim
e Original Detected Name Warkstalon Hame: e
IP Address; ooono

e [P Address
¢ Ethernet Address

Ethemet Addiess:

7 Click OK to close the dialog box.
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Introduction

INTRODUCTION

The SurfControl Web Filter Monitor performs two functions:

1 Shows historic Internet activity for your users, as stored in your database. To refresh the connection
between the Monitor and the database at any time, press F5.

2 Helps you determine what future Internet activity will be monitored.

OPENING THE MONITOR

Select Monitor From the Start > Programs > SurfControl Web Filter menu.From other parts of Web Filter,
you can click the @ icon. Figure 6-1 shows the Monitor:

(&) SurfControl Monitor - [localhost] [_ Ol %]
Fle Yiew Configre User Window Help
L = ) A A e e =Y = ] = 0 [ 8]
i
¥ Users =1 &3
Display users where [User Name ] contains
User Nare [ Last Workstation M... | Last IF Address | First Seen [ Last 5een [ Hits [ GroL+
QACOMLiAdministratar - adminpc sample.com 0.0.0.0 07/02/2002 13:28:59  07j02(2002 13:34:48 86 Ever
QACOMLiamanda amandapc.sample.c...  0.0.0.0 07/02{2002 15:5%:34 ‘0802 285 Ever
QACOMLiandren andrewpe.sample.com  0.0.0.0 joz, 119 Ever
QACOMLiclaire dlairepesample.com 0.0.0.0 7i02{2002 10:32:16 218 Ever
QACOMLidarel danielpc.sample.com 0.0.0.0 08/02/2002 03 12:50 19 Ever
QACOMLigareth garethpe.sample.com  0.0.0.0 07/02j2002 09, 517 Ever
QACOMLymark markpe.sample. com 07/02j2002 12; 605 Ever
QACOMLirager rogerpe.sample.com 07/02j2002 14, M3 Ak
QACOMLitim timpe.sample. com 07/02{2002 13:47:59 21 Everw
| | »
B sites 1 =]
Display sites where  [Host Name ~ | contains
Host Name [ 1P Address [ First Seen [ Last Seen [ Hits | Categor N
44logo.com 0.0.0.0 09/02j2002 02:59:25  09j02/2002 03:31:09 3 MNone
a1444.7.2kamai.net 06/02j2002 07:31:48  10j02/2002 14:56:23 4 MNone
21604.7.2kamai.net 06/02j2002 04:02:13  0Bj02/2002 D4:02:13 1 Food &Dining
31676.9.2kamai.net 09/02j2002 15; 2 Mone
a1704.7.zkamaitec 06/02j2002 02; 1 Food &Dining
31825.ms. 3. micros 10j0242002 20 4 MNone
ad.doubleclick.net . 09/02j2002 15: 3 Food &Dining
ad.uk.doublecick.net  0.0.0.0 07/02j2002 23:39:26  10j02/2002 12:59:36 25 Food &Dining
adcenter.scripps.com  0.0.0.0 06/02j2002 19:13:44  0Bj0212002 19:13:44 1 Mone -
4 | »
For Help, press F1 10 Records V%

Figure 6-1

Web Filter Monitor
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How THE MONITOR WORKS

The Monitor shows both Users and Sites in separate panels. You can arrange the panels in a variety of views.
Click the Tile Horizontally button B to achieve the view in Figure 6-1.

PRIVACY EDITION FEATURES

This section applies to Web Filter for Juniper Networks Security Devices. See “Comparing the Standard and
Privacy Editions” on page 32 for details on the Privacy Edition.

USERS PANEL

The Users panel displays information about the users on your network. that are being monitored by Web Filter.
Figure 6-2 shows the Users panel:

(E) SurfCantrol Monitor - [janetestpc.SurfControl_WebfFilter] - [Users]

€ Fle View Corfigure User Window Help

2| 2| Ple| Blel= @Beln| @O

Display users where  |1ser Name ~ | contains
User Name [ Last Workstation Name [ Last IP Address | First Seen | Last Seen | Hits | Group
172,22,5.100 172,22,5.100 172,22,5.100 210NN AELES PSS 2004 105349 104 Everybody
172.22.6.9 172.22.6.9 172.22.6.9 2, Mser Detall 412004 0f:59: 18 1 Ewerybody
hmargan-m.surfcontr... hmorgan-m.surfeontrol.com  172,22,5.86 0 Rename... 512004 14:56:26 2 Ewerybody
janetestpe janetestpe 172,22,5.100 O Change Group... 512004 135809 42 Everybody

Don't Monitor

Delete

Get Friendly Name:

Get User Name:

Figure 6-2 Monitor Users Panel
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You can view the following Columns in the User Panel.

Table 6-1  User panel columns

Column Description

User Name

Identifies the user’s name (in the following order of precedence):

Novell user name
EUM user name
NetBIOS user name
workstation name
IP address

Last Workstation
name

Identifies the name of last workstation the user was monitored on, if available.
Otherwise, contains the IP address.

Last IP Address

The last IP address of the workstation the user was monitored on.

First Seen Shows the date and time Web Filter first saw Internet activity from this user.

Last Seen Shows the date and time Web Filter last saw Internet activity from this user.

Hits Shows the total number of TCP (Transmission Control Protocol) transactions a user has
received from the Internet.

Group Identifies the group the user is assigned to. By default all users are added to a

predefined group of Everybody.

Right Click menu

If you right click on a user, a further menu appears. See “Users” on page 40 for more
details.
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SITES PANEL

g sites [_[CIx]
Display sites where  |Host Name ~ | contains

65.54.249.254 65.54.249.254
B! 249,61

ac 2

c.microsaft. 207.46.197.85
codeventerprise.surf,., 172.22.1.16
ks, surfontral.com 192.132.210.12
news.bbe.co,uk 212.58.240.144
rtynan:8080 172.22.5.9
timel.cyberpatrol.com  216.251,249,227
time2.cyberpatrol.com  216.251,249,228
w4-ori.windowsupdat, ., 207.46.134.126
w4 windowsupdate, .. 207.46.134.126
windowsupdate, micr... 207.46.134.24
www.adobe.com
wiww.bbe.co.uk
wiww.dell.co.uk. 5
www.dell.com 143.166.224.230
www.football.guardi... 212.187.153.24

15/01/2004 141948
10/02/2004

13(01/2004 13:33:20
16/02/2004 15:37:25
10f02/2004 13:31:14
08/02§2004 15:19:17
21/01§2004 17:45:00
07/01§2004 16:35:47
12f01/2004 11:40:40
13f02/2004 15:10:19
15/01/2004 14:07:36
15/01/2004 14:07:44
26/01§2004 13:40:11
13f01/2004 13:31:58
13f01/2004 13:35:19
13f01/2004 13:36:15
13f01/2004 13:32:54

06/02§2004 21:17:55
10§02/2004 11:03:42

Host hiame [ 1P Address [ First Seen [ Last seen | Hits | Categor |
207.46.249.157 207.46.249.157 03j02j2004 1337124 03(02j2004 13:3724 1 Computing & Internet
216.251.249.234 216.251.249.234 22i01j2004 101104 10/02j2004 15:2047 16 Mone

£5.54.249.126 £5.54.249.126 30/01j2004 172855 08/02{2004 01:12/55 2 Computing & Internet
65.54.249.190 65.54.249.190 31j01j2004 15:17:34  11/02{2004 07:55:46 3 Computing & Internet

4 Computing & Internet
1 Computing & Intsrnst

i
Tningiao;  Ske Detal
1602200 Don't Monitor
10/02/200  Delete

in  Internet

090220t
10/02j200  Goko: hitpffads.guardian,
10j02/200  Submit Site

co.ukf

16/02/200
13/02/200  Set Category ...

ing & Internet

2601 ) 200% TOF0T 37
26/01/2004 10:40

1040242004 13
1240242004 15:
1040242004 13
13/01j2004 13
10/02/2004 13:47:19

Figure 6-3 Monitor Sites Panel

THMpting & Intsrnst
2 Computing & Internet
6 Computing & Internet
8 Arks & Enterkainment
4 Computing & Internet
1 Computing & Internst
7 Sport

You can view the following columns in the Sites panel.

Table 6-2

Sites panel columns

MONITOR

How the Monitor works

Column Description

Host Name Identifies the site URL.

IP Address Identifies the site’s IP address.

First Seen Shows the date and time Web Filter first saw this site being accessed.

Last Seen Shows the date and time Web Filter last saw this site being accessed.

Hits Identifies the number of times the site has been accessed.

Category Identifies the Category Web Filter has assigned to the site.

Right Click menu If you right click on a site, a further menu appears. See “Sites” on page 42 for more
details.
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RIGHT-CLICK MENUS

Both the Users and Sites Panels have right-click menus that are available when an individual user or site is
highlighted.

Users
The following right-click menu options are available in the Users panel:

Table 6-3  Users Right-Click Menu

Menu option Description

User Detail Displays detailed Internet activity for the user. to view further details on a site a user
has visited, either double-click the site, or highlight it and right-click it. This menu is
described in Table 2.

Rename Allows you to rename a user in the Web Filter database. In the dialog box that

appears, enter a name in the New name text box. The original information about the

user is also listed. If you want to reset the user name to the one originally detected,

click Reset.

Note: if, during a database update, a duplicate name is detected, a modified
name insertion will be attempted in the following format: “Friendly
Name (domain\some.user)”. If this fails a second time, the name is not

added.
Change Group See “Using Groups” on page 45 for more details on assigning users to groups.
Don’t Monitor Stops monitoring the user and removes their Internet activity data from the
SurfControl database.
Delete Removes the user and their Internet activity data permanently from the database.
Get Friendly Name Shows the network name of the user as entered by the system administrator. If the

friendly name is unavailable, a pop up will appear.

Get User Name Show the name of the user e.g. domainT\user1
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If you have installed the Privacy Edition, the following options are unavailable from the right-click menu:
* Rename

*  Get Friendly Name

*  Get User Name

In addition, the following option will be available in the Privacy Edition only:

View User Detail

User Site Detail
This right-click menu is available after selecting the User Detail menu option and the Detail for User screen
appears.

Table 6-4  User Site Detail Menu

Menu option Description

Site Detail Opens a new pane showing the following details about the site:

User Name
Workstation Name
Activity

Protocol

Category
Allowed/Blocked
Date/Time
Duration *

* This column will always display zero in this release.

Show all http activity Shows all activity associated with a site. If not selected, only Web page activity is
shown.

Go to: Site Open the selected Web site in a Web browser.

Go to: Page Open the specific Web site page in a Web browser.

Category Manually overrides the SurfControl Category a site or page has been assigned to.

Copy URL Copies the URL into another program such as a Web browser or Notepad.
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Sites

The following right-click menu is available from the Sites panel.

Table 6-5  Sites panel right-click menu

Menu option Description

Site Detail

Opens a new pane showing the following details about the site:

User Name

Workstation Name (all workstations the user has used to access the site will be listed)
Activity

Protocol

Category

Action

Date/Time

Duration *

Bytes Sent *

Bytes Received *

* These columns will always display zero in this release.

Don’t Monitor

Stops monitoring the selected site and removes all previous data from the Web Filter
database.

Note: You must stop the Web Filter Service before selecting this option.

Delete

Removes the selected site and all previous data from the SurfControl database.
Note: You must stop the Web Filter Service before selecting this option.

Go to http://...

Opens the selected site in a Web browser.

Submit Site

If you find traffic to a site with a category of None (and is not an internal site), this option
allows you to submit the URL to SurfControl, along with the category you feel the site
should belong to. See “Submit a Site to SurfControl” on page 43 for more details.

Set Category

This option allows you to block certain Web site pages, without blocking the whole site.
From the Set Category dialog box, select the category you want to apply to the page. Click
OK. Click Commit to apply the changes to the Web Filter Service.

Note: You need to have a rule applied that blocks access to the category chosen for
Set Category to become effective.
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SUBMIT A SITE TO SURFCONTROL

If you see a site in the Monitor that you feel should be included in our URL Category List, or a site you feel
should be categorized differently, you can send details to SurfControl:

Procedure 6-1:Submit a Site to SurfControl

Step Action
1 Highlight the site you wish to submit in the Sites panel of the Monitor.
2 From the Sites right-click menu, select Submit
Site. The Submit-a-Site Web page will be ""*'"""E'vsntemetf _‘ngm
displayed in a browser window: ok - - @ @ 6| Qemch Graverte: Geds (4| By G
Address [&] hitp fm antrol.c lomitaSite. asprURL=rtynan: ¥ | (@G0 |Lmks &
=l
Submit-a-Site
& Add a site
Do You Want To: C Delete a site

" Change the category

URL {Internet Address):

hnp;fflnyman 8080

Choose Category:

INDHE j
Reset
-]
[&] bone || | |4 mntemet 7
3 From the Choose Category list, select which category you want the site to be added to.

4 Click Submit.
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SEARCHING FOR USERS AND SITES

In the Users and Sites panels, you can search for users or sites by combining filtering on the column headings
and entering search text.

Procedure 6-2:Using the Monitor Search facility

Step Action

1 In either the User or Sites panel, select a column from the Display users (sites) where drop-down list
box.
2 To further refine the search enter some text relevant to the Column selected in the Contains field.

Note: You cannot use wildcards in the Contains search field.

3 The data within the Users or Sites panel is automatically filtered, based on your search criteria.
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USING GROUPS

User Groups are used to reflect the structure of your organization, i.e. Sales, Accounts, Human Resources, etc.
These groups can then be used by Web Filter when running reports

A default group of Everybody is included with Web Filter. All users are added to this group. SurfControl
recommends setting up User Groups and then assigning the relevant users to those groups.

Procedure 6-3:Setting up Groups and Assigning Users

Step Action

1 From the Web Filter Monitor, select
User Groups... from the Configure _Fie o | Configure | User Window Help
menu EI Monitored Data... m % E m @ ?%

Screen Refresh...
1 | containg

User Mame [ Last Workstation N... | Last IP Address [ First e
QACOMI|Administrator _adminpe. sample.com __0.0,0.0 07jnz[2
GACOM] |amanda amandanc samplect... 00,00 [HIEE

2 The Add / Remove Groups dialog box Add / Remove Groups
will appear. The default group of Broups: ] [ x|
Everybody can be seen in the dialog Evebody Cancel

3 Enter a name for your new group. Click OK. Repeat this for the other groups you wish to set up.
4 To assign users to any of the groups

you have set up, highlight a user from REeT e Mo o] oz

the Users pane, right click and select =] 018 gy

Change Group from the menu. The l% e [Jemwm [

Change Group dialog box will appear. User o P

5 In the right hand pane are the groups
the user is already a member of. In the User Growps | Newor: o |
left hand pane is the list of all Al omes 1% Mo

available groups. Highlight the group Evensbody
in the All Groups pane you want to
add the user to and click Add->. The
group will appear in the right hand
User Groups pane. Network Groups

are described below this procedure.

Cancel

6 To assign multiple users to a group, highlight them holding down the Shift key for a continuous range
or the Ctrl key for non-continuous range of users.

(Sheet 1 of 2)
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Procedure 6-3:Setting up Groups and Assigning Users (Continued)

Step Action

7 In the Monitor Users panel, you will
now see the additional groups the
h b . d . h ame ~| contains

user nas been assigne to in the [Last 1P address [ First Seen [ Last Seen [ Hits | Group N
0,0.0.0 07/02{2002 13:28:58 07 /02{2002 13:34:45 66 Everybody

Group column. -
0.0.0.0 07 [0z 2002 2 10/02}2002 7 118 Everybody
0.0.0.0 07 foiz{ 2002 6 0%0z/2002 5 216 Everybody, Mail Ser...
0.0.0.0 DB/02{2002 03:12:50  10/02/2002 20:33:35 196 Everybody
0.0.0.0 07 [02{2002 09:28:17  09/02{2002 16:27:52 517 Everybody
0.0.0.0 O7[02{2002 12:43:03  11/02/2002 23:42:03 606 Everybody | |

(Sheet 2 of 2)

Network Groups

The Network Groups tab displays the groups as set up on your domain. You cannot change the Network
Group that a user belongs to from this tab. To keep the Network Groups information up to date you need to
set up a scheduled event. See “Network Group Updates” on page 100 for more details.
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MONITORED DATA

You can configure the Monitor to track specific Internet traffic or users. This can help ease the load on your
Web Filter server as well as producing more meaningful reports.

Warning: You must stop the Web Filter Service to apply changes to any of the Monitored Data
‘ settings. An error will display if you haven’t done this.

o =

From the Configure menu select Monitored Data. A dialog box as in Figure 6-4 will display.
You can configure the following in the Monitor:

» Ignored Sites — you can specify Web sites you don’t want to monitor. For example, you may not want to
monitor traffic to your internal sites.

*  Protocols — you can specify which Protocols you want to monitor.
» Ignored Users — you can specify users you don’t want to monitot.

*  Default Audit Level — you can specify what type of Internet traffic you want to monitor. Web Filter only
monitors Web page traffic by default. You can also create custom audit levels.

*  User Specific Audit Level — you can specify what type of Internet traffic you want to monitor specific
users on. All users are monitored on the Default Audit Level (Web pages), by default.

Monitored Data [ <]

Ignored Sites | Protocols | Ignored Users | Default Audit Level | User Spesifc Audit Level |

r~Ignared Sit

Entries can include wildcards [ e.g. www.sbc* )

0K | cancel | Apph | Hep

Figure 6-4 Monitored Data dialog box
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Procedure 6-4:l1gnoring sites in the Monitor

Step Action

1 Stop the Web Filter Service
1 From the Monitored Data dialog box, select Ignored Sites.
2 Click Add New Item. i
3 You can enter the following data:
* URLs

* IP addresses - if sites are being accessed using their IP address as apposed to their URL.

Note: when entering IP addresses, do not include the http: // prefix. If this is added the site
will still be monitored.

* wild card entries. For example *.yourcompany.*. will ignore all your corporate sites.

4 Click Apply to save the changes. Click OK to close the dialog box.

5 Start the Web Filter Service.

To edit an entry, select it and press F2.

Monitoring Specific Protocols

Monitored Data [ x]
lgnored Sites  Protacols | Ignored Users | Default Audit Level | User Specific Audit Level |
- Protocol Dietai - Protocol Propeti
i e Hame:
| Frotocal [ Monitored I hitp
it e
Status:
& Monitored
© Unmoritored
Ports: i

an
annn
anan

. 2

™ Monitar all pratocols

0K | Cancel | b | Hep |

Figure 6-5 Monitored data Protocols tab

The Protocols tab shows the following data:
*  Protocol (only HTTP is monitored)
*  Monitored Status

*  Associated ports for the HTTP protocol.
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The following ports are monitored by default:

* 80, 8080, 8000

Procedure 6-5:Add a new Port

Step Action

1 Stop the Web Filter Service.
2 Select the HTTP protocol and from Ports click Add New Item. ).
3 Enter the new port numbers associated with the HTTP protocol.

Note: Port numbers must be between 1 to 65535

4 Click Apply to save the changes. Click OK to close the dialog box.

5 Start the Web Filter Service.

To edit an entry, select it and press F2.
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Ignoring Users

If you have users whose Internet traffic you don’t want to monitot, you can set up a list in the Ignored Users
tab. Ignored Users are not excluded from your rules.

Procedure 6-6:Setting up Ignored users

Step Action

1 Stop the Web Filter Service.
2 From the Monitored Data dialog box, select Ignored Users.
3 Click Add New Item.

4 Enter the network name for the user. Wildcards can be used. For example to add a whole domain
enter YOURDOMAIN\*.

5 Click Apply to save the changes. Click OK to close the dialog box.

6 Start the Web Filter Service.
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Setting a Default Audit Level

Monitored Data [ x]
Ignored Sites | Protocols | lanored Users  Defauit Audit Level | User Specific Auit Level |
- Monitored File Typ
[ B
=7 Al Hip

[] Audia Files
[] Executables
[ Images

[] Test Files
[] Videa Files
\wieb Pages

W Do not store page level information

ok | caneel | mesy  |[EHEET

Figure 6-6 Default Audit Level tab

The Monitor only tracks Web page traffic following installation. You can change this setting in the Default
Audit Level tab.

For example if you want to monitor the downloading of potentially illegal mp3 files (which can also take up
considerable bandwidth), you can select mp3 from the Audio Files list. Any mp3 downloads will then be
tracked in the monitor.

This can be useful when enforcing your Acceptable Use Policy.

The Do not store page level information setting enables all allowed pages to be stored in the database as the
root, i.e., www.bbe.co.uk/weather/5day.shtml will be stored as www.bbe.co.uk. All blocked pages will be stored
with the full path. This setting is selected by default for new Web Filter installations. It is not selected if you
have upgraded from a previous version.

Table 6-6  Monitored File Types

File Type File Extensions

Audio Files aif, au, mid, mp3, wav
Executables dll, exe, ocx, zip

Images bmp, gif, jpeg, jpg, pcx

Text Files doc, pdf, txt, xls

Video Files avi, mov, mpeg, mpg, qt, ram, rm
Web Pages asp, aspx, htm, html, shtml
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You have the following options when selecting Monitored File Types:
*  Sclect the File Type. All file extensions associated with this File Type are monitored.

*  Select a specific file extension. The File Type entry this extension belongs to will be grayed out, indicating
a partial selection for this File Type.

Warning: The monitoring of too many File Types can impact on the performance of Web Filter.
If you suspect certain file types are being accessed significantly, select the file type and monitor
it for a set period of time.

You can also add your own custom File Types and add new File Extensions, to create your own custom default
audit level. These then can be applied to your users.

Procedure 6-7:Create Custom File Types and Extensions

Step Action

1 Stop the Web Filter Service.

2 Select the All HTTP entry in the Default Audit Level tab.

3 Click Add New Item.

4 Enter a name for your file type. Press Enter.

5 Now select your newly created file type and click Add New Item. ##:|. This will create a new file
extension.

6 Enter a file extension name, minus the leading *." and press Enter.

Note: a file extension can only exist in one file type group. An error message is returned if
the extension already exists in another group.

7 Add further file extensions by repeating steps 4 and 5.
8 Click Apply to save the changes. Click OK to close the dialog box.
9 Start the Web Filter Service.

To edit an entry, select it and press F2.
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User Specific Audit Levels

lgnored Sites | Protocols | lanored Users | Difault Audit Level - Uiser Specific sudit Level |
- User - Configuration
User [ it Level ] Moritar Status

1 Do ot maritar
) Use default audt level
) Custor
=-L] Al Hitp

- [] Audio Files
Executables
Images
Text Files
31-[] Video Files
B[] weh Pages

[V Automatically maniter news users

0 userls] monitored, masimum is unlimited

0K | Cancel | gpek | Hep |

Figure 6-7 User Specific Audit Level tab
If you want to set an audit level for a specific individual, rather than change the Default Audit Level for
everyone, you can do so in the User Specific Audit Level tab. The following configurations are available:

¢ Do not monitor — the user is not tracked in the monitor. You can also set this from the Users > Don’t
Monitor menu option.

*  Use default audit level — the setting you have configured in the Default Audit Level tab is used. See
“Setting a Default Audit Level” on page 51 for more details.

*  Custom — set an audit level specific to a highlighted user. When selected, the Monitored File Types box
becomes active. You can select the same file types as in “Setting a Default Audit Level” on page 51.

*  Automatically monitor new usets - as new users are added to the network, their activity is automatically
monitored. This is selected by default in a new installation. It is not selected if you have upgraded from a
previous version.

*  The number of monitored users is shown, with your user licence limit.
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Procedure 6-8:Setting a User Specific Audit Level

Step Action

1 Stop the Web Filter Service.

2 Select the User from the Users section.

3 From the Configuration section, select the Monitor Status you want to apply.
4 If using the Custom audit level, select a Monitored File Type.

5 Click Apply to save the changes. Click OK to close the dialog box.

6 Start the Web Filter Service.

PRINTING THE USER AND SITE PANEL INFORMATION

To print out the contents of the Users and Sites Panels, select File > Print.
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CHANGING THE MONITOR DATABASE

You can change the default database that Web Filter writes its monitored traffic to from the Web Filter Service
settings tab (See “Database tab” on page 8 for more details). To view a different database in the Monitor, while

still writing traffic to the default database, follow Procedure 9.

Procedure 6-9:Changing the Monitor Database

Step Action
7 Click = .
| Car P x
A SQL Server Login dialog box appears. " : _
The Use Trusted Connection option is selected by ¥ Use Trused Connsclion Cansel
default. If you want to use a SQL Server Login ID LognD: Fam M
and Password, clear this option and enter the e
details in the relevant fields.
8 From the drop-down list box, select the server you
want to connect to. The Options button will then e
be enabled. Click Options to expand the login o |
dlalog bOX. ¥ Use Trusted Connection G
Login D: j&.dmin Help
e —
Option:
Database . -
Language: [Default) -
AN e a—
WotkStation ID: femeTEsTPE
9 Select the database you want to connect to.
10 Add an Application Name to identify the database. Click OK.
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Introduction

INTRODUCTION

The Real-Time Monitor shows Internet activity on your network as it is happening. This is different from The
Monitor, which displays historic information as stored in your database.

From the Start > Programs > SurfControl Web Filter menu, select Real-Time Monitor. From other parts of
Web Filter you can click the Elicon. The Real-Time Monitor will appear as in Figure 7-1:

Z% SurfControl Real-Time Monitor

File ©ptions Help

cloler

Ll | Categor | Lser | Action |
i, bbc,co,ukyf Arts 172,22.5.86 Allovwed
v, bbc, oo, ok frke 172,22.5.86 Allowed
vy football, G ta @ http:ffwww. Faotball quardian. co.ukf Js 172,22.5.86 Allowed
lactives:. microsofE.comy Computing & Inter...172.22.5.86 Allowed
L NS, Comy Search Engines 172,22.5.86 Allovwed
iew, abdmt, comf AYE fviewmsnnkonmO0Z20007 4ave direct; ... Advertisements & ..,172.22,5.86 Allovwed
k.msn.comfc,gif PDI=32528ps=72446&TP=http:/ fvaww.msn. ., Mone 172,22.5.86 Allovwed
i, google, com) Search Engines 172,22.5.86 Allovwed
[?17.75.95.58/ AdultfSexually Ex... 172.22.5.86 Allovwed

Figure 7-1  Real-Time Monitor

The following columns are visible by default in the Real-Time Monitor.

Table 7-1 Real-Time Monitor Columns

Column Description

URL Identifies the site URL.

Category Identifies the Category Web Filter has assigned to the
site.

User Identifies the user.

Action Indicates whether the site was Allowed or Blocked by
Web Filter.

Right Click menu If you right click on a site, a button appears that
allows you to view the selected site in your Web
browser.
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Other columns can be configured via the Options menu. Select General from the Options menu. The Real-
Time Monitor Options dialog box appears as in Figure 7-2:

Real-Time Monitor Options E

r— Display Columnnz — Category Color
EBlocked -
I | Ll Mone :I
¥ Category dult/Sexually Explicit
dvertizements & Popups
¥ User lcohol & Tobacco
itz
™ Server IP Address Chat
. Computing & Internet
I Client Name Criminal Activity
D owinloads LI
¥ Action Set Colar... | Drefault Color |
r— Other Setting:
Connection buffer size:  |500
()8 I Cancel |

Figure 7-2  Real-Time Monitor Options dialog box

@/

Note: Changes made in the Real-Rime Monitor Options dialog box clear the existing Real-Time
Monitor buffer.

From the dialog

box, you can configure the following:

DiSPLAY COLUMNS

This controls the columns displayed in the Real-Time Monitor window.

Table 7-2  Real-Time Monitor Options
Column Description Default Option
URL Shows the page being visited Yes (this option
cannot be cleared.)
Category Shows the SurfControl category assigned to the URL. If a site has not Yes
been categorized it will be shown as ‘None
User * Shows the user name of the person accessing the site. Yes
Server IP Shows the IP Address for the server hosting the URL. No
Address
Client The name of the client computer accessing the site. No
Name *
Client IP The IP Address of the client computer accessing the site. No
Address *
Action Shows whether the URL was Allowed or Blocked by a SurfControl Web Yes
Filter rule.

* These columns are unavailable in the Privacy Edition.
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CATEGORY COLOR

This option allows you to assign a color to a SurfControl Category. This can aid you in spotting trends in
surfing habits in the Real-Time Monitor.

Procedure 7-1:Assigning a Category Color

Step Action

1 Select a Category from the from the Real-Time Monitor RealTime Honitor Options
. . Display Ce
Options dialog box. -
[ Category
¥ User

¥ Alowed/Blocked

Other

’7 Connection buffer size: 500
[al Cancel
2 Click Set Color... A color palette will appear. ol 2

Basic calors,

s 171 FAEEEEN
1717 HEEENT
1717 TTHEEET

3 Either select a basic color from the chart or click Define Custom Colors to select a color using HSL or
RGB values. Click OK.

4 The Category definition will now be highlighted in the color chosen.
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COLLECTOR DETAILS

You can view information about the collector the Real-Time Monitor is connected to (see Figure 7-3). Select
Collector Details from the Options menu. See Table 7-3.

Collector Details [ %]
Server Mame: IM - l

Server Port: IEDDD
Timeaut
[zeconds]: I

V' ‘wiam user if service stops

o]

Cancel |

Figure 7-3  Collector Details

Table 7-3  Collector Details Options

Server Name

The name of the server the Real-Time Monitor is connected to. You can enter the name of a
new server into the drop-down list box. This server is then stored in the drop-down list. You
can store up to ten servers.

The first time you connect to the Real-Time Monitor, the Collector Details dialog box will
display, with localhost as it’s default Server Name. If you change the Server Name, the Real-
Time Monitor will attempt to connect to this collector when subsequently accessed. If it
cannot connect to this collector, a warning is displayed.

Server Port

Port number the Real-Time Monitor connects to the Web Filter Service on. The default is
5000.

Timeout
(seconds)

The time that the Real-Time Monitor will wait before reporting an error if connection with
the Server is lost.

Warn user if
service drops

If selected, an error message will display if connection to the server is lost.
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INTRODUCTION

In the Getting Started Guide, you enabled the supplied Adult/Sexually Explicit rule in the Rules
Administrator. This rule then blocks any request to sites listed in this category from the SurfControl URL
Category List.

This chapter covers the rule objects in more detail. This will enable you to configure rules more accurately, to
meet your organization’s requirements. The Rule object tabs are only visible if you have selected the default
Advanced view in the Rules Administrator. If you can’t see the Object tabs below the Rules panel, select
Advanced from the View menu.

To open the Rules Administrator choose Start > Programs > SurfControl Web Filter > Rules Administrator
or click the shortcut button in the toolbar of one of the Web Filter components.

There are three types of rules:
*  Allow — uses positive filtering to give access. This is the default setting for any new rule you create.
* Disallow — uses negative filtering to deny access.

* Allowance — uses a combination of positive and negative filtering to set up limits for internet access. The
allowance value is time based (allowing access for a predefined time limit). Once this limit has been
reached, access is blocked.
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GUIDELINES FOR RULE CREATION

For best results, follow these guidelines:

Rules are processed from the top of the list in the Rule Panel downwards. Place rules to be applied to
individuals or small groups near the top of the list.

Use When and Allowance objects carefully. Use the Protocol Time Analysis report to narrow down who
these rules should apply to, before creating them. See the SRC Administrators Guide for more details.

Keep the number of rules to a minimum, to ensure the maximum efficiency of Web Filter.
Create, test and activate any global rules you ctreate before creating user or group specific rules.
Ensure that only one person modifies rules at a time.

To enable user based rules, ensure that the Monitor recognizes user names.

If a site specific rule isn’t working, ensure auto-categorization is turned on in the Web Filter Service
Settings Advanced tab.

Procedure 8-1:Creating rules

Step Action

1 Select New Rule 2. New rules are always checked as enabled by default; however the rule will not be
active until changes are committed to the database.

2 Choose a Who object (if required) and drop the object onto the Who section of the rule.

3 Choose a Where object (if required) and drop the object onto the Where section of the rule.

4 Choose a When object (if required) and drop the object onto the When section of the rule.

5 Choose an Allowance object (if required) and drop the object onto the Allowance section of the rule.

6 Choose a Notify object (if required) and drop the object onto the Notify section of the rule.

7 Choose a HTTP Deny Page object (if required) and drop the object onto the HTTP Deny Page section of
the rule.

8 Move the rule to the appropriate level in the Rule List Panel.

9 Commit the changes to enable the rule. New rules are always checked as enabled by default; however

the rule will not be active until changes are committed to the database.

10 Test the rule.
11 Make any changes if needed.
12 Commit the changes again.
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RULE OBJECTS

You can create the following Rule Objects:

*  Who — see page 67 for more details.

*  Where — see page 72 for more details.

*  When — see page 81 for more details.

*  Allowance — see page 85 for more details.
*  Notify — see page 87 for more details.

*  HTTP Deny Page — see page 89 for more details.

Procedure 8-2:Creating a new Rule Object

Step Action

13 Select a rule ObjeCt tab. @ Whol @ \N'herel when (& Alowance | Not\fyl @ Hitp Deny Page

Monitored Workstations

IT Domain Objects
HELPDESK

Active Direchory

H B helpdesk.

Eg User Defined Wwho Objects
P Hosts and Damains

14 Highlight an individual object component from
the left-hand pane below the tabs.

- Subrets
15 In the right-hand pane, right-click and select New.
16 Fill in the details on the dialog box that appears.
17 Click OK. The object can now be used in any rule you create.
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Who Objects

Who objects are used to apply rules to certain individuals or groups.

The default for Who objects is Anyone.

The following objects are included in the Who tab, as in Figure 8-1:

@ Who |@ W'herel (0] W'henl Allowancel Notifyl @ Hip Dery Pagel
""" TR it Dizplay objects which contairn: I—
MT Domain Ohjects
- COQANT4 éb.lm_“ame |
g User Defined Whao Objects 192.168.4.121
-{ifag, Hosts and Domains g 192.168.4.127
S Subnets
= Mobile Who Objects
- Mobile Users
-4 Mobile Hosts

Figure 8-1 Who Objects tab

Monitored Workstations - shows a list of workstations as identified in the database and seen by the

Monitor and the Rules Administrator. Refresh this list with F5. You cannot manually add Monitored
Workstations to this list. If workstations appear as IP addresses, you need to select Enable Workstation
name resolution on the Advanced Settings tab in the Web Filter Services Settings. See “Advanced tab” on

page 5 for more details.

* Active Directory, NT and NetWare Domain Objects -lists objects taken from the domain. These only
apply to local Active Directory, NT, or Novell NetWare networks. Refresh this list with F5. You cannot
manually add Active Directory or NT Domain Objects to this list. Depending on where Web Filter is

installed you will see the objects as described in Table 8-1:
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Table 8-1  Active Directory, NT and NetWare Domain objects

Where Installed Objects seen

Workgroup NT Domain objects: Workgroup.
NT Domain NT Domain objects: Workgroup, Domain object.
Active Directory NT Domain objects: Workgroup, Domain object.

Active Directory objects: Domain object:

Note: Only the currently logged on Active Directory forest will be seen
by the Who Object. All trusted NT domains can be seen.
SurfControl recommends using the Active Directory objects. if Web
Filter has been installed in this environment.

NetWare Domain/NT NT Domain objects: Workgroup.

Workgroup NetWare objects: Domain object.

NetWare Domain/NT NT Domain objects: Workgroup, Domain object.
Domain NetWare objects: Domain object.

NetWare Domain/Active NT Domain objects: Workgroup, Domain object.
Directory Active Directory objects: Domain object:

NetWare objects: Domain object.

User-defined Who Objects - These have to be created manually and can consist of the following:

— Hosts and Domains

—  Subnets

Who Lists - Who Lists are a combination of Monitored Wotkstations, NT Domain and User Defined
Who Objects. Who lists are a convenient way of grouping Who objects together to share common rules.

The list of workstations available in the Administrator are the same as you see in the Web Filter Monitor, in
addition to the Novell NetWatre and Windows NT users defined for the network. As Web Filter detects new
users, it updates both the Monitor and the Rules Administrator. To refresh the display with the most current
contents of the database, press F5.
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CREATING USER DEFINED WHO OBJECTS

Hosts and Domains

The Hosts and Domains object is used to apply a rule to a particular IP address, Host name or Domain on
your network.

A host is a computer that is connected to a TCP/IP network which can include the internet. Each host has a
unique IP address.

A domain is a group of computers on a network that are administered as a unit.

Figure 8-2 shows the Hosts and Domain object properties:
x
% Mame:

P address: I

& Host name: I

 Domain: I

)3 I Cancel |

Figure 8-2 Hosts and Domain object properties

Table 8-2  Hosts and Domains object fields

Field Description

Name Enter a name for your object

IP address Select the IP address and enter the IP address for the workstation the rule will be applied
to.

Host name The default option. Enter the Workstation name. You must have Enable Workstation name

resolution selected in the Advanced Settings to be able to see Host names in the Monitor.
See “Advanced tab” on page 5 for more details.

Domain Enter a name for a network Domain the rule will be applied to.
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Subnet Object

A subnet allows you to take a single IP network address and split it up so that it can be used on several
interconnected local networks.

A subnet mask determines the maximum number of hosts on a subnetwork.

To obtain the IP address and Subnet Mask for a particular computer on your network, run the following
command from a Command Prompt window:

ipconfig/all
Make a note of the IP Address and Subnet Mask entries.

Figure 8-3 shows the Subnet object properties:

Object Propetties x|

' Mame:  |[EEEME

IP Address: I . . .
Subnet Mask: I . . .

()3 I Cancel |

Figure 8-3 Subnet object properties

Table 8-3  Subnet object properties

Field Description

Name Enter a name for your Subnet object.
IP Address Enter the IP address.
Subnet Mask Enter the Subnet Mask.
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Who List Objects

A Who list object can comprise of several specific Objects from the Who Object list. This provides a
convenient way of grouping objects to share a set of rules. To create a Who List, drag individual Who Objects
(Monitored Workstations, NT Domain Objects and User-Defined Who Objects) from the bottom right-hand
pane to the bottom left-hand pane in the Who List dialog box as in Figure 8-4:

ﬂ

Yau can modiy the fiter obiscts that you have created by sslecting the group from the tres sa that it appears in the
buttom right pane and then diagging and dropping fterms on te the member pane

Name:

Members 1%
5] oniored Workstations Display obiects which contai |

& NT Domain Objects

18 User Defined who Objects Objsct Mame I

K I Cancel Help

Figure 8-4 Who List dialog box

Table 8-4  Who List dialog box

Description
Name Enter a name for your Who List object
Members This panel will show the individual objects that make up your list.
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Where objects are used to identify the destinations that a rule should apply to.

The default for Where objects is Anywhere.

The following objects are included in the Where tab, as in Figure 8-5:

@ Wwho @ where | o W'henl Allowancel Notifyl o Hitp Deny Pagel

User Defined Where Objects
@ Hosts and Domains

- Subnets

{% ProtocolsiPorts

[#] Precise Bandwidth Contrals

Bl Categories
Where Lists

Dizplay objects which contairn: I

| Cateqgar:

Object Mame
Elz13.19.129.172
amshockey ., com
areacodebaseball org
autoplanet, com

badbovyz,sports . webjump. com

[Z0 hacehalfirst ram

Figure 8-5 Where Objects tab

Computing
Sports
Sports
Motar Wehic
Sports

Sninrka

*  Monitored Sites — the list of all sites currently seen by the Monitor and stored in the database. Refresh this
list with F5. You cannot manually add a site to the Monitored Sites list.

*  User Defined Where Objects — These have to be created manually and can consist of the following:

— Hosts and Domains

—  Subnets

— Protocols and Ports

— Precise Bandwidth Controls

*  Categories — the list of the SurfControl URL List categories and any custom categories.

*  Where Lists — Where Lists are a combination of Monitored Sites, User Defined Where Objects and
Categories. Where lists are a convenient way of grouping Where objects together to share common rules.
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CREATING USER DEFINED WHERE OBJECTS

Hosts and Domains

The Hosts and Domains object is used to apply a rule to a particular IP address, Host name or Domain on
your network.

A host is a computer that is connected to a TCP/IP network which can include the internet. Each host has a
unique IP address.

A domain is a group of computers on a network that are administered as a unit.

Figure 8-6 shows the Hosts and Domain object properties:
x
% Mame:

P address: I

& Host name: I

 Domain: I

)3 I Cancel |

Figure 8-6 Hosts and Domain object properties

Table 8-5 Hosts and Domains dialog box fields

Field Description

Name Enter a name for your object
IP address Select IP address and enter the IP address for the workstation the rule will be applied to.
Host name The default option. Enter the Host name in the following format:

www.yoursite.com

Domain Enter a name for a network Domain the rule will be applied to.
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Subnet Object

A subnet allows you to take a single IP network address and split it up so that it can be used on several
interconnected local networks.

A subnet mask determines the maximum number of hosts on a subnetwork.

To obtain the IP address and Subnet Mask for a particular computer on your network, run the following
command from a Command Prompt window:

ipconfig/all
Make a note of the IP Address and Subnet Mask entries.

Figure 8-7 shows the subnet object properties:

Object Propetties x|

' Mame:  |[EEEME

IP Address: I . . .
Subnet Mask: I . . .

()3 I Cancel |

Figure 8-7 Subnet object properties

Table 8-6  Subnet object dialog box

Field Description

Name Enter a name for your Subnet object.
IP Address Enter the IP address for the computer.
Subnet Mask Enter the Subnet Mask.
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Protocols/Ports Object
The only protocol monitored is HTTP.

Figure 8-8 shows the Protocol/Port object properties:

Object Propetties x|

Femove |

)3 I Cancel |

Figure 8-8 Protocol/Port object properties

Table 8-7  Protocol/Port dialog box

Description

Name Enter the new protocol name.

Port Click Add to assign a port number to your protocol. Add again if there is more than one port
associated with the protocol. Use Remove to remove a port number.
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Precise Bandwidth Controls Object

With a Precise Bandwidth Control, you can accurately define what content you want to allow or block. By
creating rules with Precise Bandwidth Controls, you can block pages or files that contain precise prefixes,
suffixes, or word patterns. These rules operate by identifying the contents within the URL rather than just the
top-level domain name.

Precise Bandwidth Control objects are “if” statements, which means that if you apply more than one Precise
Bandwidth Control object to the rule, the rule only applies if both conditions are met.

Figure 8-9 shows the Precise Bandwidth Control object properties:

Object Propetties x|

@ [REINE e Precize B andwidth Control

Match any URL page that...

& Starts with:
© Ends with:
7 Cortaing:

Examples:

Starts with “jobs", matches with www.example. comdjobs/new, but
nat with v, example. com/topjobs

Ends with ".gif", would match with www. example. com/hame. gif,
but not with wew, example. comdimages/my. gifs

Containz "zport”, matches with www, example. comuksportshome

()3 I Cancel |

Figure 8-9 Precise Bandwidth Control object properties

Table 8-8  Precise Bandwidth Control dialog box

Field Description

Name Enter a name for your Precise Bandwidth Control

Match any You have three options for your control:

URL page ¢ Starts with: - for instance the word ‘jobs’ means any URL that starts with the word jobs: i.e
that... www.jobserve.co.uk will match, but www.topjobs.co.uk will not.

* Ends with: - if you specify the word ‘.gif" i.e. www.example.com/home.gif will match, but
www.example.com/my.gifs will not.

* Contains: - if you specify ‘jobs’ in the field both www.jobserve.co.uk and
www.topjobs.co.uk will match.

Note: You can enter multiple selections by using a comma to separate the selections.
Le. .gif,.bmp,.jpg
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CATEGORY OBJECT

SurfControl’s URL Category List contains over 9 million Web sites and over 1.7 billion Web pages. These sites
and pages are allocated to one of SurfControl’s forty seven categories as in Table 8-9:

change. For the latest list and detailed explanation of each category, visit www.surfcontrol.com.

& Note: As the SurfControl content team can dynamically add new categories, this list is subject to
Y4
<

Table 8-9  SurfControl Categories

Adult/Sexually Explicit Job Search & Career Development

Advertisements & Popups Kids Sites

Alcohol & Tobacco Motor Vehicles
Arts News

Business Personals & Dating
Chat Phishing & Fraud

Photo Searches
Proxies & Peer-to-Peer

Computing & Internet
Criminal Activity

Downloads Real Estate
Education Reference
Entertainment Religion

Finance & Investment Search Engines

Food & Dining Sex Education
Forums & Newsgroups Shopping
Gambling Society & Culture
Games Sports

Glamour & Intimate Apparel Spyware

Government & Politics
Hacking

Streaming Media
Tasteless & Offensive

Health & Medicine Travel
Hobbies & Recreation Violence
Hosting Sites Weapons

Illegal Drugs Web-based E-mail

Intolerance & Hate

Note: You will receive an e-mail informing you of any changes made to the SurfControl URL
@/ Category List.

SurfControl Categories

SurfControl’s content team have the ability to dynamically add new categories via a URL Category List update.
For this reason SurfControl categories are read only, and appear in the Category Object list with the following

icon: @

You cannot re-name or delete them from within SurfControl Web Filter.

SurfControl categories do not support SmartScan. You must create a custom category to use this functionality.
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Custom Categories

The Category Object allows you to create custom categories, which can contain any of the following:
*  One or more of the pre-defined SurfControl categories.

*  Keywords that are matched against the domain level of a URL, using SmartScan.

Custom categories you create will appear in the Category object list with the following icon: .ﬁ

Custom categories can be re-named and deleted from within Web Filter via a right-click menu from a selected
category. If a SurfControl category is added or re-named identically to a custom category you created, your
custom category will be amended with brackets containing a number, i.e. custom(1).

Figure 8-10 shows the Category List object properties:

Narme: INew Category

Lategories:

[] Adult’S exually Explicit
- [] Advertizements & Popups
- [] Alcohal & Tobacco
D Arts
D Chat
- [] Computing & Intermet
- [] Criminal Activity
- [] Dowrloads
- [] Education
- [] Entertainment
- [] Finance & Investment

- [] Food & Dining LI
SmartScan... |
oK I Cancel |

Figure 8-10 Category List object dialog box
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Table 8-10 Category List dialog box

Field Description

Name Enter a name for your new category

Categories Select one or more of the SurfControl Categories you want to include in your new category.
SmartScan If you want to refine the category match, select a category you are including in the object
button and click SmartScan. Enter the keywords that you wish to match for any domains that will

be allocated to the category. The keyword must form all or part of the domain level URL.
Example:

Entering ‘football’ will match the following URLs:

www.football365.com

www.football.guardian.co.uk

It will not return www.bbc.co.uk/football as ‘football’ is not part of the domain level URL.

Your new category will now be seen in the Where tab Categories pane. It is important that you move this
custom category to the top of the list, so it is applied before the standard categories. From the Tools menu, use
Set Category Object Order to do this.
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WHERE LISTS
A Where list object can comprise of several specific Objects from the Where Object list (see Figure 8-11). This

provides a convenient way of grouping objects to share a set of rules. To create a Who List, drag individual
Where Objects (Monitored Workstations, NT Domain Objects and User-Detfined Where Objects) from the
bottom right-hand pane to the upper left-hand pane in the Where List dialog box.

Ed

¥au can modify the fiter abiects that you have ereated by selecting the aroup from the tree so that it appears in the
battom fight pane and then dragaing and diopping tems an to the member pane.

Name:

Members 1%

(2] Monitared Sites Display objects which contair; |
User Defined Whers Objects

iy Categories Dbject Hame [ Categor B
[ 207.46.134.126 Computing & Internet
[Hz07.45.134.52 Computing & Internct
207.46.244.158 Computing & Internet
q 207.46.244,222 Seopua e, _l;l
4 »

0f | cancel | Hep |

Figure 8-11 Where List dialog box

Table 8-11 Where List dialog box

Description
Name Enter a name here for your Where List object
Members This panel will show the individual objects that make up your list.
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When Objects

When objects are used to define the time and date when a rule will be applied.

The default setting for When objects is Anytime.

Note: When objects use 24-hour clock.
@/

SurfControl Web Filter is supplied with three pre-defined When Objects as in Figure 14:

e After Work

*  Weckends

*  Worktime

The following objects are included in the When tab, as in Figure 8-12:

@ W'hol @ where 0 when | Allowancel Notifyl o Hitp Deny Pagel

------ o Times Dizplay objects which contain: I
Object Mame I
Esnfter work,

OWeekends
OWUrktime

Figure 8-12 When objects tab

You can either create a new When object if necessary, or change the default properties of the supplied objects

to suit your purposes.
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After work
The After work object has the following default properties. Right-click the object and select Properties to view.

Figure 8-13 shows the After Work object properties:

O

— Daps OF wWeek

M ame:

x|

v Monday
v Tuesday
v ‘Wednesday
V' Thursday
v Friday

[ Saturday
[~ Sunday

Start Time:
Fﬂ Hour

Iﬁﬂ Minite
End Time:
Iﬁ ﬂ Hour

IE j Minite

The ‘When objects are bazed on a 24-hour clock.
This means that &M times are from 0 to 11 and P

times are from 12 to 23,

o]

Cancel |

Figure 8-13 After work object properties

*  Days of the Week — Monday to Friday.

e Start Time — 17:30.
¢ End Time — 23:59.
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Weekends

The Weekends When object has the following default properties. Right-click the object and select Properties to
view. Figure 8-14 shows the Weekend object properties:

o M ame:

— Daps OF wWeek

™ Monday Sta[!;me:
ID_ =i Hour

[T Tuesday
™ wednesday ID_jI LS
™ Thursday End Time:
™ Friday Iﬁjl Hour
¥ Saturday IE—' Minite
¥ Sunday =

The ‘When objects are bazed on a 24-hour clock.
This means that &M times are from 0 to 11 and P
times are from 12 to 23,

()8 I Cancel |

Figure 8-14 Weekend object properties

*  Days of the Week — Saturday & Sunday.
*  Start Time — 0:00.
*  End Time — 23:59.
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Worktime

The Worktime When object has the following default properties. Right-click the object and select Properties to

view. Figure 8-15 shows the Worktime object properties:

Time Properties

o M ame:

— Daps OF wWeek

v Monday
V' Tuesday
V ‘Wednesday
V' Thursday
v Friday

™ Saturday
™ Sunday

Start Time:

Is_jl Hour
ID_ﬂ Mirute
End Time:
Fﬂ Hour
Iﬁﬂ Mirute

The ‘When objects are bazed on a 24-hour clock.
This means that &M times are from 0 to 11 and P

times are from 12 to 23,

o]

Cancel |

Figure 8-15 Worktime object properties

*  Days of the Week — Monday to Friday.

¢ Start Time — 09:00.
¢« End Time — 17:30.
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ALLOWANCE OBJECTS

Allowance objects are used to permit Internet access for a specified period of time. Once this limit has been

reached, access is blocked.

The default for Allowance objects is None.

Web Filter is supplied with one pre-defined Allowance Object as in Figure 8-16:

* 30 minutes time value object

@ W'hol @ W'herel o wihen Allowwance | Notifyl o Hitp Deny Pagel

""" Allawance Cbjects Display objects which contain: I

Object Mame |
30 rinutes

Figure 8-16 Allowance object tab

You can either create a new Allowance object if necessary, or change the default properties of the supplied

object to suit your purposes.

30 MINUTE TIME OBJECT

The 30 Minute Allowance object has the following default properties. Right-click the object and select

Properties to view. Figure 8-17 shows the 30 minute object properties:

Allowance Properties [ %]

Type of Allowance:

O Tiine Time and volume are tracked by day,
beginning at midnight on the clock of the
SurfControl “web Filter. Al allowance

£ Wiglume tracking is reset at 12:01AM daily.

Allowance:

ID ity

Browse Time Sensitivity:

|3 ity

)8 | Cancel |

Figure 8-17 30 Minute object properties

Table 8-12 30 Minute object properties

Type of Allowance Allowance Limit
Time 30 min
Browse Time Sensitivity 3 min
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About Browse Time Sensitivity

Browse Sensitivity refers to the maximum amount of time Web Filter presumes a user to be actively engaged
with a site. Browse sensitivity is also used to offset the uncertainty about how much actual time a user is
engaged in browsing, By default, Browse Sensitivity is set to three minutes.

Browse Sensitivity comes into play every time a user launches a browser. However, the way in which Web Filter
attributes Browse Sensitivity depends on whether the browsing takes place as a stand-alone occurrence or in a
sequence of connections.

Stand-alone browsing. Stand-alone browsing is a single connection to the Internet. For example, stand-
alone browsing occurs when a user opens their browser and makes a connection to a site, does not go to any
subdirectories of the site, then either closes their browser or makes no more connections.

When a user browses in a stand-alone occurrence, Web Filter calculates the browse time to be equal to the
Browse Sensitivity (by default, three minutes).

Example

A user opens a connection to CNN.com. Technically, they spend forty-five minutes at the site, because even
though they stop browsing and are working on other tasks, the browser is left open.

The browse time to CNN.com is calculated to be three minutes because the Browse Sensitivity is set to three.

Continuous browsing. Continuous browsing occurs when there is a sequence of connections, each one
made within three minutes of the last. SurfControl Web Filter automatically adds the Browse Sensitivity value
to the last connection in the sequence.

Example

A user opens their browser and makes a connection to ebaycom for two minutes, connects to
ebay.com\ebaymotors for one minute, then opens ebay.com\ebaymotors\motorcycles for one minute. Web
Filter records the browse time as in Table 8-13:

Table 8-13 Example Continuous Browsing Recording

From To +Browse Time Sensitivity Duration
10:00 10:02 2 minutes
10:02 10:03 1 minute
10:03 10:04 3 minutes 4 minutes

Total Browse Time 7 minutes
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NOTIFY OBJECTS

Notify objects allow you to inform by e-mail specified people within the organization that a rule has been
broken (see Figure 8-18).

Notify objects work in a different way, depending on what type of rule has been broken.
*  Allow rule — one message will be sent once per hour per user.
* Disallow rule — one message will be sent per user each time a rule is triggered.

* Allowance rule — After the Allowance limit is exceeded, one message per user is sent each time the rule is
triggered.

There is no default Notify object
Figure 8-18 Notify Objects tab

.Figure 8-19 shows the SMTP e-mail Notification object properties:
E Marme: INew Email Motification

SMTP mail server: Imailserver.yourcompany.com

Becipient: Iadmin@yourcompany.com
Eram: IW'ebFilter@surfcontrol-notification.c:om
Subject:

Accessz Denied by SurfControl

Meszage body: Inzert-» |

User. $USER =]
'/ orkstation: $w/0RKSTATION

Site: $3ITE

Page: $PAGE

Category: $CATEGORY

Time: $TIME

Fiule number: $RULE_MUMBER

Motify on zpecific file pes i

()8 | Cancel |

Figure 8-19 SMTP e-mail Notification Properties
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Table 8-14 SMTP e-mail Notification dialog box

Field Description

Name Enter a name for your new Notify object.

SMTP mail Enter the address of your mail server. This information can be obtained from the E-mail

server Notification tab in the Web Filter Service Settings dialog box. Right-click the SurfControl
icon in the status area of the taskbar. f&

Recipient Enter the e-mail address of the person you want to receive the notification. If you want to
send the message to multiple recipients, make sure there is a space between each e-mail
address.

From You can either leave the default address in this field, or enter a suitable address for your
own organization.

Subject Enter a relevant subject for your e-mail object.

Message body The object comes with pre-defined data that you can include in the construction of your
notification object. Click Insert to select any of the following:

e User

¢ Workstation
e Site

* Category

¢ Protocol

e Time

¢ Rule Number
* Page

Notify on By default, the notification object is only triggered if the base Web page is blocked. You can

Specific File use this option to specify which file types you want to send notifications on. Click the

Types button and select the file type from the dialog box. The available file types are shown in
Table 8-15.

Table 8-15 Notification File Types

Audio Files aif, au, mid, mp3, wav
Executables dll, exe, ocx, zip

Images bmp, gif, jpeg, jpg, pcx

Text Files doc, pdf, txt, xls

Video Files avi, mov, mpeg, mpg, qt, ram, rm
Web Pages asp, aspx, htm, html, shtml
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HTTP DENY PAGE OBJECTS

HTTP Deny Page objects are Web pages that a user will see when they have triggered a rule, e.g; if they try to
access a site that is blocked (see Figure 8-20).

The default setting for HTTP Deny Page objects is Default.
Web Filter is supplied with a pre-defined HTTP Deny Page Object:
*  Default

[ W'hol [ W'herel (0] W'henl Allowancel Notty @ Htp Deny Page |

""" @) Http Denied Pages Display ohjects which contain: I
Object Marne |
o Default Default Page

Figure 8-20 HTTP Deny Page object tab

DEFAULT

The Default HTTP Deny Page object has the following default properties. Right-click the object and select
Properties to view. Figure 8-21 shows the Default HTTP Deny Page object properties:

Configure Http Access Denied Page

0 Mame:  |Defaul

<HTMLs<HEAD><TITLE »SulConirel - Access Deniede /TITLEs </HEAD><BODY = Impoit

BGCOLOR="HFFFFFF TEXT="§FFFFFF" LINK="HODDOFF" = D—I

VLINK="#FF 000" < centers <iable border="4" bgcolor="40000D0" width="505%" Preview

cellpadding="5">-<tr><td nowrap align="center"> <fant

size="5"> <b> SurfControle /b < Honts < /td» < Ars < tr> <td bgealor="H#FFFFFF"

nownaps nbsp:<hl alian="center"> <font color="#FFO0DD > Access

Dicnied/fonts < il <p align="center"> ¢font color="4000000" Access to the

requested URL has besn deried by

5 unfControl<brs <br </p> ¢ Ad ¢ A < fables < /centers < BODYs < HTML> Cancel
-]

IV Default Page

Figure 8-21 Default HTTP Deny Page object properties
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This produces the Web page as in Figure 8-22:

/J surfControl - Access Denied - Microsoft Internet Explorer

File Edit Miew Favorites Tools Help |

GBack ~ = - B fa} | Qhsearch (3 Favorites  EDMedia €4 | - S

Address I@ C:\Program Files\SurfControliweb Filkeriss_preview_page. html j Go | Links **

=

Access Denied

Areess to the requested TTEL has been demed by SurfControl

|@ Done ’_ ’_ ’_ |@l My Computer
Figure 8-22 Default HTTP Deny Web Page

Y

You can edit the text from within the object. See “Constructing HTTP Deny Pages” on page 91 for
restrictions applying to editing or constructing deny pages.

From the dialog box you have the following options:
Table 8-16 Default HTTP Deny Page object dialog box options

Option Description

Import You can import HTML code you have created in a file elsewhere, or you can re-import the default
deny page text from the following location:

C:\Program Files\SurfControl\Web Filter\Sample Denied
Text\Default Denied.html

Preview Use this option to see how your deny page will look in a browser.

Default This option is selected as this is the default page supplied by SurfControl.
Page
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OTHER HTTP DENY PAGE OBJECTS

SurfControl have supplied the following html pages which you may find useful when creating custom deny
pages:

* Redirect Denied.html

* Refresh_to AUP.html — this allows you to redirect a user to your Acceptable Use Policy.
Theses pages can be found in the following location in a default installation:

C:\Program Files\SurfControl\Web Filter\Sample Denied Text)\

CONSTRUCTING HTTP DENY PAGES

When constructing your own HTTP Deny Pages, you are restricted to using 4950 characters or less, including
the HTML tags, when building your deny page. In addition there are the following objects you can insert into
your HTTP Deny Page objects:

e User
e (Client_IP
e Site

e Category

e DPage
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CHANGING THE RULES ADMINISTRATOR DATABASE

You can change the database that Web Filter stores its rules to both from The Web Filter Service settings tab
(See “Database tab” on page 8 for more details), or from the Rules Administrator itself. Procedure 8-3 shows
how to change the database from within the Rules Administrator.

Procedure 8-3:Changing the Rules Administrator Database

Step Action

1 Stop the Web Filter service. Right Click the SurfControl Web Filter icon # in the status area on the task
bar and select Stop Web Filter Service from the SurfControl Web Filter Service Settings dialog box.
2 Click = .
— L ]
A SQL Server Login dialog box appears. " | S ]
The Use Trusted Connection option is selected by | Ve T st Cancel
default. If you want to use a SQL Server Login ID Login|D: | T
and Password, clear this option and enter the p—  oee»
details in the relevant fields.
3 From the drop-down list box, select the server you
want to connect to. The Options button will then e
be enabled. Click Options to expand the login o |
dlalog bOX. IV Use Trusted Connection Cancel
Login ID: [pdrin Help
e —
Option:
Database . -
Language: [Default) -
AN e a—
WotkStation ID: femeTEsTPE
4 Select the database you want to connect to.
5 Add an Application Name to identify the database. Click OK.
6 Start the Web Filter Service.
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SCHEDULER
Introduction

INTRODUCTION

You can schedule certain events that consume high bandwidth or that need users to be logged off the network
to take place at a convenient time.

Procedure 9-1:Scheduling an Event

Step Action

1 Select Scheduler from the Programs > 48 suriControl Scheduler =
SurfControl > Web Filter menu. 24|
Description [ Mewt Trigger Time | Additem.
Riemave ltem
Cepfigure.
Fuun This ltem
Options.
Help
2 Click Add Item. The Scheduler Item For o —
Configuration dialog box will appear. SRR
[Category Database Update | Configue...
Deeur Drail
o || et B o
Week ™ Wednesday |_30 |
L= ™ Thursday il
Monthly I~ Fiiday
veb | || [ S
The Scheduler objects are based on a 24-hour clock. This means
that &M times are from 0 to 11 and PM times are from 12 to 23,
0 | Cawel | Heb |

3 From the Select item to configure drop-down list box select the event you want to configure.

4 Select when you want the event to occur — Daily, Weekly, Monthly or Yearly. Further options are
available depending on the frequency chosen.

5 Enter a name for the event in the Description field.

6 Click Configure. Depending on the event chosen, a dialog box will appear. Once you have completed
the details in the dialog box, Click OK. Click OK in the Item Configuration dialog box and your event
should now be listed in the Scheduler main dialog box.
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AVAILABLE EVENTS

You can set up the following events in the Scheduler:

URL CATEGORY LIST

Your URL Category List is important in helping you to identify the nature of Web sites being accessed on your
network.

URL Category List updates are produced daily and can vary in size. SurfControl recommends that you
schedule this event to take place every day at a time when Internet traffic is low.

When you installed SurfControl Web Filter you were asked to register for updates. If you did not register
during installation, you will be asked to fill in the registration form again before you can schedule a URL
Category List update.

Warning: URL Category List Updates are only available to registered product users or products

‘ within the 30 day evaluation.

o =

COMMAND LINE

Command line items such as batch routines can be scheduled to run. The following dialog box appears when
you click Configure from the Scheduler Item configuration dialog box as in Figure 9-1:

SurfControl Scheduler Command Line Configuration [ %]

Frogram To Schedule From Command Line :
I Browse. .. |

Command Line Parameters :

Cancel |

Figure 9-1 Command Line Configuration dialog box

Click Browse to locate the required file. Enter any required Parameters in the Command Line Parameter field
and Click OK.
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DATABASE MANAGEMENT

You can schedule the following database routines:
* Purge

*  Archive

¢ Compact

For more details on these routines, see “Database management” on page 20.

Procedure 9-2:Select a Database for Events

Step Action

1 Select Database Management Tasks from the Select Item to Configure drop-down list box
2 Click Configure.

Purge Databaze... |
Archive Database... |
Compact Databaze. .. |

Help
3 Select the Database task from the dialog box.
4 Click Select to choose a database. A SQL
Server Login dialog box appears. Choose an
available Server from the drop-down list box. gt [ |
¥ Use Trusted Connection Cancel |
Login 1D: IAdmin Help |
Password: I Dptions > |

5 Click Options and select the database you want to use from the drop-down list box.
Note: The database selected will be retained by the Database management settings.

6 Click OK.
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Purge

Figure 9-2 shows the Select purge criteria dialog box:

Databaze: I

Select... |

— Purge Database
' Purge &l

& Save Today's data

" Save data from the last I? _:| days
7 Save data from: |3D”D3""2004 'l

" Purge Range

From IU jl days ago [earliest]

To 0 jl days ago [latest]

Cancel | Help |

Figure 9-2  Select purge criteria

Table 9-1  Select Purge Criteria options

Option Description

Purge All Removes all connection details from the database.

Save Today's data Removes all but the current day’s connection details.
Save data from “N" is the number of days to retain connection details.
the last “N” days

Save data from Removes all connection details before the specified date.
DD/MM/YY

Purge Source Removes connection details from a specific range of
Database days.

SurfControl Web Filter for Juniper Networks Security Devices Administrator’s Guide 97



SCHEDULER
Avarlable Events

Archive

Figure 9-3 shows the Select archive criteria dialog box:

Select archive criteria. E

Databaze: I

Select... |

Archive bo:

IEI:\Arc:hive.dat

™ Urnique date-based filename Browse... |

™ Purge Source Database

Cancel | Help |

Figure 9-3  Select Archive Criteria

Table 9-2  Select archive criteria options

Option Description

Archive to Location and name of the archived database. In a default installation this is
C:\Archive.dat on the server where the database is hosted.

Unique date-based Gives the archived database a unique name, which will prevent it being overwritten,
filename the next time the scheduled event is run.

Purge Source Removes all connection details apart from the current day’s data.

Database

Compact

Over time your database will become fragmented, increasing in size and making it less efficient. Compacting

shrinks your database, removing redundant space without removing any data.

Once you have selected the database to compact, click OK.
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DATABASE UPDATE

If you have selected to update the flat files into your database manually, you can schedule this at a time that
best suits your network. See the “Advanced tab” on page 5 for more details on database update settings.

Warning: Do not schedule flat file updates from multiple collectors to take place at the same
time. This can corrupt your database.

Figure 9-4 shows the DBUpdater for SurfControl Scheduler dialog box:

r— Impaort From Directories:

Add | Bemove |

r— |mport To Databage:

Databasze: localhost Open Databasel

Ok | Lancel | Help |

Figure 9-4 DBUpdate for SurfControl Scheduler dialog box

Table 9-3  DBUpdate Fields

Field Description

Import From Click Add to navigate to the directory where your flat files are located. Click Remove if you
Directories want to delete a location. Flat files are stored in the following directory by default:

C:\Program Files\SurfControl\Web Filter\tmp

Import To Click Open Database. You have two choices:

Database * Choose a SurfControl Collector from the drop-down list box then click Connect to SQL
Server to select a SQL Server Database resident on the Collector.

¢ Click Connect to SQL Server if using a database on the local computer.

Select Use Trusted connection for Windows Authentication (the default option), or deselect

this option and use a valid SQL Login ID and Password.
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NETWORK GROUP UPDATES
Make sure you have set up the occurrence options first. Then click Configure. A Network Group Lookup
Configuration dialog box will appear as in Figure 9-5. You have the following option:

Automatic Removal of Inactive Users

If you enable this option, users who no longer belong to any network group, and whose last monitored
connection was more than ‘N’ days ago will be removed from the database along with their connection
information.

‘N’ is the figure set in the Removal Time Period (days) field. The default setting is 90 days.

"Automatic Remaval of Inactive Users

Enable: r

Femoval Time Period [daps]: ISD

Cancel |

Figure 9-5 Network Group Lookup Configuration dialog box

Click OK to confirm the network Group Update.
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SCHEDULER OPTIONS
Figure 9-6 shows the Scheduler Options dialog box:

Scheduler Dptions [ %]

D atabasze Query Timeout ,:,. =]
[increaze for large databases) _- | seconds

Lloze

Figure 9-6  Scheduler Options

The Scheduler Options allow you to set a timeout value in seconds for your database. If the Scheduler cannot
establish a query to the database within the time set, the scheduled event will be cancelled. For larger databases
SurfControl recommends setting this value to 3600 seconds.
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VIRTUAL CONTROL AGENT
Introduction

INTRODUCTION

The Virtual Control Agent (VCA) evaluates unknown web sites, reading and analyzing content page by page. It
then uses cutting-edge artificial intelligence algorithms to study and classify each Web page into one of the
SurfControl Web Filter categories. This allows sites initially categorized as ‘None’ in the Monitor to be
categorized more meaningfully.

How IT WORKS

1 The VCA collects a representative number of pages and analyzes their content.

2 The VCA’s Neural Network compares the page and site with other sites in the SurfControl Web Filter
categories.

3 It then puts the site into the category that it most resembles. For more details on SurfControl’s URL
Category List, see “SurfControl Categories” on page 140.

104 Administrator’s Guide SurfControl Web Filter for Juniper Networks Security Devices



USING THE VCA

VIRTUAL CONTROL AGENT

Using the VCA 1 0

You can open the VCA from the Start > Programs > SutfControl Web Filter menu, or from a shortcut button
#| within the other SurfControl Web Filter components. The default view is the List of Sites tab as in Figure

10-1.

VCA LIST OF SITES TAB

15 SurfControl Yirtual Control Agent

Listof Sites | Settings | VLA Fesuls |

il Select Databass

I\anetestpc.Suleuntm\_WebFiller_SWlFT Browse.

Display objects which contain:

T50 i Fenet =135 e

Hst Name [ Catego [ Language [~
[2J 207 a6 196108 Computing & Intemet

) z12.187.153.200 Hews

212187.153.203 Advettissments & Popups
[ 21324415154 Nene

213.244181.85 Search Engines

[ mtas. surfcontrol.cam Nene

v b 6Lk s

() . fnac.com Shopping

wnam football guardiam co.uk Sports

[0 . lemandefr News

(2] v surfeontral. com Camputing & Intemet

B 1521881237 Nene

newis bbe. o uk News

[ 52.189.244.254 Nene

i fexdnes, co. Uk Sports

[0 v fergiemuststay. com None

[ sad2a116 Nane

[0 v scan co.uk Computing & Intemet
. simply. com Hasting Sites =
[ s0.253127.248 Nene

T SEAR GO Computing & Interst

B ead.241.33 Finance & Investment

Srnrts LI

ok | Cencel | o

Figure 10-1 VCA List of Sites tab
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Table 10-1

VCA List of Sites tab properties

Item Description

List of Sites tab

Shows the current list of sites in the Monitor database. Click the Host Name column
heading to sort sites by name or the Category column heading to sort sites by
category.

Categorize all ‘None’
Sites button. £

Starts the VCA categorization process.

Refresh List. @

Used to refresh the site list in the VCA

Set all sites back to
unchecked. il

In each run the VCA attempts to categorize all 'None' unchecked sites. However if the
sites have already been checked in a former run the VCA will not attempt to re-
categorize these sites. Use Set All Sites back to Unchecked to set sites back to the
'unchecked' state that they were in previously. The VCA will then attempt to categorize
the ‘None’ sites again in the next run. This action only applies to ‘None’ sites.

Select Database

The field shows the database currently in use for VCA runs. Browse to connect to
another SurfControl Web Filter computer (Collector), or Connect to SQL Database to
select a Server and Database.

Display objects
which contain

Enter part or all of a URL to search the VCA List of Sites for a particular Web site or
group of sites.

Host Name column

Shows the URL for a categorized site.

Category column

Shows the VCA category for the URL.

Language column

The following language dictionaries are installed in the VCA:

e Dutch

* English
¢ French

* German
* Spanish

If the VCA cannot categorize a site against any of these dictionaries, It will show the
appropriate Language in this column and ‘None (Checked)’ in the Category column.

Settings tab

Shows the VCA configuration settings. See “VCA Settings tab” on page 107 for more
details.

VCA reports

Shows results for either specific VCA runs or all runs in total. See “VCA Results tab” on
page 109 for more details.
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Right-clicking any site in the List of Sites dialog box brings up a menu with the following options:
Table 10-2 List of Sites Right-Click menu

Menu Option Description

Categorize Selection Perform a VCA run on the selected site.

Set Category Manually set the category from the SurfControl Category list.

Uncheck Selection Removes the Checked status from a site, which will then be checked again in a VCA
run.

Go To HTTP: Opens the selected site in a Web browser.

Find Site Allows you to search for a URL in the List of Sites.

VCA SETTINGS TAB
Figure 10-2 shows the VCA Settings tab:

15 SurfControl ¥irtual Control Agent EHEBE

List of Sites. Settings | vCa Resuts |

- Spider Setting:

IC:\Program Fil

™ Observe Robot Exclusion Policy

™ Cache retiieved web pages

Browse

¥ Impersonate Intemet Explorer

™ Retrieve pages fiom cache

i~ Prosy Setting

I~ UsePromy

[ | Wse NT Authentication User Name Password

Installed Languages

Language [Date [

- General Setting:

™ Submit details of WCA cateqorized sites b SurfCantral

0K | Cancel Ay

Figure 10-2 VCA Settings tab
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Table 10-3 VCA Settings dialog box

Field Description

Spider Settings

The location of the Spider Files. In a default installation the location will be:
C:\Program Files\SurfControl\Web Filter\SpiderFiles

Note: This setting can also be changed via the VCA Control Panel application.

See page 111 for more details.

Observe Robot
Exclusion Policy

Some sites contain a text file that describes exactly what each spider (or robot) can
access on the site. If you choose to ignore this policy then the spider will try to access
unauthorized areas on the site. This may result in your IP address being banned by the
site.

Cache Retrieved
Web Pages

Adds any pages directly retrieved during the VCA run to the local web page cache, if
available.

Impersonate
Internet Explorer

The VCA will identify itself as Internet Explorer when making requests to servers. If you
clear this item the VCA will identify itself as SurfControl. Some sites are inaccessible
unless you impersonate Internet Explorer. Alternatively, sites can also ignore requests
that originate from Internet Explorer. This option is selected by default.

Retrieve pages

Enables the VCA to use locally cached versions of pages of a site, rather than having to

from cache retrieve current versions from the Internet.
Use Proxy Select this option, if you are using a Proxy server.
Use NT Enables you to access the Proxy server as part of an NT Domain. This option is selected as

Authentication

default if the Proxy Server option is selected.

User Name &
Password

Used if NT Authentication is not selected.

Installed
Languages

Displays the languages that the VCA can categorize in.

General Settings

Select the Submit details of VCA categorized sites to SurfControl checkbox if you
want to send your results to SurfControl’s Content Team for analysis and possible
inclusion in the SurfControl URL Category List.
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VCA RESULTS TAB
Figure 10-3 shows the VCA Results tab:

iz, SurfControl Virtual Control Agent [ 7] =]
List of Sites | Settings %04 Resuls |
- Cilteria
& Histe Hange - |23m5/2uu4 j Ee |23m5/2uu4 j To
 Single Sean . [25/05/2004 =] pate  [iDz0:34 =] Time
Language: [al -
Show Resuls | Puige Resuls |
Cateqory | Nuber of Sites Changed
1] | |

[k | cancel | Apply |

Figure 10-3 VCA Results tab

Table 10-4 VCA Results tab

Field Description

Date Range Choose a From and To date to report on a range of days.
Single Scan Select this option and choose a single date and a time to run a scan on from the drop-down
list boxes.
Language Choose a specific language to run reports on from the drop-down list box. This will return
URL's in the language specified. The default setting is All. These are:
e Dutch
* English
* French
* German
* Spanish
Show Results Select this to view the results in the window below.
Purge Results Removes the results from the window below.

SurfControl Web Filter for Juniper Networks Security Devices Administrator’s Guide 109



VIRTUAL CONTROL AGENT
Using the VCA

Procedure 10-1:Performing a VCA run

Step Action

1 From the VCA List of Sites tab, click the Categorize all ‘None’ Sites button: }l
2 A Categorizing dialog box will display with the following
information:

e A Progress bar showing the number of ‘None’ sites being > "
categorized on the right and the percentage of those sites SurfContrel
processed. Web Filter

e Active Threads - the number of pages being categorized at ,U““““i#
any one time. You can limit the amount of active threads
being used for this in the Virtual Control Agent Control Panel Active Thieads: ~ [3
app|ication_ Sites Checked: |3

*  Sites Checked - counts the number of sites checked during Sites Categorzed: [0
the VCA run.

[ |

¢ Sites Categorized - the number of sites that have been
categorized by the VCA during this run.

Click Cancel to stop the VCA run at any time.

3 On completion of the run a VCA Results dialog box displays
showing the VCA categorized sites and the category to which ; -
)
they have been assigned.
Categoy [ Number of Sites Changed
Click OK. Fieigon :
4 |
4 An Action Complete dialog box appears, confirming the number
of sites checked and Categorized.
Click Close. >
SurfContrel
Web Filter
[ TTT]]]
Active Threads: ID
Sites Checked: |2
Sites Categorized: |2
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The VCA Control Panel application enables you to stop and start the VCA service, as in Figure 10-4. You can

also configure the VCA settings as in Figure 10-5:

Wirtual Control Agent | WCA Settings I

— Service Control

Stop YEh Semvice

State

Stopped

QK | Cancel | Lpply

Figure 10-4 VCA Service Control tab

Warning: The VCA service does not function if you are using a 30 day evaluation version of Web

@‘ Filter.

C O —

SurfControl ¥irtual Control Agent

Wittual Cortrol gent WOA Settings |

—WCA Setting:

Select Database:

|M
Collector Refresh Interval [hours]: I 24

Temporary Internet files folder:

Browse... |

C:\Program Filegh\SurfControlvweb Filker\S piderFiles'

Max Threads: I8 jl

Browse... |

QK I Cancel | Lpply

Figure 10-5 VCA Settings tab
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Table 10-5 VCA Settings tab

Field Description

Select Database

Select the database you want the VCA to save its categorizations to.

Collector Refresh Interval

You can configure the time in hours before the VCA will commit changes
to the selected database and flush its cache.

Temporary Internet files
folder

The VCA spiders will download up to 10 pages of a site it is categorizing. It
downloads them to the folder specified in this field. By default this location is:

C:\Program Files\SurfControl\Web Filter\SpiderFiles

Once the spiders have finished categorizing the site, the pages are deleted
from the folder. This setting can also be changed from within the VCA.
See page 107 for more details.

Max Threads

This controls the maximum number of spiders that can be categorizing
sites at any one time. The default number is 8. The maximum is 32.
Increasing the number of spiders can use up your available bandwidth. For
this reason SurfControl recommends you keep this setting at its default
number.
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HELP DESK
Introduction

INTRODUCTION

The SurfControl Web Filter Help Desk allows an administrator to check the category of a URL in the URL
Category List and, if necessary, re-categorize it.

The advantage of using the help desk is that the category changes can be made remotely from the Web Filter
server.

HoOw IT WORKS

A Web page connects to the Web Filter Database. You enter a URL and it’s current categorization is shown.
You can then choose another category from a list. You then save and commit the changes back to the database.

; SurfControl Web Filter Help Desk - Microsoft Internet Explorer [_]O]

Eile Edt ‘Wew Favorites Tooks Help ‘

GBack + = - @) @ | @search [ Favorites Emedia (B | R S
Address IE http:filocathost schelpdesk. asp j @Gn |Lmks &)

SurfControl Web Filter Help Desk ;

Please enter the URL you wish to lookup.

URL: I Loolkup
Category: [none - Save

AdultfSexually Explicit
Hate

Criminal Activity
Tasteless/Offensive
inlence

"Weapons

llegal Drugs

Garnbling

Hacking

Spyware

Femate Proxies
Glamaour & Intimate Apparel
"#eb-hased E-mail
Dowinloads =l

Comrmit | Resetl Logout |

[&] Done [ [ |8 Localintranet 4

Figure 11-1 Web Filter Help Desk
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SETTING UP THE HELP DESK

To set up the help desk you need to have Microsoft Internet Information Services (IIS) installed on the server.

To install IIS, follow Procedure 11-1:

Procedure 11-1:Installing 1IS

Step
1 From the Control Panel, select Add or Remove Programs.
2 Click the Add/Remove Windows Components icon on the left hand side of the dialog box.
3 Select the Internet Information Services (11S) check box
4 Click Next and follow the on-screen instructions.

Once 1IS is installed, you will note the following directory has been installed on your C: drive:
Inetpub
If you expand the Inetpub folder you will see a folder called wwwroot.

You need to copy the help desk Web page - schelpdesk.asp from the Program Files > SurfControl > Web
Filter > Tools folder to the wwwroot folder.

If you want you can create a new folder under the wwwroot folder and copy the file to that location.
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CONFIGURING |IS

IIS must be configured in a certain way to enable the help desk to work propetly. The following settings apply
to both IIS 5 and 6.

To configure IIS, select Internet Information Services from the Programs > Administrative Tools > Internet
Services Manager.You can also access this via the Administrative Tools folder in the Control Panel. The
Internet Information Services Manager opens as in Figure 11-2:

¥E Internet Information Services [_ 0[]
| action yiew|J<:=->||>< |@|J§\}lu|
Tree | Hiame, [ Path -]
[ et Information services (images
5= (3 _privats
BB Jrcfault b St (1 _vii_enf
Scripts (L _vti_lag
IIsHelp (1 _vti_pwt
T1SAdrmin (2 _vhi_script.
Issamples [ _vii_txt
MSADC (@] help.aF
@ _vti_bin [®)iisstart asp
(g Printers 9] localstart asp
[ images (8] mme.gf
o e 3] pageror o
O i e 8] postinfa. html
3 _vtipvt (8] print. o
3 st (8] schelpdesk, asp
0 etist (9] warring. giF
- Administration Web Site (8] weh.gf
-2 Default SMTP irtual Server (9] winz000.giF
(8] _vti_inf. bl ||
4] | »

Figure 11-2 Internet Services Manager dialog box

If you expand the server you are logged on to in the left-hand column and select the Default Web Site, you will
see the schelpdesk.asp file in the list of files and folders.

If you don’t want to change the settings on the Default Web Site, you can create a new Virtual Directory, copy
the help desk file to it and then configure that directory. See the IIS documentation for details on setting up a
new Virtual Directory.

You must configure the Default Web Site in the following ways.
*  Enable both scripts and executables to be run.

* Change the Directory Security Settings from Anonymous Access to Basic and Integrated Windows
Authentication.

If you don’t want to change the settings on the Default Web Site, you can create a new Virtual Directory, copy
the help desk file to it and then configure that directory. See the IIS documentation for details on setting up a
new Virtual Directory.

Procedures 11-2 and 11-3 assume you have used the Default Web Site.
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Procedure 11-2:Run Scripts and Executables

Step Action

1 Select the Default Web Site. Right-click and select
. . . Default Web Site Properti [2]x]
Properties from the menu. The Properties dialog —
. Directory Secuity | HTTPHeaders | CustomEmors | Server Extensions |
box for the Default Web Site appears. WebSite | Dperators | Performance | 1SAP) Fiters  Home Directoy | Documents
‘When connecting to this resource, the content should come from:
@ A directary located on this computer
A share located on anather computer
A redirection to a URL
Lagal Path: c:hinetpublwwwroot Brawss
™ Seript sourcs access ¥ Log visits
¥ Read ¥ Index this resource
™ wirite
™ Directory browsing
Application Settings
bpplcationname:  [Dsfatbppication | Renove
Startinig point <Default web Site
Caonl
(FLEEY ST cripts and Executables > w
Application Protection:  [Medium [Fooled) - Unload
0K | Cancal | app | Hep |
2 Select the Home Directory tab.
3 Select Scripts and Executables from the Execute Permissions drop-down list box.
4 Click Apply.
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Procedure 11-3:Change the Directory Security Settings

Step Action

1 Select the Default Web Site. Right-click and select
Properties from the menu. The Properties dialog

. webSite | Operators | Peformance | ISAPI Fiters | Home Directory | Dacuments |
box for the Default Web Site appears. DicctonySecurty | HTTPHeaders | CustomErces | Server Evtensions

- &nongmous access and authentication control

Default Web Site Properties [ 2] x]

I Enable anonpmous access and edit the

authentication methads for this rssource.

1~ IP address and domain name restriction:

@ Grant or deny access to this iesource using

IP addiesses of intermet domain names
Edit

~Secuis n
Requite securs communications and ——
enable client certieates when this Seratonizo
resource is acosssed B
it Cerifioaie..
Edi.

oK Concel | apphy | Hep |

2 Select the Directory Security tab.

3 Click the Anonymous and authentication
control Edit button. An Authentication Methods Autlratdten Fetlod s

T Anonpmous access

dialog box appears. Mot s e e corsee s series
Account used for anonymous access: Edit
~ Authenticated a

For the follawing authentication methods., user name and password are
required when

- anonymous aceess is disabled, or

- access is resticted using NTFS accsss contrallists

IV Easic authentication [password is sent in clear textf

Select a detault domain; Edit..

™| Diaest authentization for Windows domsin senvers

¥ Integrated Windows authentication

ok | Cancel Help

4 Clear the Anonymous access check box.
5 Select the Basic authentication check box. The
. . . . i =]
following warning will appear. Click Yes to TS e Henae, =
. The authentication option you have selected results in
continue. & passwords being transmitted over the network without data
enciyption. Someone attempting ta compramise your system
security could use a protocol analyzer to examine user
passwards during the authentication process. For more
detail on user authentication, consult the online help, This
warning does not apply to HT TPS(or 551 connections.
Are you sure you want o continue?
6 Ensure the Integrated Windows authentication check box is selected.

7 Click OK.
Click Apply.
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OTHER CONFIGURATION CHANGES

There are three other configuration changes that you need to perform, depending whether you have 1IS 5
(Windows 2000) or 1IS 6 (Windows Server 2003) installed.

IIS 5 only

*  The identity of the IIS user must be the same as the SurfControl Web Filter user. See Procedure 11-4.

IIS 6 only

*  Contfigure IIS to allow Active Server Pages (ASP) extensions. See Procedure 11-5.

*  Setan Application name and Identity. See Procedure 11-6.

CREATING A DSN (IS 5 & 6)

You need to create a DSN to connect to the SurfControl Web Filter database. See Procedure 11-7.
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Procedure 11-4:Configure the identity of the IIS 5 user

Step

Action

1 Select Component Services from the Programs
> Administrative Tools menu. You can also | Console  window Help
access this via the Administrative Tools folder in [Cesm v [T& > (@ X & B @ B EI "
h C t | P | Treel 115 Qut-OF-Process Pooled Applicati
t € Lontro anel. L1 Console Root D D
=@ Component Services
- Computers Components Roles
= My Computer
$ COM+ QC Dead Letter Queue Liskener
COM+ Utilities
115 In-Process Applications
Uritis
Syskam Application
(L] Distributed Transaction Coordinator
- [E] Event Viewer [Lacal)
@ Services (Local)
2 Expand the Component Services, Computers, My Computer and COM+ Application folders.
3 Select 1IS Out-of-Process Pooled Applications
from the COM+ Application folder and rlght- HSUut—u—Prucessuledpphcatmspruper:es I EHEBE
. . General | Securit entity | Activation | Dueuing | Advanced
click. Select Properties from the menu. An IS o g o gl
Out-of-Protocol Pooled Applications Properties i
dialog box appears. Click the Identity tab.  Interscive user - the curert Iogged on et
 This user:
User [JANETESTPC Admmin Browse.
Bassword
Corfitmn password
’Tl Cancel Apply
4 Select This User and Browse. A Select User or
Group dialog box will appear. Select the User that e — a—
also logs on as the Web Filter administrator.
Look in: EJANETESTFE =
T Folder []
JANETESTPC
JANETESTPC
JANETESTPC
JANETESTPC
JANETESTPC j
Narme: |
K Cancel
2
5 Click OK.
Click Apply.
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Procedure 11-5:Configure IIS 6 to allow ASP extensions
Step Action

1 Select Internet Information Services from the Programs > Administrative Tools > Internet Services
Manager. You can also access this via the Administrative Tools folder in the Control Panel.
2 Select the Web Service )
. | W nternet Information Services (NS)Manager _____________________________HEIE
Extensions folder. 8 o oo miw o 8l
[2]2]r =0
[E4 ttermet Information Services B8 Web Service Extensions
=8 COWORK2D (lacal compute
" FIP Sites /| weh Servics Extension | Status
) pplcation Pocls “F Al Unknown CGI Extensions Prohibited
- b Sites ) Allow F Al Unkrown T5AP1 Extensions Frohibited
«_ Web Service Extensiors | """ | - i .
Default SMTP Wirtual Se Prohibit et L Lo el
Default WNTP Virtual 58 | ————— BITS Server Extensions Allowed
Properties [% FrontPage Server Extensions 2002 Allowed
[#] internet Data Connectar Prohibited
[% Internet Printing allowed
Tasks [#] server Side Includes Frohibited
webDaY prohibited
I dd 5 new Weh service extension...
I allow sl Web service sxtensions for &
specific application...
2 profibic oll vigh service extensions
@ gpen Help
4 | ol
“ |\ Exterded £ Standard 7
\ \ [
3 Select Active Server Pages. By default IIS 6 prohibits the use of ASP pages. You need to set the status

to Allowed for the Help Desk to work.

4 Click Allow.
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Procedure 11-6:Setting an Application name and Identity in IIS 6

Step Action

1 Select Internet Information Services from the Programs > Administrative Tools > Internet Services
Manager. You can also access this via the Administrative Tools folder in the Control Panel.

2 EXpa nd the Web Sites folder W Internet Information Services (115} Manager i [=] 3
¥9 File Action View Window Help ‘ =8 x|
¢= BE XEFRBE 22> 5
f%4 Internet Information Services | Mame [ Fath [ Status
-5 COWORK2D (local compute | @y uti_tin CiiProgram FilesiComman Filesiicr .,

_J FTP Sites @Frinters CHWINDOWS | webi prinkers

) Application Pools Jimages

1) wieb Sites &5 prvets

5 el _J _wti_enf

web Service Extensian: | — —" -3
Default SMTP Virtual 5e |~ P
&5 Defaulk NNTP Virtual 5¢ | ) —-script
vt
|isstart htm
| pagerrar.gi
| postinfo html
| schelpdesk,asp
| _wti_inf

< IR | | |
I [
3 Select the Default Web Site. From the right-click menu, select Properties.
4 Select the Home Directory tab e e PTonertiEs
Diectoy Secuity | HTTF Headers | Custom Enars
BITS Server Extension Server Extensions 2002
WebSite | Pefomance | [S4FIFiters  HomeDiectoy | Documents

The content for this resource should come from:
* A directory lncated on this computer
A share located on another computer
A redirection to a URL

Logal path c\inetpublwinroot Brgwise...

™ Seript source access ¥ Laog visits
I Fiead [ Index this resource
™ white

™ Directory browsing

Application settings

Application name:

Remove
Statting point, <Defaul Web Sites

Configuration.
Execute pemissions: Seripts and Executables -
Application pool: DefaultdppPaol - Unjosd

0K | cencal | ey | mep |

5 Enter a name for the Help Desk in the Application name field. Ensure that Execute Permissions is set
to Scripts and Executables (you should have done this already in Procedure 11-2).

6 Click Apply.

7 Click OK.

(Sheet 1 of 2)

122 Administrator’s Guide SurfControl Web Filter for Juniper Networks Security Devices



HELP DESK
Setting up the Help Desk

11

Procedure 11-6:Setting an Application name and Identity in 1IS 6

Step Action
8 From the main IIS screen, select _ )
the Application POOIS folder. ternet Information Services {IIS) Manager [_[o]x]
! . 9 Fle Acion Yew Window Help |;|g|5|
From the right-click menu, select I B |
Properties_ 3 Internet Information Services | Dsseription [ state [ Status
158 cowoRrkzD {ocal compute [ pefaulappPonl Running
gk MasharePointAppPoal Running
‘Web Service Extension:
4% Default SMTP ¥irtual Se
&p Default NNTP ¥irtual Se
N
9 Select the Identity tab
DefaultAppPool Properties
Recyeling | Perfarmance | Health Identicy |
Application pool identit:
Select a security account For this application pool:
© Predefined  [Netuork Serice =
g
User name: | COWORK2OAdministrator Browse
Passward: | sresesesese
ok | caneel | v | hee |
10 Select Configurable and enter the user name and password of the Web Filter administrator.
11 Click Apply.
Click OK.

(Sheet 2 of 2)
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Procedure 11-7:Create a DSN for the Help Desk (IIS 5 & 6)

Step Action

1 Select Data Sources (ODBC) from the Programs TR e R T HE
> Administrative Tools menu. You can also UserDSN System SN | File DSN | Drivers | Tracina | Connection Pooling | About |
access this via the Administrative Tools folder in S e e
N [ D | Add
the Control Panel. }% M?cv.?sulmccessDrive.rmdb] |
CB&_TL_DE Microsoft Access Driver [*.mdb) Bemove
LocalServer SOL Server

SurfControl VC& Microsoft Access Driver [ mdb] Conligure. .

SufControl_WebFiler SOL Server

e i ODBC System data source stares information about haw to connect o
the indicated data provider. A System data source s visible to all users
on this machine. including NT services

0K | Cancel Ay Help

2 Select the System DSN tab.

3 Click Add.

Select SQL Server from the list of available
drivers.

Click Finish.
The wizard continues.

Select a diiver for which you want to set up a data source

Name [v =]
Microzoft FoxPro WFP Driver [*.dbf]
Miciosaft ODBC for Oracle
Micosolt Paradox Driver [.db |
Micosolt Parados-Treiber (*.db ]
Mictosolt Text Driver [* bt * csv)
Micosoft Text-Traiber [*.bt; = csv]
Microsoft Wisual FoxPro Driver
Miciosoft Wisual FoxPro-Treiber
SHL

AR Y- - WSSy

< Back I Finish I Cancel

4 From the next screen enter the following
information:

Micrasoft SQL Server DSN Configuration

This wizard will help you create an ODBC data source that you can use to
connect to 0L Server.

* Name - a name for your DSN.

¥ What name do you want o use to refer o the data source?

* Description - brief details about your DSN.

How do pou want to deseribe the data source?

*  Server - select the SQL server where your
database is located.

Click Next.

Description: IWeh Filter

‘wihich SOL Server do you want to connect to?

Server: [JANETESTPC |

Fiish | Mew> | Concel | Hep |

(Sheet 1 of 3)
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Procedure 11-7:Create a DSN for the Help Desk (IIS 5 & 6)

Step Action

5 From the next screen in the wizard make sure the
following authentication options are selected: 7

Haw should SAL Server verity the authenticity of the lagin ID?

& i Windaws HT authentication using the netwark login|

*  With Windows NT authentication using the
network login ID.

¢ Connect to SQL Server to obtain default
settings for the additional configuration
options.

Click Next.

With SAL Server authentication using a login ID and passward
entered by the user

To change the network library used to communicate with SOL Server,

click Client Configuration
Client Configuration

[ Connect o SOL Server to oblsin defaul setings for the
s Conn: Lo
dditional configuation optiarrs

Logi D [dwin

Password: |

<Back [ MWes | Concel | Hep |

6 From the next screen, select the SurfControl
database from the drop-down list box, ensuring Tl

the Change the default database to: check box
is selected. The default SurfControl Web Filter
database is called SurfControl WebFilter.

¥ Change the default database to}
[SurCentol webFiter_3 |
™ Attach database filename:

| Lreate termporany stoved procedinres o prepared ST statements
andcfop the stored proceduies:

The other settings on this dialog box can be
ignored.

Click Next.

& Onily when pou diseonnect

“when you disconnect and as appropriate while you are
connectzd

¥ Lise ANSI quoted identfiers.
¥ Use &NS! nulls, paddings and warnings.

| Wse the failaver SOL Serverif the primany SEL Serveris nat
avallable:

<Back [ News | Coancel | Hep |

7 The final screen can remain unchanged.
Click Finish. ' s

[~ [Bhange the lsnauags of SHL Server system messages to:

[Engish =

T Use sirong encryption fordats

[V Perform translation for character data

Use regional seltings hen outpuling cuency, numbers, dates and
r tirnes.

™ Save long running queries to the log file:

|CraueRy oG Biowse. .
Long query time (milisecondsk  [S3000

I™ Log ODBC driver statistics o the g file:

[CheTaTs oG Browse.
<Beck [ Finish | Cancel | Hep |

(Sheet 2 of 3)
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Procedure 11-7:Create a DSN for the Help Desk (IIS 5 & 6)

Step Action

8 You can now test your connection.If the test is
unsuccessful, try to reconfigure your connection, ;
\ .
CheCkIng the optlons you SeleCted' & new ODEC data source will be Cl.Ea[Ed with the following
If the test is SUCCESSfUl, click OK. M\:rnsnf!SE!LSarvelDDEETZ)Dr::Ieglu\Zt:::nIJSET 002 =]

Daats Source Name: SurfCantiol WebFiter
Data Source Deserption: Web Fiter

Server: JAMETESTPC

Database: SuiControl_WebFiter_3

Language: [Defaul]

Translate Character Data: Yes

Log Long Running Queries: Ho

Log Diiver Stalistics: Mo

Use Intearated Securty: Yes

Use Regional Settings; Na

Preparad Statements Dption: Drop temporary procedures on
discannect

Use Failover Server. No

Use ANS| Quoted Identifirs: Yes

Uss ANSI Nul, Paddings and Wamings: Yes

Data Encryption: No

[}
T T ast Data Soules | ok | Cancel |

9 Your DSN connection is now available for use with the Help desk.

(Sheet 3 of 3)
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USING THE HELP DESK

Assuming you have setup the help desk in the Default Web Site, and you are using the server you set the help
desk application up on, open the page by typing the following address in your Web browser:
http://localhost/schelpdesk.asp

When using the help desk from a remote location, you will need to replace ‘localhost’ with the IP address of
the server.

The following page will appear as in Figure 11-3:
/3 SurfControl Web Filter Help Desk - Microsoft Internet Explorer [_ O]

File Edt Wew Favortes Tools Help ‘

dBack - =0 - @ [ 6] @seach GFavorites Eveda (B | [A- &

Address [ httpyjfocalhostjschelpdssk.asp -] #ee |Lm E

SurfControl Web Filter Help Desk :

Please enter your username and password

DSN |Surfcantrn\_WebF\Iter

¥ Trusted Connection

Username
Password
OK I Clearl
|
@] Dane [ || EEriocalintranet v

Figure 11-3 Help Desk login screen

You need to enter the DSN name you created in Procedure 11-5.

Click OK.
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The Help Desk main page will appear as in Figure 11-4:

TJ SurfControl Web Filter Help Desk - Microsoft Internet Explorer [_TO[ ]

Ele Edt Wew Favortes Tools  Help ‘

hack - = - @ [ @ | @oearch [EFavortes @veda (| F- S
Address [&] http:flocalhostschelpdesk.asp ] @ [k *

=l
SurfControl Web Filter Help Desk

Please enter the URL you wish to lookup.

URL: | Lookup
Category: [Mane j Save

AcultyZexually Explicit
Hate

Criminal Activity
Tasteless/Offensive
“iolence

Weapons

llegal Drugs

Garnlling

Hacking

Syware

Remate Praxies
Glarnour & Intimate Appare]
Web-hased E-mail
Downloads ;I

Commit | Resetl Logout |

-]
Z

|&] Done || | |EEvocalintranet

Figure 11-4 Help Desk main page

Procedure 11-8:Re-categorizing a URL

Step Action

1 Type the URL in the URL field.

Note: Wildcard entries cannot be used.

2 Click Lookup. The current category assigned to the URL will be highlighted in the Category list box.
3 Select the new category you want to assign to the URL.

4 Click Save.

5 If you have multiple URLs you want to change, repeat steps 1 to 4 for each URL.

6 After making all your changes, click Commit. This updates the URL Category List with your re-

categorizations.

7 Click Logout to exit the help desk.
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TROUBLESHOOTING

The Monitor

THE MONITOR

ALL EDITIONS

THE MONITOR DOES NOT DISPLAY TRAFFIC

CAUSE

This problem can occur for the following reason:

*  You did not select Monitor all connections during installation.

RESOLUTION

If you did not select Monitor all connections:
¢ Re-install SurfControl Web Filter, or

»  Edit the registry. (Note: The registry contains information vital to your system. SurfControl strongly
recommends that only someone with registry experience edit the registry. For information from Microsoft
on editing the Registry, consult Microsoft Knowledge Base article 322755 — How to Backup, Edit, and
Restore the Registry in Windows 2000.)

1 Click Start and select Run.

2 Enter “regedit.”

3 Change the following registry key from 0x0 to Ox1:

HKEY LOCAL MACHINE / SOFTWARE/ JSB / surfCONTROL Scout /ProxyServerMonitoring

4 Change the following registry key from 0x0 to Ox1:
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If Winsock Proxy is being used, enable Access Control for Winsock Proxy, and ensure specific Access Control
Groups are empty. With Access Control selected in the Winsock Properties Permissions tab, ensure that no
groups or users are in the following protocols' Access Control group lists:

¢ Unlimited Access.

* HTTP
 HTTPS.
« F[TP

To Ensure that no groups or users are in these Access Control group lists:

1 Right click the SurfControl icon in the status area of the task bar and select Stop Web Filter Service from
the menu.

Open the Proxy Management Console (MMC.)
Right-click Winsock/Web proxy access and select Properties.

Click Permissions to ensure that Access Control is enabled.

[S2 B S S N N

Make sure that no users or groups ate listed in the Access Control Groups for any of the above protocols.
If you see any users or groups in these Access Control Groups, remove them.

Note: In the Unlimited Access group, only the NT/System should be granted access. For all other

w_,:..:; protocols, grant access as needed by users or groups for client applications. Once this change is
made, any service not using Web proxy will require protocol permissions to access the internet
via Winsock Client.

6 Stop and re-start the Winsock Proxy service within the MMC.
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(“\"") APPEARS IN THE USERS PANE OF THE MONITOR

Cause

This can happen with the Enterprise User Monitor (EUM) for Windows 2000 domain controllers or Windows
NT domains. In some cases, a log on event appears with a blank user name and domain value. Web Filter
resolves this blank user name and domain value with a backslash (“\”’) charactet.

Note: These log on events are NOT associated with a valid user.
@/

Resolution
Configure SurfControl Web Filter to omit the backslash “user” from the Users pane.

To omit the backslash:

1

(S " N \S

Open the scua.ini file located on each domain controller. By default, this file is located in
C:\SurfControl User Agent\.

Create an [ignored users] section at the end of the file (if one does not exist already).
Add the string \=1
Save and close the file.

If the Domain Controller is Windows 2000, reboot the Domain Controller. If the Domain Controller is
Windows NT, go into the Services utility and re-start the SurfControl User Agent service.

To remove the backslash character’s history in the Monitor:

1
2
3

Open the SurfControl Web Filter Monitor.
Locate the backslash in the User pane.

Highlight the backslash, right-click and select Delete.
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DATABASES

CREATE SQL DATABASE UTILITY ERROR MESSAGE

Symptom
When you try to use the Create SQL Database utility in SurfControl Web Filter, you receive one of the
following error messages:

CreateTables.exe — Unable to Locate DLL
or

The dynamic link library ntwdblib.d11 could not be found

Cause

A client installation of SQL server must be installed on the SurfControl server. There is a tool (ntwdblib.d11l)
that is installed with the SQL server client application, and is necessaty for the Create SQL Database utility.

Resolution

Install the client version of SQL server on the SurfControl server.

DATABASE TOOLS FAIL WiTH MSDE DATABASE

Symptom
You are unable to archive, delete, or restore your MSDE database using SurfControl Web Filter’s database
tools, and you receive one of the following error messages:

Failed to delete database. Line 1: Incorrect syntax near (database name).
ot
Error archiving database: SQL Server archive database failed.

Error archiving database: SQL Server archive database failed

Cause

This issue occurs when the name of your MSDE database does not conform to one of the following SQL
naming conventions:

*  The database starts with a number (for example, “10-1-03WebFilter”).
*  The database starts with a non-alpha-numeric character (other than “_”).

*  The database includes the word “unique,” or any other SQL-reserved word.
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Resolution

If you have a licensed version of SQL on your network, use SQL Enterprise Manager to archive, restore, or
delete the database.

Or, you can use the OSQL command line utility to:
*  Archive the non-conforming database.
*  Restore the database using a conforming database name.

*  Delete the original database.

Procedure 12-1:Using the OSQL Utility

Step Action

1 Stop the Web Filter service.

2 Click Start and select Run.

3 Type “cmd.”

4 Enter one of the following MSDE commands:

Note: The command switches (i.e., —E, -B -U) are case-sensitive.
. If you are using a trusted connection, type: 0SQL -E
* If you are using SQL authentication, type: 0SQL -Usa -Pabcl23

Where:
* "-U" and "-P" represent respective switches.
* "sa" represents your SQL account.

e “abcl23" represents your SQL account password.

5 Archive, restore, and delete a database using one of the following commands, making sure that (1)
brackets (“[ 1") are included in the command, and (2) your restored database conforms to the SQL
naming standards noted above.

6 To archive your non-conforming database, type:
Backup database [database name] to disk = ‘c:\backup\new_database_name.bak’
Then
Go

If no path is specified, the default is “winnt\system32.” Quotes are required around the path and/
or backup database file name.

(Sheet 1 of 2)

134 Administrator’s Guide SurfControl Web Filter for Juniper Networks Security Devices



Databases

TROUBLESHOOTING

Procedure 12-1:Using the O0SQL Utility (Continued)

Step Action

7 To restore your database and re-name it in accordance with SQL naming standards, type:

Use master restore database new database name =
‘c:\backup\database name.bak’ with replace

Then
Go
Replace “new database name” with a name that adheres to SQL naming standards.

If no path is specified, the default is “winnt\system32.” Quotes are required around the path and/
or backup database file name.

Note: Include brackets around the database name only if the name does not adhere to SQL
naming standards

8 To delete your original database, type:
Drop database [database name]
Then
Go
9 After completing this process, you will be able to use the SurfControl Database Management utility to

archive, restore, or delete your database.

(Sheet 2 of 2)

SurfControl Web Filter for Juniper Networks Security Devices Administrator’s Guide 135



TROUBLESHOOTING

Report Central

REPORT CENTRAL

UNINSTALLING THE JRE v1.4.2

Symptom
Having un-installed the Java 2 Runtime Environment (JRE) via Add Remove Programs in the Control Panel,
Selecting Repair from the SurfControl Report Central setup does not re-install the JRE.

Resolution

You have two options:
1 Uninstall SurfControl Report Central and then re-install.
2 Download and install the JRE from the following location:

http://java.sun.com/j2se/1.4.2/download.html

VCA

VCA RESULTS NOT SHOWN IN THE MIONITOR

Symptom
The Web Filter Monitor does not display VCA categorized sites in the Monitor.

Cause

You are monitoring the server where the VCA is installed.
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VCA

Resolution
Stop monitoring the VCA server.

Procedure 12-2:Stop monitoring VCA Server - Windows Edition

Step Action

1 Double-click the SurfControl Web Filter icon in the task bar. Stop the Web Filter Service.
2 Select the Subnets tab.

3 In the Subnets Settings section, click Add.

4 Enter the IP address of the VCA server.

5 Enter 255.255.255.255 as the subnet mask.

6 Click OK.

7 Make sure Monitor Everything Except These Subnets is selected.

8 Click OK.
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APPENDIX A
Custom Reports

CUSTOM REPORTS

Using SQL querties you can create custom reports from your database. A reporting utility is required to
compile custom reports. SurfControl recommends Crystal Reports V8. To create custom reports you will need
to re-create the database schema in Figure 1:

WS_Group_Members Workstation_Groups
Group_Id - | Group_Id
‘Workstation_Id - Group_Mame

Group_Type

Workstations *
| Workstation_Id
T IP_address
‘Workstation_Mame
User_Mame
Friendly _Mame
Ethernet_address
W3 _Denied
Monitored_Flag
First_fccess
Last_Access
Categories * Hits

ﬂ Category_Id : Block_Field
- Category_Mame

W5_Info *
F |'ws_Info_Id
‘Workstation_Mame
Sites * IP_Address
2| site_1d Ethernet_address
T IP_address
T Host_Mame
| First_ficcess Connections *
T Lask_access —roy ‘Wworkstation_Id
I |Hits Pages * ——————l[  |WS_Info_Id
| categary_Id 7 |Page_Id ol |Page_Id
| |vca_status Title | | Protacol_Mumber
" |[Language] Category_Id | |Access_Time
| Friendly_Mame —0 Site_Id | |Bytes_sent
| Manual_allacation Manual_Allocation : Bytes_Recv
— Category_Source Duration
T Conneckion_Status
T Via_Proxy
Protocols =

| Protocol_1d @E Protocol_Number *
Service_Mame Protocol_Td
Friendly_Marme Protocol_Mumber

Monitored_Flag

Figure 1-1 Custom Reports database schema
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APPENDIX A
Table details

The tables comprising the schema are as follows:

Categories - see page 142.
Connections - see page 142.
Pages - see page 142.

Protocols - see page 144.
Protocol_Number - see page 144.
Sites - see page 145.
Workstations - see page page 145.

Workstation_Groups - see page page 147.

WS_Group_Members - see page 147.
WS_Info - see page 147.
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CATEGORIES
Table 1-1  Categories table

Data Type Example Description
Category_ID Integer 9 ID number of the category.
Category_Name Varchar (70) Adult/Sexually Name of the category.
Explicit

CONNECTIONS
Table 1-2  Connections table
Field Data Type Example Description
Access_Time Date/Time 26/05/1999 Date & Time of connection.
3:53:32
Bytes Recv * Integer 2068 Number of bytes received.
Bytes Sent * Integer 563 Number of bytes sent.
Connection_Status Integer Oor1or2 Status of the connection:
0 = Allowed.
1 = Override.
2 = Blocked.
Duration Integer 10 Length of connection time in seconds.
Page_ID Integer 5 ID of Web page or file accessed or downloaded
during the connection.
Protocol_Number Integer 8 number of protocol being used.
Via_Proxy Bit 0 How connection is made:
0 = Direct.
1 = Via Proxy.
Workstation_ID Integer 1 ID number of user making request.
Ws_info_id Integer 1 ID number of workstation.

* These fields are not used in this release and will always return a value of zero.

PAGES
Table 1-3  Pages table

Field Data Type Example Description

Category_ID ID of SurfControl category.
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Table 1-3  Pages table

APPENDIX A
Table details

Field Data Type Example Description

Manual_Allocation Integer 1 ID if site categorized manually or by VCA:
1 =re-categorized.
0 = not re-categorized.

Page_ID Integer 1 ID number of requested page.

Title Varchar (255) a Title of requested page.

Site_ID Integer 1 ID of requested site.
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PROTOCOLS
Table 1-4  Protocols table
Field Data Type Example Description
Friendly_Name Varchar (100) HTTP ‘Friendly’ name of protocol.
Monitored_Flag Integer Oor1 indicates whether protocol monitored or not:
0 = monitored.
1 = not monitored.
Protocol_ID Integer 1 ID of requested protocol.
Service_Name Varchar (50) HTTP Protocol name.

PrROTOCOL_NUMBER

Table 1-5  Protocol_Number table

Data Type

Example

Description

Protocol_ID

Integer

ID of requested protocol.

Protocol_Number

Integer

80

Port number used by protocol.
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SITES
Table 1-6  Sites table
Field Data Type Example Description
Category_ID Integer 4 ID of SurfControl category.
First_Access Date/Time 02/07/2001 3:53:32 Date & time site first accessed.
Friendly_Name Varchar www.surfcontrol.com ‘Friendly’ name of site.
(70)
Sites_ID Integer 1 ID of site.
Hits Integer 3 Number of times page requested.
Host_Name Varchar www.surfcontrol.com Host name of site.
(70)
IP_Address Varchar 208.1.9.11 IP address of site.
(15)
[Language] Varchar Dutch Language of site.
(50)
Manual_Allocation Integer 0 ID if site categorized manually or by VCA:
1 =re-categorized.
0 = not re-categorized.
Last_Access Date/Time 02/07/2001 3:53:32 Date & time site last requested.
VCA_Status Integer 1 Whether site has been checked by VCA:
0 = Unchecked.
1 = Checked.

WORKSTATIONS
Table 1-7  Workstations table
Field Data Type Example Description
Block Field Integer 0,1,2o0r3 How workstation is blocked:
0 = Global Default.
1= Workshop name.
2 = IP address.
3 = Ethernet address.
Ethernet_Address * Varchar 123456789ABC Ethernet address of last used workstation
(25)
First_Access Date/Time 02/07/2001 Date & time user first accessed the Internet.
3:53:32
Friendly_Name Varchar “John Smith” ‘Friendly’ name of user.
(250)
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Table 1-7  Workstations table (Continued)
Field Data Type Example Description
Hits Integer 54 Number of times workstation accessed the
Internet.

IP_Address Varchar 127.0.0.1 IP address of last user to connect to the Internet.
(255)

Last_Access Date/Time 02/07/2001 Date & time user last accessed the Internet.

3:53:32

Monitored_Flag Integer Oor1 The audit level of the user.

User_Name Varchar QACOM1\john Network name of user.
(250)

Workstation_ID Integer 1 ID number of user making request.

Workstation_Name Varchar jspc.example.com Name of last user to connect to the Internet.
(255)

WS_Denied Integer Oor1 Not used.
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WORKSTATION_GROUPS

Table 1-8  Workstation_Groups table
Field Data Type Example Description
Group_ID Integer 1 ID of the user group.
Group_Name Varchar (250) Everybody Name of the user group.
Group_Type Integer 1 Type of group:

0= Web Filter defined group.
1 = Network Group.

WORKSTATION_GROUP_MEMBERS
Table 1-9  Workstation_Group_Members table

Field Data Type Example Description
Group_ID Integer 1 ID of the user group.
Workstation_ID Integer 1 ID number of user making request.

WS_INFO

Table 1-10 WS _Info table

Field Data Type Example Description

WS _Info_Id Integer 1 ID of the workstation.

Workstation_Name Varchar jspc.example.com Name of last workstation to connect to the
(255) Internet.

IP_Address Varchar (15) 1 Workstation IP address.

Ethernet_Address * Varchar (25) 123456789ABC Workstation’s ethernet address.

* These fields are not used in this release and will always return a value of zero.
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