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Notices

NOTICES

Copyright © 2006 SurfControl plc. All rights reserved.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or by
any means, electronic, mechanical, photocopying, recording, or otherwise, without the prior permission of
the copyright owner.

This product includes software developed by the Apache Software Foundation (http://www.apache.org/).

SurfControl is a registered trademark, and SurfControl and the SurfControl logo are trademarks of
SurfControl plc. All other trademarks are property of their respective owners.

jTDS JDBC Driver for Microsoft SQL Server and Sybase
Copyright © 2004 The jTDS Project

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser
General Public License as published by the Free Software Foundation; either version 2.1 of the License, or
(at your option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even
the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with this library; if not,
write to the Free Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

jRegistryKey - A JNI wrapper of the Windows Registry functions

Copyright (c) 2001, BEQ Technologies Inc.

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser
General Public License as published by the Free Software Foundation; either version 2.1 of the License, or
(at your option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even
the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU

Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with this library; if not,
write to the Free Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
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Comments on this Guide?

COMMENTS ON THIS GUIDE?

You can view updated documentation and support information at
http://www.surfcontrol.com

Was this guide helpful? E-mail us at documentation@surfcontrol.com to suggest changes or make a
correction.
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Technical Support

TECHNICAL SUPPORT

For the latest support information on SurfControl products, visit
http://www.surfcontrol.com/support

You can find the following information on the Technical Support Web pages:

+ Read the Top Issues — This page has a quick list that covers the most common support issues
encountered with SurfControl products.

»  Search our Knowledge Base — Our constantly updated Knowledge Base contains articles, FAQs and
glossary items to answer your questions about all SurfControl products.
http://kb.surfcontrol.com

» If your question or problem cannot be answered by the Top Issues or is not in the Knowledge Base,
complete an Online Support Request Form.

+ Telephone Support numbers — If you would like to speak with a Technical Support Representative, our
excellent SurfControl Technical Support is just a phone call away.

SURFCONTROL SALES

For product and pricing information, or to place an order, contact SurfControl. To find your nearest
SurfControl office, please visit our Website.

http://www.surfcontrol.com
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BEFORE YOU BEGIN
About Report Central

ABOUT REPORT CENTRAL

SurfControl Report Central works with SurfControl Web and E-mail Filter to generate reports on your
organization’s Internet and e-mail use. Choose from a wide range of useful pre-configured graphs and
tables, or set up your own powerful, flexible, custom reports.

SYSTEM REQUIREMENTS

To install Report Central, your server needs to meet the requirements listed in Table 1-1.

Table 1-1 Report Central - basic server requirements

Item Requirement

Operating Windows 2000 Server Service Pack 4

System Windows 2000 Advanced Server Service Pack 4
Windows Server 2003 Standard Edition Service Pack 1
Windows Server 2003 Enterprise Edition Service Pack 1

Processor Pentium Il or higher
Memory 512 MB
Disk space 1GB

To run report central on a client computer, the client needs to meet the following requirements.

Table 1-2 Report Central - basic client requirements

Requirement

Browser Internet Explorer 5.0 or later

File viewer Adobe Reader 6.0 or later to read reports in PDF format

TRANSACTION LOG FILE

The size of the SQL Server transaction log file (tempDB) increases during the filtering process. It is
recommended that you allocate 25% of the capacity of the database to this log file after you have installed
Report Central.

To allocate more disk space to this file, see Managing Database Disk Space on page 25.
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BEFORE YOU BEGIN
System Requirements

INSTALLATION NOTES

You should be aware of the following for SRC.

Server Name Syntax

If you have installed Microsoft security patch MS01 - 055 for Internet Explorer 5.5 or 6, the names of your
servers or domains must use alphanumeric characters only. Characters such as the underscore (“_") will
cause the cookie to be blocked. See Microsoft KB article 316112 for more details.

Removed Reports

For this release, the Detail report ‘Manually Categorized URL" and the VCA report have been removed. If
you are upgrading from a previous version of SRC, any existing reports that are based on these report
templates will also be removed.

UPGRADE PATHS

You can upgrade the following versions of Report Central to version 2.5.

Table 1-3 Upgrade paths

Report Central for Web Filter Report Central for E-mail Filter

2.0.0.15 1.5/2.0.1.10
2.0.22 2.0.22
2.0.3.6 2.0.3.6

Caution: SRC v2.5 only works with E-mail Filter v5.5 and Web Filter v5.5.

SQL SERVER 2005 EXPRESS

You can install SQL Server 2005 Express if SRC cannot detect an instance of MSDE, SQL Server 2000/
2005/2005 Express. This is only available if you are upgrading to or installing a new SRC v2.5 for E-mail
Filter v5.5.
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INSTALLING REPORT CENTRAL
Introduction

INTRODUCTION

You can install SurfControl Report Central for either Web Filter, E-mail Filter, or both together. This chapter
details each type of installation.

Please see the SurfControl Report Central Administrator’s Guide for information on how to set up and run
reports for both Web Filter and E-mail Filter.

REPORT CENTRAL FOR WEB FILTER

To install Report Central for SurfControl Web Filter, follow Procedure 2-1.

Procedure 2-1 Installing Report Central for Web Filter

Step Action

1 Run the Report Central executable (example, T
SRC_v2501.exe) to open the Installation Wizard. Lacation ta Save Files -
- where would you like to save your files? 5
-
2 Select the folder in which to save the installation Please enter the folder where you want thess files saved. If the folder does not
flles E|ther exist, it wil be created for you,  To continue, click Next.
save files in Folder:
*  Click Next to save to the default folder CgufControlRepert Cartralversion 2.3
displayed, or change...
«  Enter or change to a different folder, and then
click Next.

Installshield

< Back: I Mext > I Cancel |

3 The InstallShield Wizard extracts files and prepares | e =
Extracting Files 4
the Setup' ! Thle ontante cf this package are being xtracted. ‘i“
Note: If some files already exist on your system, .
an ‘Overwrite Protection’ pop-up message is R Al Pl e e s e

displayed.

Reading contents of package. .,

|

InstaliShield)

< Back | [dext = | Cancel |

(Sheet 1 of 6)
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INSTALLING REPORT CENTRAL
Report Central for Web Filter

Procedure 2-1 Installing Report Central for Web Filter (Continued)

Step Action

4 The Welcome screen is displayed. T
~
Cl ICk NeXt Welcome to the InstallShield Wizard for
O SurfControl Report Central
Surfcontro' The: Installshigld® wizard will install SurfControl Report
Central on your computer. To continue, click Next,
Ada;‘lﬁr’v:‘: lrhreat
~Intelligence
Sp T e Capyright © 2003-2006 SurfCantral ple. Al rights reserved.
< Back: Cancel
5 The License Agreement screen is displayed. SurfControl Repart Central x|
License Agreement »a
If you accept the terms of tr!e agreement, select Pizase read the follwing fcense agreement carchuly SurfControl’
| accept the terms of the license agreement.
SURFCONTROL 3
SOFTWARE LICENSE AGREEMENT
6 C“Ck NeXt PLEASE READ THIS CAREFULLY BEFORE YOU INSTALL THE SOFTWARE OR THE

DOCUMENTATION.

LICENSEE'S RIGHT TO USE THE SURFCONTROL PRODUCTS ARE SUBJECT TO

THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT ["AGREEMENT"]

B CLICKING ON THE "| ACCEPT" BUTTON AND USING THE SURFCOMTROL
PRODLCTS, LICENSEE 1S CONSENTING TO BE BOUMD BY THIS AGREEMENT. IF
LICENSEE DOES MOT AGREE TO ALL OF THE TERMS AND COMDITIONS OF THIS
\WGREEMENT, CLICK DN THE *| DISAGREE" BUTTON AND THE INSTALLATION j

& gecept the temms of the heense agzemen

€ | do ot accapt the terms of the license agreement

IrstalShield
< Back New> |  Concel |
7 The Choose Destination Location screen is x|
H Choose Destination Location
d Isplayed . Select folder where setup wil install files. surfatrol-
TO accept the dEfau” deStInatlon for the Report Setup will install SurfContiol Report Central in the following folder.
Central fl |es1 CI ICk NeXt To install to this folder, click Mext. Ta install to a different folder, click Browse and sslect

another folder

Alternatively, browse to the location where you
want the files to be installed.

8 Click Next.

Destination Folder
’VC.\F'ruglam Files\SurfContro\Repart Central Erowse.. ‘

IrstalBhield

< Back Concel |

(Sheet 2 of 6)
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INSTALLING REPORT CENTRAL
Report Central for Web Filter

Procedure 2-1 Installing Report Central for Web Filter (Continued)

Step Action

9 The Select Features screen is displayed. x|
. . Select Features 0
To |ns.taII.Web Filter reports, you need to clea'r the Select the fealures setup wil nstal SurfControl’
E-mail Filter Reports check box, and then click =
elect the features vou want to install, and deselect the fzatures you do nat want to install
Next. 5
2% /e escription
[]E-Mail Filter Reports Reports far Wb Filtering
IrstalShield
< Back Mext > I Cancel
10 | The Setup Type screen is displayed. =
If ri datab ted with th =
you are reporting on a database created wi e SurfControl’
Privacy Edition of SurfControl Web Filter, you can
select this option so that user information is not
shown in reports.
Select Options
11 Click Next {r Fid e icarabls I yvadon. Saiect B I 720 Wil b3 raporting on
atab. ted with the Privacy Editi F surfControl Web Filter,
IrstalShield
< Back Mext = I Cancel
12 Create an account for the user who will be x|
admlnlStratlng Report Central ErEeTte Web Repnrtsdndminis;ratﬂr User O )
. e — surfControl
Enter a username and password, then confirm the
Flease entat & User name and password Far the Weh Reports Administrator user,
password. It s essential that you remember these details or you will not be able b login b Srfcontrol
Report Central Web Reports,
Note: These details are needed the first time an
administrator logs on to Report Central. User names [omn
. Password: LIITT]
13 Click Next.
Confirm Password: LLITT

IrstalBhield

< Back Mext = I

cencel |

(Sheet 3 of 6)
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INSTALLING REPORT CENTRAL
Report Central for Web Filter

Procedure 2-1 Installing Report Central for Web Filter (Continued)

Step Action

14 Specify the server that contains the MSDE/SQL x|
database that you Want to report On Select MSDE/SOL Server for Web Reports O
SurfControl’

Select the authentication method that the server -
. Please select the MSDESSQL Server database and authentication method,
uses. Select one of the fol |0W| ng : If you prefer to choose a database when you first run SurfControl Report Central leave

the server field blank and click Nesxt.

*  Windows authentication
Server: | MARKSERVERZO03 |

*  SQL authentication. BT
. .  Windows
If the server uses SQL authentication, enter the s
user name and password. Wrername: - sa
Password: lm'—

For details of SRC service account/SQL database

authentication combinations, see Authenticationon | "™
page 24 < Back Hext> | concel

15 Click Next.

16 Select the database from the drop-down list box. In «
a default Web Filter installation using Windows Select MSDE/SQL Server Database for Web Reparts .
authentication, this will be SurfControl
SurfControl WebFilter Select the database you want SurfControl Report Central ba connect to,

If you prefer to choose a database after you have installed SurfControl Report Central,
lzave the database field blank and click Mext,

17 Click Next.

Database:

IrstalShield
< Back Mext = I Cancel |
18 You will then be reminded to schedule a database x|
update when you have finished installing Report HebReports Lo S > 1
Central. SurfControl

Following installation you can run the update immediately or schedule the update to take

Report Central needs to update the database to
en abl e DrIII-D own R ep ortin g an d th e Thr e at E\sﬁzevzgzplnetwnrktrafﬁc is light, Using Report Central Configuration > Database:
Dashboard to work.

See the SurfControl Report Central for Web Filter
Administrator’s Guide for information on how to
schedule a database update.

Click Next. Iristal Shichd

<Back |{Hext s :I Cancel |

(Sheet 4 of 6)
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INSTALLING REPORT CENTRAL
Report Central for Web Filter

Procedure 2-1 Installing Report Central for Web Filter (Continued)

Step Action

19 Select an account for the Report Central service: x|
. Select account for SurfControl Report Central Service fa
. If the database is on the local server, you can SurfControl’

select Local System Account.
If you intend to use a trusted MSDEJSQL connection you should select an administrative account
that the SurfControl Report Central Service will run as to conneck to the database.

* If the database is on a remote server, the
Local System Account option is unavailable. 1oaon
For the This Account option, enter a valid * Lozal System Accourt
Windows user name and password for the - T;‘m“‘\utm —
server where the database is hosted. .

If the database is o this server you may chaoss the local system account.

Passyord: -
Note: The remote account must be part of the Pessordesf [
Local Administrator group on the local S
computer. = T [ ==
For details of SRC service account/SQL database
authentication combinations, see Authentication on
page 24.
20 Click Next.
21 Click Install to begin copying the Report Central i
files. Ready to Install the Program ’a
The wizard is ready to begin installation. Sul"fcontrol

Click Install to begin the installation.

IF you want to reviews or change any of your installation settings. click Back. Click Cancel to exit
the wizard

IrstallShield

<Beck [T  Canedl |

(Sheet 5 of 6)
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INSTALLING REPORT CENTRAL
Report Central for Web Filter

Procedure 2-1 Installing Report Central for Web Filter (Continued)

Step Action

22 A Setup Status screen shows the progress of the [Surfcontrol Report Central x|
installation. Setup Status D
. SurfControl’
Click Next.

SufContiol Report Cantralis configuring your new softwars installation

Installing

CA\Program Files\SufContiofRieport Cantraltra\lbt jar

IrstalBhield

Cancel

23 When the installation has completed, click Finish.

InstallShield Wizard Complete

The InstalShield Wizard has successfully installed SurfControl

Surfcontrol' Report Central, Click Finish ta exit the wizard,

(mm
Adaptive Threat
Intelligence
= P e o b Pt

“gack | Finish | Cancel |

(Sheet 6 of 6)
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INSTALLING REPORT CENTRAL
Report Central for E-mail Filter

REPORT CENTRAL FOR E-MAIL FILTER

To install Report Central for SurfControl E-mail Filter, follow Procedure 2-2:

Procedure 2-2 Installing Report Central for E-mail Filter

Step Action

1 Run the Report Central executable (example, 4 suricontrol Report Central - Installshield Wizard =
SRC_v2501.exe) to open the Installation Wizard. Lacation to Save Files ‘ _
- where wauld you liks to save your files? i
" v
2 Select the folder in which to save the installation Bl B e e e e, Tl e

exist, it will be created for you, T continue, click Next,

files. Either:
Save files in Folder:

*  Click Next to save to the default folder CrigurControl[Report Centraliyersion 2.5
displayed, or chang.
»  Enter or change to a different folder, and then
click Next.

InstaliShield)

< Back I [ext = I Cancel |

3 The InstallShield Wizard extracts files and prepares T
the setup. Extracting Files ‘
The cantents of this package are being extracted. .
Note: If some files already exist on your system, “
an ‘Overwrite Protection’ pop-up message is e s s Ly
displayed.
Reading contents of package. ..
|
Installhield
< Back. | [ext > | Cancel |
4 The Welcome screen is displayed. T
~
Cl ICk NGXt Welcome to the InstallShield Wizard for
O SurfControl Report Central
SurfControl’

The Installshisld@ wizard wil install SurFControl Report
Central on your computer. To continue, cick Next.

SurfContrl
Adaptive Threat
~Intelligence

Copyright © 2003-2006 SurfCantral ple. Al rights reserved.

~Back cencel |

(Sheet 1 of 4)
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INSTALLING REPORT CENTRAL
Report Central for E-mail Filter

Procedure 2-2 Installing Report Central for E-mail Filter (Continued)

Step Action

5 The License Agreement screen is displayed. x|
License Agreement »a
If you accept the terms of th.e agreement, select Pizase read the follwing fcense agreement carchuly SurfControl’
| accept the terms of the license agreement.
SURFCONTROL 3
SOFTWARE LICENSE AGREEMENT
6 C“Ck Next PLEASE READ THIS CAREFULLY BEFORE YOU INSTALL THE SOFTWARE OR THE

DOCUMENTATION.

LICENSEE'S RIGHT TO USE THE SURFCONTROL PRODUCTS ARE SUBJECT TO

THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT ["AGREEMENT"]

B CLICKING ON THE "| ACCEPT" BUTTON AND USING THE SURFCOMTROL
PRODLCTS, LICENSEE 1S CONSENTING TO BE BOUMD BY THIS AGREEMENT. IF
LICENSEE DOES MOT AGREE TO ALL OF THE TERMS AND COMDITIONS OF THIS
\WGREEMENT, CLICK DN THE *| DISAGREE" BUTTON AND THE INSTALLATION j

& gecept the temms of the heense agzemen

€ | do ot accapt the terms of the license agreement

IrstalShield
< Back New> |  Concel |
7 The Choose Destination Location screen is x|
dISp|ayed A Choose Destination Location

> )
SurfControl’

Select folder where setup will install files,

To accept the default destination for the Report
Central files, click Next.

Satup wil install SurfControl Repart Central in the following folder.

Tainztall to this folder, click Mext. Tainstall to a different folder, click Browse and select
another folder

Alternatively, browse to the location where you
want the files to be installed.

Click Next.
Destination Folder
’VC.\ng'am FilestSuriControf\Report Central Browse..
IrstalShield
< Back Concel |
8 The Select Features screen is displayed. x|
Select Features
To instgll E-mail Filter reports, you need to cllear the Salectthe features etup wil st Surl:(:c:antrol'
Web Filter Reports check box, and then click po— R y -
Next elect the features you want to install, and deselect the features pou do not want to install.

['eb Filer Reports Description—————————
% E-mail Filter Reports: Reports for E-mail Filtering

IrstallShield

<Back Nest> | Cancdl |

(Sheet 2 of 4)
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INSTALLING REPORT CENTRAL
Report Central for E-mail Filter

Procedure 2-2 Installing Report Central for E-mail Filter (Continued)

Step Action

9 If no local SQL Server is detected, the Select SurfControl Report Central x|
Database Installation Options screen is displayed. e

> )
SurfControl’

SufControl Fiepart Central could not detect an instance of Microsoft SOL Server, Please select a
database option for the product installation:

Select to either:
. Install SQL 2005 Express, and then install

T 0 Ié’\oséé\\ESurlEnnlhnl HEBDI‘I Eer\tl_a\ éjs,ngSE!L‘ZDDS Express. This will install SOL
Report Central using this database server, or poress Hote Sl eauied far el eaat
o |nSta|| Report Centl'a| us'ng an eX|St|ng SQL g Install SurfControl Report Central and use an existing SOL Server,
Server. 4

Note: You only need a local database server if you
are using Report Central for E-mail Filter.

IrstalShield
< Back Hext > Cancel
10 Create an account for the user who will be x|
admlnlstratlng Report Central Create Email Reports Administrator User 0
Enter a user name and password .
SurfControl

Enter a username and password, then confirm the

password. It s essential that you remember these details or you will not be able b login b Srfcontrol
Report Central Email Reports.,

Flease enter a user name and password For ths Email Reports Administrator user.,

Note: These details are needed the first time an
administrator logs on to Report Central. User names [omn

Passward: senee
Confirm Password: LLITT

11 Click Next.

IrstalShield
< Back Mext = I Cancel |
12 Select an account for the Report Central service: x|

Select account for SurfControl Report Central Service

. If the SRC database is on the local server, you

>
SurfControl’
can select Local System Account.

1f you intend ko use a trusted MSDE/SQL connection you should select an administrative account
that the SurfControl Report Central Service will run as o connect to the databass.

. If the SRC database is on a remote server, the
Local System Account option is unavailable.

If the database is o this server you may chaoss the local system account.

Log on
For the This Account option, enter a valid Lo ytan et
Windows user name and password for the (e —
server where the database is hosted. s —
Note: The remote account must be part of the Pessordesf [
Local Administrator group on the local S
computer. <bock [ Hexr | coce

13 Click Next.

(Sheet 3 of 4)
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INSTALLING REPORT CENTRAL
Report Central for E-mail Filter

Procedure 2-2 Installing Report Central for E-mail Filter (Continued)

Step Action

14 Click Install to begin copying the Report Central x|
. Ready to Install the Program
files. The wizard is ready t begin instalation. Su rf%?nt rol’

Click Install to begin the installation

IF you want to review or changs any of yaur installation sttings, clisk Back. Click Cancel to exit

the wizard.
IrstalShield
<Back |!instali Y Cancel
15 A Setup Status screen shows the progress of the ki
installation. SEER >
SurfControl’

Click Next.

SurfControl Repart Central is configuring your new software installation.

Instaling

C:\Program Files\SurfContiol\Report Central\reb bt jar

IrstallShield

Cancel

16 When the installation has completed, click Finish.

InstallShield Wizard Complete

The InstalShield Wizard has successfully installed SurfControl

Surfcontrol' Report Central, Click Finish ta exit the wizard,

(mm
Adaptive Threat
Intelligence
= P e o b Pt

“gack | Finish | Cancel |

(Sheet 4 of 4)
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INSTALLING REPORT CENTRAL
Report Central for Both Web Filter and E-mail Filter

REPORT CENTRAL FOR BOTH WEB FILTER AND E-MAIL
FILTER

To install SurfControl Report Central for both Web Filter and E-mail Filter at the same time, follow
Procedure 2-3

Procedure 2-3 Installing Report Central for Web and E-mail Filter

Step Action

1 Run the Report Central executable (example, 4 suricontrol Report Central - Installshield Wizard =
SRC_v2501.exe) to open the Installation Wizard. Lacation to Save Files ‘ _
- where wauld you liks to save your files? i .
2 Select the folder in which to save the installation e i B i v e o s v, Tl s
flleS Elther exist, it will be created For you,  To continue, click Next.,
Save files in Folder:
. Click Next to save to the default folder CrigurControl[Report Centraliyersion 2.5
displayed, or chang.
*  Enter or change to a different folder, and then
click Next.
InstallShield

< Back I [ext = I Cancel |

3 The InstallShield Wizard extracts files and prepares T
the setup. Extracting Files ‘
The cantents of this package are being extracted. .
Note: If some files already exist on your system, “
an ‘Overwrite Protection’ pop-up message is e s s Ly
displayed.
Reading contents of package. ..
|
Installhield
< Back: | ext > | Cancel |
4 The Welcome screen is displayed. T
~
Click Next.

Welcome to the InstallShield Wizard for
SurfControl Report Central

> 1
SurfControl
(mm‘
Adaptive Threat
~Intelligence

The Installshisld@ wizard wil install SurFControl Report
Central on your computer. To continue, cick Next.

Copyright © 2003-2006 SurfCantral ple. Al rights reserved.

~Back cencel |

(Sheet 1 of 5)
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INSTALLING REPORT CENTRAL
Report Central for Both Web Filter and E-mail Filter

Procedure 2-3 Installing Report Central for Web and E-mail Filter (Continued)

Step Action

5 The License Agreement screen is displayed. x|
License Agreement »a
If you accept the terms of the agreement, select Please read the folowinglicerse agreement carcfl SurfControl’

| accept the terms of the license agreement.

SURFCONTROL 3
SOFTWARE LICENSE AGREEMENT

6 C“Ck Next PLEASE READ THIS CAREFULLY BEFORE YOU INSTALL THE SOFTWARE OR THE
DOCUMENTATION.

LICENSEE'S RIGHT TO USE THE SURFCONTROL PRODUCTS ARE SUBJECT TO

THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT ["AGREEMENT"]

B CLICKING ON THE "| ACCEPT" BUTTON AND USING THE SURFCOMTROL
PRODLCTS, LICENSEE 1S CONSENTING TO BE BOUMD BY THIS AGREEMENT. IF
LICENSEE DOES MOT AGREE TO ALL OF THE TERMS AND COMDITIONS OF THIS
\WGREEMENT, CLICK DN THE *| DISAGREE" BUTTON AND THE INSTALLATION j

& gecept the temms of the heense agzemen

€ | do ot accapt the terms of the license agreement

IrstalShield
< Back New> |  Concel |
7 The Choose Destination Location screen is x|
dISp|ayed A Choose Destination Location

> )
SurfControl’

Select folder where setup will install files,

To accept the default destination for the Report
Central files, click Next.

Satup wil install SurfControl Repart Central in the following folder.

Tainztall to this folder, click Mext. Tainstall to a different folder, click Browse and select
another folder

Alternatively, browse to the location where you
want the files to be installed.

Click Next.
Destination Folder
’VC.\ng'am FilestSuriControf\Report Central Browse..
IrstalShield
< Back Concel |
8 The Select Features screen is displayed. x|
Select Features
To install both Web Filter reports and E-mail Filter Selectthe features setup il inctal. Su rf’(:;ozt rol

reports, click Next.

Select the features you want to install, and deselect the features you do not want to install

3 Filter Feports Description———————————
[ E-Mail Filter Reports Fieports for Web Filtering

IrstallShield

<Back Nest> | Cancdl |

(Sheet 2 of 5)
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Procedure 2-3 Installing Report Central for Web and E-mail Filter (Continued)

Step Action

9 If no local SQL Server is detected, the Select SurfControl Report Central x|
Database Installation Options screen is displayed. e

> )
SurfControl’

SufControl Fiepart Central could not detect an instance of Microsoft SOL Server, Please select a
database option for the product installation:

Select to either:
. Install SQL 2005 Express, and then install

T 0 Ié’\oséé\\ESurlEnnlhnl HEBDI‘I Eer\tl_a\ éjs,ngSE!L‘ZDDS Express. This will install SOL
Report Central using this database server, or poress Hote Sl eauied far el eaat
o |nSta|| Report Centl'a| us'ng an eX|St|ng SQL g Install SurfControl Report Central and use an existing SOL Server,
Server. 4

Note: You only need a local database server if you
are using Report Central for E-mail Filter.

IrstalShield
< Back Hext > Cancel

10 | The Setup Type screen is displayed. =

If rt datab ted the with | =

you are reporting on a database created the wi surfControl

the Privacy Edition of SurfControl Web Filter, you

can select this option so that user information is not

shown in reports.

Select Options
11 Click Next {r Fid e icarabls I yvadon. Saiect B I 720 Wil b3 raporting on
atab. ted with the Privacy Editi F surfControl Web Filter,

IrstalShield
< Back Mext = I Cancel
12 Create an account for the user who will be x|
adm | n istrati ng Report Centra | X Create Web and E-mail Reports Administrator User

Enter a user name and password

>
. SurfControl
Enter a username and password, then confirm the _
Flease entat & User name and passward Far the Weh and E-mail Reports Administratar user,

password. It s essential that you remember these details or you will not be able b login b Surfcontrol
Report Central Web and E-mail Reports.,

Note: These details are needed the first time an

administrator logs on to Report Central. User names [omn
13 | Click Next. :

Confirm Password: LLITT

IrstalBhield

< Back Mext = I Cancel |

(Sheet 3 of 5)
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Procedure 2-3 Installing Report Central for Web and E-mail Filter (Continued)

Step Action

14 You will then be reminded to schedule a database =
update for Web Reports when you have finished e et e >
installing Report Central. SurfControl
Report Central needs to update the database to ol 9 S
enable Drl” DOWn RepOI’tIng and the Threat place when network traffic is light, using Report Central Configuration > Database

- Connerction,
Dashboard to work.
See the SurfControl Report Central for Web Filter
Administrator’s Guide for information on how to
schedule a database update.
Click Next. Irtetied
< Back Cancel
15 Select an account for the Report Central service: x|
. . Select account for SurfControl Report Central Service ’a
If the SRC database is on the local server, you SurfControl’
can select Local System Account.
1f you intand to Use a brusted MSDE|SGQL connection you should select an administrative account
. If the SRC database |S ona remote Server, the that the SurfControl Report Central Service will run as to connect to the database.
. . . 1f the database is on this server you may choose the local system account.
Local System Account option is unavailable. oaon
For the This Account option, enter a valid ' Local System Account
Windows user name and password for the - T;"\Ut o
server where the database is hosted. o —
Note: The remote account must be part of the Fassward Conim:
Local Administrator group on the local —
computer. <k [ wew> | concel
For details of SRC service account/SQL database
authentication combinations, see Authentication on
page 24.

16 Click Next.

17 Click Install to begin copying the Report Central i
ﬁles. Ready to Install the Program ’a

The wizard is ready to begin installation. surfcontrol-
Click Install to begin the installation.
K«yw wagt to reviews or change any of your installation settings, click Back. Click Cancel to exit
IrstalShield
<Beck [T  Canedl |

(Sheet 4 of 5)
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Procedure 2-3 Installing Report Central for Web and E-mail Filter (Continued)

Step Action

(Sheet 5 of 5)

Database Connections

18 A Setup Status screen shows the progress of the x|
installation. S >
. SurfControl
Cl ICk NeXt' SurfCantrol Rreport Central is configuring your new softwars installation
Instaling
C:\Program Files\SurfControlyReport Centralrsblibst jar
IrstalShield
Cancel
19 When the installation has completed, click Finish.

InstallShield Wizard Complete

The InstalShield Wizard has successfully installed SurfControl

Surfcontrol' Report Central, Click Finish ta exit the wizard,

(mm
Adaptive Threat
Intelligence
= P e o b Pt

“gack | Finish | Cancel |

To change the account for the SRC service, or configure an SRC Web Filter or E-mail Filter database
connection after installation, see the SurfControl Report Central Administrator’s Guide, chapter

‘Configuration’, section ‘Databases’.
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UPGRADING SRC

To upgrade from an earlier version of SRC, follow Procedure 2-4

Procedure 2-4 Upgrading from an earlier version of SRC

Step Action

1 Run the Report Central executable (example, 4 suricontrol Report Central - Installshield Wizard =
SRC_v2501.exe) to open the Installation Wizard. Lacation to Save Files ‘ _
- where wauld you liks to save your files? i
" v
2 Select the folder in which to save the installation Bl B e e e e, Tl e

exist, it will be created for you, T continue, click Next,

files. Either:
Save files in Folder:

*  Click Next to save to the default folder CrigurControl[Report Centraliyersion 2.5
displayed, or chang.
»  Enter or change to a different folder, and then
click Next.

InstaliShield)

< Back I [ext = I Cancel |

3 The InstallShield Wizard extracts files and prepares

the setup. Extracting Files ‘

The contents of this package are being extracted. 4

Note: If some files already exist on your system,
an ‘Overwrite Protection’ pop-up message is e s s Ly
displayed.

Reading contents of package. .

Installshield

< Back: | ext > | Cancel |

~

4 The Welcome screen is displayed. T
Cl ICk NGXt Welcome to the InstallShield Wizard for

SurfControl Report Central

>
SurfControl’

The Installshisld@ wizard wil install SurFControl Report
Central on your computer. To continue, cick Next.

SurfContrl
Adaptive Threat
~Intelligence

Copyright © 2003-2006 SurfCantral ple. Al rights reserved.

~Back cencel |

(Sheet 1 of 3)
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Procedure 2-4 Upgrading from an earlier version of SRC (Continued)

Step Action

5 The License Agreement screen is displayed. x|

License Agreement

: >
If you accept the terms of th.e agreement, select Pizase read the follwing fcense agreement carchuly SurfControl’
| accept the terms of the license agreement.

SURFCONTROL 3
SOFTWARE LICENSE AGREEMENT

6 C“Ck Next PLEASE READ THIS CAREFULLY BEFORE YOU INSTALL THE SOFTWARE OR THE
DOCUMENTATION.

LICENSEE'S RIGHT TO USE THE SURFCONTROL PRODUCTS ARE SUBJECT TO

THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT ["AGREEMENT"]

B CLICKING ON THE "| ACCEPT" BUTTON AND USING THE SURFCOMTROL
PRODLCTS, LICENSEE 1S CONSENTING TO BE BOUMD BY THIS AGREEMENT. IF
LICENSEE DOES MOT AGREE TO ALL OF THE TERMS AND COMDITIONS OF THIS
\WGREEMENT, CLICK DN THE *| DISAGREE" BUTTON AND THE INSTALLATION j

& gecept the temms of the heense agzemen

€ | do ot accapt the terms of the license agreement

IrstalBhield

< Back New> |  Concel |

7 Click Install to begin copying the Report Central x|

files. vt e 3 0 =
SurfControl

Click Install to begin the installation

IF you want to review or changs any of yaur installation sttings, clisk Back. Click Cancel to exit
the wizard.

IrstalBhield

< Back Trestai Concel |

(Sheet 2 of 3)
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Procedure 2-4 Upgrading from an earlier version of SRC (Continued)

Step Action

8 A Setup Status screen shows the progress of the x|
installation. Setup Status D
. SurfControl’
Click Next.

SufContiol Report Cantralis configuring your new softwars installation

Installing

CA\Program Files\SufContiofRieport Cantraltra\lbt jar

IrstalShield
Cancel
9 When the installation has completed, click Finish.
‘

Update Complete

The Instalshield® Wizard has updated SurfControl Report

=
Surfcontrol Certral to version 2.5

(smﬁ-ﬁ
Adaptive Threat
Intelligence
7 P e 2 b ot

<gack | Finish :I Cancel |

(Sheet 3 of 3)
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AUTHENTICATION

The selection of an SRC service account and SQL database authentication must be considered together.
Table 2-1 details the possible combinations and required access rights when using SRC service accounts
(Local System Account or This Account options), and Windows or SQL database authentication.

Table 2-1 SRC service account/SQL database combinations

Database Authentication

SQL Windows

SQL Local Yes Yes (*2)

SQL Remote Yes No

Local System Account

SQL Local Yes Yes (*3)

Service Account

SQL Remote Yes Yes (*3)

—~
=
*
~
—
(7]
(7]
)
©
2
=
(%]
(1]
Q.
w

This Account -

*1 — The user specified for the service must have been granted administrator rights on the SRC server.

*2 — This assumes that the local system account has access rights to the SQL server. This is the default
installation.

*3 — The user specified for the service must have been granted access rights to the SQL server.
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POST-INSTALLATION PROCEDURES

Before opening SurfControl Report Central (SRC), you need to configure your browser to allow pop-ups
and cookies from the SRC server, and you need to allocate database disk space for the tempDB file. Also,
for SRC for E-mail Filter reports, you need to assign links between the SRC server, the SRC Database
server and the E-mail Filter Database server.

POP-UP BLOCKERS

You need to configure your pop-up blocker to allow pop-ups from the Report Central server. If you are
using Internet Explorer 6.0:

1 Select Tools > Pop-up Blocker > Pop-up Blocker Settings.

2 Enter the URL of the SRC server

3 Click Add.

COOKIES

You need to set your browser to allow cookies from the Report Central server. If you are using Internet
Explorer 6.0:

1 Select Tools > Internet Options > Privacy tab > Sites.

2 Enter the URL of the SRC server.

3 Click Allow.

MANAGING DATABASE DISK SPACE

When generating reports, SQL Server can fail to execute SRC queries if the SQL Server tempDB
transaction log does not have enough disk space allocated to it. To allocate more disk space, follow
Procedure 2-5.

Procedure 2-5 Allocating disk space to the TempDB transaction log file

Step Action

1 Launch SQL Server Enterprise Manager.

2 Select TempDB from the database list.

3 Right-click TempDB, and then select Properties from the shortcut menu. The TempDB dialog box is

displayed.
4 Select the Transaction Log tab.
5 Under Space Allocated (MB), set the value to a minimum of 25% of your database size.
6 Click OK.
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SRC FOR E-MAIL FILTER REPORTS — LINKED SERVERS
When you log in to SRC for E-mail Filter for the first time, the Post Install Configuration welcome screen is
displayed. This describes the purpose of the post-installation configuration procedure.

This version of SRC copies data from an E-mail Filter database into an SRC database to increase
reporting performance and reduce the load on the E-mail Filter database. To copy the data, you need to
create a link between the SRC database server and the E-mail Filter database server. This enables the
update process to be automated while remaining secure and easy to manage.

You need to enter details in the following screens to:

+ Create a new SRC database, or register an existing SRC database.

+ Set up a linked server to copy data from the E-mail Filter database.

+ Create a scheduled update task, which automates the process of updating the SRC database.

+ Configure SRC database maintenance tasks, such as purging and updating.

During this procedure, SRC detects the settings of the current E-mail Filter database server. You need to

enter the details of a valid E-mail Filter database on this server to create a link between the E-mail Filter
database and the SRC database. This link enables the database update and purge tasks to work.

Caution: Initially, you must ensure that the SRC server has direct access to the E-mail Filter
Database server for validation checking (user name, password), and to check if the E-mail Filter
server contains a valid E-mail Filter database. If the SRC does not have direct access, the link
will fail.
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The following procedure is for creating a new SRC database with a link to an E-mail Filter database.

Procedure 2-6 SRC for E-mail Filter — Creating a new linked database

Step  Action

1 The first screen informs you of why you need to |
create a new SRC database and the details that

you will need to supply.

Welcome to SurfControl Report Central ¥2.5 for E-mail Filter ¥5.5

This version of SurfContral Report Central (SRC) copies logged data from a SurfContral E-mail
Filter database into a reporting database to increase performance and reduce the load on the
E-mail Filter database.

A link is needed between the SRC database server and the E-mail Filker database server. This
enables the data copy process ko be auktomated while remaining secure and easy to manage.

*fou need to enter details in the Following screens to;

# Create a new SRC database, or register an existing SRC database when re-installing,

® Create alink between the SRC and E-mail Filter database servers,

# Select which E-mail Filter database ta copy data from.

# Create a scheduled update task, which aukomates the process of updating the SRC
database.

# Configure database maintenance tasks, such as purging.

Back | i Mext I Cancel |

Java Applet Window

2 In the first Post Install Configuration screen, x|
select to:

SRC needs its own database to run E-mail Filter reports, You can either create a new SRC
database or register an existing database on the SRC database server.

IF you are instaling SRC For the first time or upgrading from a previous version of SRC yvou will

*  Create a new SRC database, or
. . g d L e database. 1f installing this f SRC and ld like:
+  Register an existing SRC database. e rmmiter e e o7 ek i oot

This database will be used to contain and order
the relevant reporting data that is extracted from
one or more E-mail Filter databases. e T i

= Create new SRC database

3 Click Next

Back | Cancel |

Java Applet Window
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Procedure 2-6 SRC for E-mail Filter — Creating a new linked database

Step  Action

4 Enter the following information: x|
+ A Display Name for the SRC database — iy e e vk SRC 1 lre i st e e
This is shown in the main Database Display Name: |
Connection screen in SRC. Server Hamer |

Database Name: I

. The Server Name — The name or IP
address of the SRC server. A

+ Database Name — The name of the SRC s
database that you are connecting to. Use: izme: |

Authentication

Password: I

5 Select the Authentication method for the SRC & Usg default 5L Server il lecations
server. " Use these spedific file locations

Data File: I

Note: SurfControl recommends that you use

Windows authentication. sl |

¥ Use 551 Connection if available

If you choose SQL authentication, enter the user

. k. [exk
name and password of an account with = =
.. Java Applet Wwind
administrator access to the SRC database. e
Note: A local or remote account must be part of
the Local Administrator group on the local
computer.
6 Select to use default SQL Server file locations,
or enter your preferred file locations for the Data
file and Log file.
7 If you want your SRC database to use a secure
connection, select Use SSL Connection if
available.
8 This screen is for the details of the current E-mail x|
F||ter server that COnta"‘]S the data to be Cop|ed SRC will create a link betwesn your SRC database server and the current E-mail Filker database
server using the settings below.
. If E'ma” Fl|tel' |S |nsta”ed IOCa”y, yOu are Please make sure that the names and login details are correct before continuing. You may

change the defaulk display name if required.

asked to check the details that are displayed
automatically in the Display Name: and
Server Name: fields.

Display Mame: ISurfCUntrD\ E-mail Filker Database Server

Server Mame! IIntthnst

*fou can either log in to the E-mail Filker database server using the SRC database server login

. If E-mail Filter is not installed |Oca”y, you are details, or use the login details specific to the E-mail Filber database server.
asked to enter the details in the Display Eomal i Database Server
Name: and Server Name: fields © Qoo i

= Use specific login details

Login details: werbame: [

* Use current — Select this if you are using Bassiard:
the SRC database server login details
specified in the previous screen.

* Use specific — Select this if you are using
the specific E-mai Filter database server
login details.

Back Cancel

Java Applet Window

9 Click Next
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Procedure 2-6 SRC for E-mail Filter — Creating a new linked database

Step  Action

10

In the following screens, you can schedule the timing of automatic SRC database updates, and the
scheduling of archive and purge tasks for the SRC database.

1

Database updates
Select:
*  The E-mail Filter database that the SRC database will retrieve data from.
+  The frequency of the update.
Default start time = 01:01 (24 hr clock)
At this time, the Scheduler starts the database update.

Note: SurfControl recommend that the SRC database update is run when network traffic is light.
However, for E-mail Filter reports it can be run regularly during the day.

It is important that this update is run for the drill-down reports to show accurate information.

12

Schedule database archive and purge tasks

Use this tab to schedule regular archiving and/or purging of the SRC database.

Archive Database — Enter the path to the archive folder.

Purge Database — Select the data to purge or save.

Schedule Settings — To schedule the updates that are needed for drill-down reporting.
Enable Scheduling — If you select this check box, all other options become available.
Scheduler Time Settings

Default start time = 01:01 (24 hr clock)

At this time, the Scheduler starts the database maintenance tasks.

SurfControl recommend that the database maintenance is run when network traffic is light.

See the SurfControl Report Central Administrator’s Guide, section ‘Databases - E-mail Filter’ for details of
configuring databases from within SRC.

SurfControl Report Central

Starter Guide

29



INSTALLING REPORT CENTRAL
Post-Installation Procedures

30 Starter Guide SurfControl Report Central



	Notices
	Comments on this Guide?
	Technical Support
	SurfControl Sales
	Contents
	Before You Begin
	About Report Central
	System Requirements
	Transaction Log File
	Installation Notes
	Upgrade Paths
	SQL Server 2005 Express


	Installing Report Central
	Introduction
	Report Central for Web Filter
	Report Central for E-mail Filter
	Report Central for Both Web Filter and E-mail Filter
	Upgrading SRC
	Authentication
	Post-Installation Procedures
	Pop-up blockers
	Cookies
	Managing Database Disk Space
	SRC for E-mail Filter Reports - Linked Servers




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /OK
  /CompatibilityLevel 1.5
  /CompressObjects /All
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /JPXEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG2000
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /JPXEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG2000
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /ENU (PDF 1.5 Compatibility - 150 dpi Resolution / Max Quality JPEG2000 Compressed Images)
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 792.000]
>> setpagedevice


