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Copytight © 2006 SutfControl ple. All rights reserved.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or by
any means, electronic, mechanical, photocopying, recording, or otherwise, without the prior permission of the
copyright owner.

This product includes softwate developed by the Apache Software Foundation (http://www.apache.otrg/).

SurfControl is a registered trademark, and SurfControl and the SurfControl logo are trademarks of
SurfControl plec. All other trademarks are property of their respective owners.

jTDS JDBC Driver for Microsoft SQL Server and Sybase
Copyright (C) 2004 The jTDS Project

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser
General Public License as published by the Free Software Foundation; either version 2.1 of the License, or (at
your option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even
the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with this library; if not,
write to the Free Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

JCalendar.java - JCalendar Java Bean
Copyright (C) 2004 Kai Toedter

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser
General Public License as published by the Free Software Foundation; either version 2.1 of the License, or (at
your option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even
the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with this library; if not,
write to the Free Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
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Comments on this Guide?

COMMENTS ON THIS GUIDE?

You can view updated documentation and support information at
http://www.surfcontrol.com

Wias this guide helpful? Send an e-mail to us at documentation(@surfcontrol.com to suggest changes or make a

correction.

TECHNICAL SUPPORT

For the latest support information on SurfControl products, visit
http://www.surfcontrol.com/support

You can find the following information on the Technical Support Web pages:

*  Read the Top Issues — This page has a quick list that covers the most common support issues encountered
with SurfControl products.

e Search our Knowledge Base — Our constantly updated Knowledge Base contains articles, FAQs and
glossary items to answer your questions about all SurfControl products.
http://kb.surfcontrol.com

* If your question or problem cannot be answered by the Top Issues or is not in the Knowledge Base,
complete an Online Support Request Form.

*  Telephone Support numbers — If you would like to speak with a Technical Support Representative, our
excellent SurfControl Technical Support is just a phone call away.

SURFCONTROL SALES

For product and pricing information, or to place an order, contact SurfControl. To find your nearest
SurfControl office, please visit our Website.

http:/ /www.surfcontrol.com
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1 BEFORE YOU BEGIN
About Report Central

ABOUT REPORT CENTRAL

Report Central works with SurfControl Web and E-mail Filter to generate reports on your organization’s
internet and e-mail use. Choose from a wide range of useful pre-configured graphs and tables, or set up your
own powerful, flexible custom reports.
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System Requirements

SYSTEM REQUIREMENTS

To install Report Central, your computer and network needs to meet the requirements listed in Table 1-1.

Table 1-1 System requirements

Operating System (with
latest Service Packs)

Windows 2000 Server

Windows 2000 Advanced Server
Windows Server 2003 Standard Edition
Windows Server 2003 Enterprise Edition

Processor Pentium Ill or higher
Memory 512 MB

Disk space 1GB

Applications Internet Explorer 5.0 or later

Adobe Reader 6.0 or later to read reports in PDF format
SurfControl Web Filter or E-mail Filter (installed locally or remotely).

Database (hosted locally or
remotely)

Microsoft MSDE v3a
Microsoft SQL Server 2000

Other requirements

The SQL Server tembDB transaction log file should have a capacity of more than
5MB. 15MB is recommended. To allocate more memory to this file, follow
Procedure 2-3 on page 13. You can do this after you have installed Report
Central.

SurfControl Report Central 2.0

Installation Guide 3



1 BEFORE YOU BEGIN
System Requirements

INSTALLATION ISSUES

You should be aware of the following issues before installing SRC.

Pop-up blockers
You will need to configure any installed pop-up blockers to allow pop-ups from the Report Central URL.

Cookies

You will need to set your browser to allow cookies from the Report Central URL.

Incorrect server name syntax
If you have installed Microsoft security patch MSO1 - 055 for Internet Explorer 5.5 or 6, the names of your

(T3EE}

servers or domians must use alphanumeric characters only. Characters such as the underscore (
the cookie to be blocked. See Microsoft KB article 316112 for mote details.

) will cause

4  Installation Guide SurfControl Report Central 2.0
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2 INSTALLING REPORT CENTRAL
Installing Report Central

INSTALLING REPORT CENTRAL

You can install SurfControl Report Central for either Web Filter or E-mail Filter, or both together, depending
on which products you have installed. In this chapter you will be walked through installing Report Central for
Web Filter and E-mail Filter independently.

REPORT CENTRAL FOR WEB FILTER

To install Report Central for SurfControl Web Filter only, follow Procedure 2-1:

Procedure 2-1:Installing Report Central for Web Filter

Step Action

1 Run the Report Central setup.exe program to El
launch the installation wizard. The Welcome
screen will display. SurfContral’  Suitomuel Aepon Conar oo

Click Next. The InstallShisld® wizard will install SurfCantrol Report
ﬂ Ceniral on your computer, To continue, dlick Nex,

7

i
Coppright @ 2003-2005 SwifContral ple. Al rights reserved
<gack [[CHets | cencal |
2 The License Agreement screen will display. Select E
I accept the terms of the license agreement. B R > )
Please read the following license aaresment carefuly surfContrel’
Click Next.
SURFCONTROL ﬁl
SOFTWARE LICENSE AGREEMEMT

FLEASE READ THIS CAREFULLY BEFORE YOU INSTALL THE SOFTWARE.

LICEMSEE'S RIGHT TO USE THIS SOFTWARE |5 SUBJECT TO THE TERMS AND
COMDITIONS SET OUT IN THIS LICENSE AGREEMENT [MLICENSE"). BY CLICKING

ON THE " ACCEPT" BUTTON AND USING THE SOFTWARE, LICEMSEE |5
COMSENTING TO BE BOUWD BY THIS LICENSE. IF LICENSEE DOES NOT AGREE

TO ALL OF THE TERMS AND CONDITIONS OF THIS LICENSE, CLICK OM THE *|
DISAGREE" BUTTON AND THE INSTALLATION PROCESS WILL NOT CONTINLE.

'rOU HEREEY REPRESENT AND WARRANT THAT YOU ARE AUTHORIZED TO =

* | accept the terms of the license agreement

| do not accept the terms of the license agresment

InstallShield

< Back Het> | Concel |
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INSTALLING REPORT CENTRAL 2
Installing Report Central

Procedure 2-1:Installing Report Central for Web Filter

Step Action

3 The Choose Destination Location screen will x|
di sp | ay. Choose Destination Location
Select folder where setup will install files. Surfcontral‘
To accept the default destination for the Report -
Centra | fl Ies' Cl ICk NeXt Ta \rlea\’\ lalh\s falder, click Next. To install to a differsnt folder, click Browse and select
another folder.
Alternatively, browse to the location where you
want the files to be installed.
Click Next.
Destination Folder
’VE “Program Files\SurfControl\Report Central Browse...
InstallShield
<Back  [[Hets | cencel |
4 The Select Features screen will display. 5
Select Web Filter Reports. b 4 =
. SurfContrel
CI I Ck NeXt Select the features you want to install, and deselect the features pou do not want to install
wicb Filer Fieports Desciiption
[]EMail Filter Reports FRieports for Web Filtering
45,02 MB of space requited on the C drive
16267.17 MB of space available on the C drive
IrstalShield
<Back News | Cancel |
5 Specify the Web Filter platform that your x|
organization is running. Choose one of the Setup Type _ —
fOI | OWI n g ::\;f‘tstt‘?‘\e wersion of SurfControl Web Filker to run reparts Surfcontrolx
e SurfControl Web Filter for Windowvs, Selct Pltform
. & surFCantrol Web Filker for Windows, Microsoft 154 and Proxy Server
MICI’OSOft ISA and Proxy Server. " SurFControl Web Filker For Juniper Metworks Security Devices
° S u rfco ntrol Web FI |ter fo r J u n I per N etWO rks " surfControl Web Filtsr For Cisca Content Engine or Check Point
Security Devices. S
. S u rfCo ntrol Web F | |te|" fO r CiSCO Content ’V ™ Hide user identifiable information. Reports wil not show user information
Engine or Check Point.
6 If you want Report Central to hide user- e
. . g . . ack el ancel
identifiable information (for example to comply = |

with regional privacy laws) select the checkbox.
Click Next.

SurfControl Report Central 2.0 Installation Guide 7



2 INSTALLING REPORT CENTRAL
Installing Report Central

Procedure 2-1:Installing Report Central for Web Filter

Step Action

7 Now create an account for the user who will be [SurfControl Report Central 1 L =
administrating Report Central. Create Reports Administrator User

Enter a user name and password

. SurfContrel’
Enter a username and password, then confirm
Please enter & user name and password for a Reparts Administrator level user. This user will

the password. have fullconfiguration and reportingrights for SuiControl Repan Centrel
Click Next.

User name: admin
Password ssssne
Confim Password eeenwe|

Iristall5hield
<Back Nest> | Concel |
8 Specify the server where the MSDE / SQL =
database you want to report on resides. Select MSDE/SAL Server Database

> )
SurfContrel’

Select the authentication method that the server
. Please select the MSDE/SAL Server database and authentication method.
uses. Choose one of the fo||oW|ng; Fyou prsfer to chinse & database when pou frst 1n SufConbol Repor Central leave the

server field blank and click Next.

¢ Windows authentication

Server |SWwF_WEE hd
e SQL authentication Authenticstion
© Windows

If the server uses SQL authentication, enter the e

user name and password. =
Passwont T

Click Next.
IstalShele
<Back Het> | Concel |
9 Select the Database from the drop-down list box. 5
In a default Web Filter installation this will be Select MSDE/SQL Server Database
SurfControl WebFilter SurfContrel’
Click Next. e — r—

If you prefer to choose a database after vou have installed SurfControl Report Central,
leave the database field blank and click Nexst

Database:

InstallShield

< Back Het> | Concel |
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Procedure 2-1:Installing Report Central

INSTALLING REPORT CENTRAL 2
Installing Report Central

for Web Filter

Step Action
10 You will then be reminded to schedule a =
database update once you have finished "T‘h"DLI'":‘“d P-4~
installing Report Central, the'Edaatta;:se ward and Dill Dovwn Reporting require an update to SurfContral‘
Report Central needs to update the database SO Following installation pou can 1un e update immedistely or schedule the Lpdate to take place
that Dri”‘dOWn reporting and the threat wihen network traffic is light, using Report Central Configuration » Database Seftings.
dashboard can work properly. If the database is
large, this may take some time.
See the Report Central Administrator’'s Guide for
information on how to schedule a database
update.
InstallShield
Click Next. <ok [[Hats ]|  remcel |
11 If you selected Windows authentication in Step x|
8, you need tO SeleCt an account for the Report Select account for SurfControl Report Central Service D .
Central service. If the database is on the local SurfContrel
server you can choose Local System Account. et e oot R o el o ot o Bt
If the database iS nOt on the IOcal SerVer, enter a TF the database is on this server you may choose the local system account,
valid user name and password for the server & it syt ecurt
where the database is hosted. € T Account
Domainilser name:
Click Next. e ——
Password Confirm;
InstallShield
< Back Mext > I Cancel |
12 Click Install to begin copying the Report Central ]
files. Ready to Install the Program
The: wizard s ready to begin installation surfContrel’
Click Install to begin the installation.
If you want ta review or change any of pour installation settings. click Back. Click Cancel to exit
the wizard.
InstallShield
Cancel |
13 After installation, click Finish from final screen. You are ready to begin reporting on Web use in your
organization. Consult the Report Central for Web Filter Administrator’s Guide for information on how
to set up and run reports.

SurfControl Report Central 2.0 Installation Guide 9



2 INSTALLING REPORT CENTRAL
Installing Report Central

REPORT CENTRAL FOR E-MAIL FILTER

To install Report Central for SurfControl E-mail Filter only, follow Procedure 2-2:

Procedure 2-2:Installing Report Central for E-mail Filter

Step Action

1 Run the Report Central setup.exe program to x|
launch the installation wizard. The Welcome
. . » Welcome to the InstallShield Wizard for
screen will display. SurfContrel’  sufContol Report Central
Click Next. The InstallS hield® Wizard will install SuifCantrol Report
F Central on your computer. To continue, click Newt
1
Copyright © 2003-2005 SurfCantral ple. Al rights reserved
<Back Cancel |
2 The License Agreement screen will display. Select =
| accept the terms of the license agreement. License Agrecmette, > )
Please read the following license agreement carefully. s
. SurfContrel
Click Next.
SURFCONTROL ﬁl
SOFTWARE LICEMSE AGREEMENT
PLEASE READ THIS CAREFULLY BEFORE vOU INSTALL THE SOFT'WARE
LICEMSEE'S RIGHT TO USE THIS SOFTWARE 1S SUBJECT TO THE TERMS AND
COMDITIONS SET OUT IN THIS LICENSE AGREEMENT [“LICENSE"). BY CLICKING
ON THE " ACCEPT" BUTTON AND USING THE SOFTWARE, LICENSEE 1S
COMSEMTING TO BE BOUND BY THIS LICEMSE. IF LICENSEE DOES NOT AGREE
TO ALL OF THE TERMS AND CONDITIONS OF THIS LICEMSE, CLICK ON THE "1
DISAGREE" BUTTON AND THE INSTALLATION PROCESS WILL NOT CONTINUE.
vOU HEREBY REPRESENT AND WARRANT THAT YOU ARE AUTHORIZED TO LI
| do not accept the terms of the license agresment
InstallShield
<Back Nest> | Concel |
3 The Choose Destination Location screen will i
displ ay. Choose Destination Location

Select folder where setup will install files. Surf/catrel‘
To accept the default destination for the Report

Central files, click Next.

Alternatively, browse to the location where you
want the files to be installed.

Click Next.

Setup will install SurfControl Report Central in the following folder

Tainstall to this folder, click Nest. To install to a different folder, click Browse and select
another folder.

Destination Folder
’7E “Program Files\SurfContro\Report Central Browse: ‘

InstallShield

<Back Cancel |
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INSTALLING REPORT CENTRAL 2
Installing Report Central

Procedure 2-2:Installing Report Central for E-mail Filter

Step Action

4 The Select Features screen will display. x|
. - Select Features
Select E-mail Filter Reports. oct e (oo >
Jof Select the features setup wil nstal SurfContrel
Click Next. Select the features you want to instal, and deselect the features you da not want to install
e Filer Fieponts Dsseiiptcn

Fieports for E-Mail Filering

Ml Filer Fepots;

45,02 MB of space required on the C diive
64786.72 ME of space available on the C diive

IrstallEhisld
<Back Nest> | Concel |
5 Now create an account for the user who will be E
admlnlstratlng Report Central Create Reports Administrator User

Erter a user name and password : .
. SurfContrel
Enter a username and password, then confirm = .

Please enter a user name and password for a Reports Administriator level user. This user wil

the paSSWOI’d . have full configuration and reporting rights for SurfContral Repart Central
Click Next.

User name: admin
Passwird LIITIT]
Confirm Password: LLITIL

InstallShield
<Back Het> | Concel |
6 Specify the server where the MSDE / SQL x|
database you want to report on resides. Select MSDE SRty

SurfContrel’
. urfContre
Select the authentication method that the server -

Please select the MSDESSQL Server database and authentication method,

uses. Choose one of the foIIowing: If you prefer to choose a database when you first run SurfControl Report Central leave

the server field blank and click Nesxt.

¢ Windows authentication

Server;
e SQL authentication e
. .  Windows

If the server uses SQL authentication, enter the s

user name and password. e
Eassword; l—
Click Next.

IrstalBhield

< Back Mext = I Cancel |

SurfControl Report Central 2.0 Installation Guide 11



2 INSTALLING REPORT CENTRAL
Installing Report Central

Procedure 2-2:Installing Report Central for E-mail Filter

Step Action

7 Select the Database from the drop-down list box. x|
In a default E-mail Filter installation this will be Select MSDE/SQL Server Database —
StemLog SurfContrel’

. Select the database you want SurfControl Report Central ko connect ko,
CI IC k Next. IF you prefer ko choose a database after you have installed SurFContral Report Central,
leawe the database field blank and dlick Mext.,
Database:
IrstalShield
< Back Mext = I Cancel |
8 If you selected Windows authentication in Step x|

Select account for SurfControl Report Central Service

6, you need to select an account for the Report =
Central service. If the database is on the local SurfContrel
server yOU can ChOOSE Local System ACCOUnt. Since a trusted MSDE/SQL connection has been chosen you should select an administrative

account that the SurfControl Report Central Service will run as to connect to the database.

If the database is nOt on the |oca| SerVer, enter a TF the database is on this server you may choose the local system account,
. Log On As
valid user name and password for the server £ Loce Systom ot
where the database is hosted.  This Accoure
Domainilser name:
Click Next. sl ——
Password Confirm;
InstallShield

< Back Mext > I Cancel |

9 Click Install to begin copying the Report Central ]
files. Ready to Install the Program

The: wizard s ready to begin installation Surf/(%trel‘

Click Install to begin the installation.

If you want ta review or change any of pour installation settings. click Back. Click Cancel to exit

the wizard.

InstallShield
Cancel |

10 After installation, click Finish from final screen. You are ready to begin reporting on E-mail use in your

organization. Consult the Report Central for E-mail Filter Administrator’s Guide for information on
how to set up and run reports.
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INSTALLING REPORT CENTRAL 2
Managing Database Memory

MANAGING DATABASE MEMORY

When generating reports, SQL Server can run out of memory if the SQL Server TempDB transaction log does
not have enough memory allocated to it. To allocate more memory, follow these steps:

Procedure 2-3:Allocating memory to the TempDB transaction log

file

Step Action

1 Launch SQL Server Enterprise Manager.

2 Select TempDB from the database list.

3 Right-click on TempDB and select Properties from the shortcut menu. The TempDB properties sheet
will display.

4 Select the Transaction Log tab.

5 Under Space Allocated (MB) enter a value of 15 or above.

6 Click OK to close the dialog.

SurfControl Report Central 2.0 Installation Guide 13
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