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WHY USE MOBILE FILTER?

SurfControl Mobile Filter enables you to extend your corporate Acceptable Use Policy beyond the walls of
the office. With Mobile Filter you can manage the Internet use of mobile and remote employees. Mobile
Filter uses a thin-client installed on a range of Internet enabled devices such as laptops and ties them into
the corporate Internet usage policy to protect against the following problems:

* Legal Liability

Letting employees surf anywhere on the Internet can lead them to stray to clearly inappropriate sites;
sexually explicit sites and those promoting violence, hate speech, and gambling. This kind of surfing
can lead to lawsuits, harassment charges, and even criminal prosecution.

* Productivity

If an employee is accessing the Internet in company time with company property, you can ensure that
it is for company use.

* Network Security

Protect against viruses and malicious content entering your work place via an employee using an
external modem or Internet Service Provider (ISP).
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WHERE TO INSTALL

You must position the Mobile Filter server so that both internal and external clients can access it over TCP
port 80.

SURFCONTROL MOBILE FILTER INSTALLED IN A DMZ

You can position the Mobile Filter server on a computer situated in the corporate network’s demilitarized
zone (DMZ) as in the figure below:

Figure 2-1 Mobile Filter within a DMZ
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In the figure illustrated below, the Mobile Filter server is installed within the main network. You need to
configure your firewall to allow traffic on TCP port 80, providing this traffic is only going to this server:

Figure 2-2  Mobile Filter within the main network
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SYSTEM REQUIREMENTS

You should check that the computers you will be using meet the system requirements, as outlined in the
Server and Client sections below.

SERVER

Table 2-1 Mobile Filter server System Requirements
Component Minimum Recommended
Processor Intel Pentium 11 Intel Pentium IV
Memory 512 MB RAM 1 GB RAM

Supported Operating Systems (with latest | Windows 2000 Server

Service Packs) Windows 2000 Advanced Server
Windows Server 2003 Standard Edition
Windows Server 2003 Enterprise Edition

Disk Space 1 GB free 5 GB free
Supported database platforms (with latest | Microsoft SQL Server Express (Requires Windows Installer 3.1 if
Service Packs) installing on a Windows 2000 computer)

Microsoft SQL Server 2000

Microsoft SQL Server 2005

Note: SurfControl recommends that you have SQL Server Express
or SQL Server installed before installing Mobile Filter.

Applications Microsoft Internet Information Services (11S) 5 or higher.

SurfControl Corporate Network Detection Service (CNDS). This is
optional.

Installing on Windows 2000 Server

Before you install the Mobile Filter server check that you have Internet Services Manager installed in the
Programs > Administrative Tools menu. If this is not installed, perform the following steps to install it:

Open Control Panel.
Select Add or Remove Programs.
Select the Add/Remove Windows Components menu.

Select Internet Information Services (IIS).

ga A W N P

Click Next to begin the install process.
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Installing on Windows Server 2003

The Windows Server 2003 default installation does not include 11S. Perform the following steps to install
IIS:

Open Control Panel.

Select Add or Remove Programs.

Select the Add/Remove Windows Components menu.
Select Application Server and click Details.

Select Internet Information Services (lIS).

o O~ WN P

Click Next to begin the install process.

You then need to configure 1IS on a Windows Server 2003 computer by following the instructions below:

Configuring IIS on Windows Server 2003

1 From Administrative Tools in Control Panel, double-click Internet Information Services (IIS)
Manager.

Expand the local computer tree and click Web Service Extensions.

Select All Unknown ISAPI Extensions and click Allow.
Install SurfControl Mobile Filter.

CLIENT

Table 2-2 Mobile Filter Client System Requirements
Component Minimum Recommended
Processor Intel Pentium 11 Intel Pentium IV
Memory 64 MB RAM

Supported Operating Systems (with latest | Windows 2000

Service Packs) Windows XP Professional

Windows Vista Business and Enterprise Editions

Disk Space 10 MB free

Applications Microsoft Internet Explorer 5.5 or higher.
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DATABASE CONSIDERATIONS

Before you start to install Mobile Filter, you should decide:

»  Which database platform you plan to use (SQL Server Express or SQL Server).

» How Mobile Filter will connect to the database (Windows or SQL authentication).

DATABASE PLATFORMS

Mobile Filter uses SQL Server Express, or a fully-licensed version of SQL Server 2000 or 2005.
SurfControl recommends that you ensure your choice of database platform is installed and running before
attempting to install Mobile Filter. Using SQL Server rather than SQL Server Express offers the following
advantages:

» Allows greater scalability.

* The ability to fine-tune database performance.

* More suitable for environments with heavy Web traffic.

*  SQL Server Express has a maximum size of 4GB.

Mobile Filter connects to the database using a fully-qualified connection string. This string contains all the
details required to connect to a database including database type, name of the server, user ID, password,
and database name. Using a connection string does not require the creation of a Data Source Name

(DSN). Therefore, any Mobile Filter server on the network can access the database without creating a link
through the ODBC driver.

SQL Server Express

If you are not using SQL Server, you need to install SQL Server Express. SurfControl recommends you
install your database platform before installing Mobile Filter. If you want to use SQL Server Express, be
aware of the following:

* You must install .NET Framework 2.0 before installing SQL Server Express.

» Ifinstalling on a Windows 2000 computer, you must install Windows Installer 3.1 before installing
SQL Server Express.

* You must install SQL Server Express as a Default Instance when prompted during installation.
* You must install the Database and Connectivity Components when prompted during installation.

* You must perform the steps outlined in the Post SQL Server Express Installation Configuration
detailed below before installing Web Filter.

» By default, SQL Server Express runs as a Network Service. When performing a database archive or
restore, it needs to run with a local admin account to be able to access drive C.

» Microsoft specifies that the maximum size for a SQL Server Express database is 4GB.
The following post SQL Server Express installation configuration is taken from the MSDN Blog entry: http:/

[blogs.msdn.com/sqlexpress/archive/2004/07/23/192044.aspx. which explains the steps in more detail.
The Post SQL Server Express Installation Configuration steps are as follows:
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Make sure SQL Server Express is running correctly (assumes a default install).
Open a Command Prompt.

Type the following: sqlcmd -S.\sqlexpress

You should see a prompt like this: 1>

Type: Exit to exit sqglcmd

Open the SQL Computer Manager.

Expand "Server Network Configuration”.

Expand Protocols for "SQLEXPRESS".

Enable Np (for local and remote access).

© 00 N oo o b~ WN PP

10 Enable TCP (for local and remote access).
11 Restart SQL Server Express.

To access SQL Server Express database tables, you can use the Windows OSQL utility from the
command prompt. For more details about the OSQL utility, visit www.microsoft.com.

For more information about SQL Server Express, visit: http://www.microsoft.com/sgl/editions/express/
default.mspx

SQL SERVER

If you have SQL Server on your network, you should plan to create the database on that server (you can
create and configure the database during the installation process).

/ Note: SurfControl recommends installing SQL Server on a dedicated server.

B

If you plan to use a SQL Server database, but have not installed Microsoft SQL Server, complete the
following tasks before installing Web Filter:

_ Caution: Install SQL Server with the default setting of case insensitivity, including case
; ! insensitivity for Dictionary Order. Choosing case sensitivity may cause problems when
—— installing Web Filter.

1 Install SQL Server on the designated server. This can be the same machine as the Web Filter server.
2 Make sure your server has the minimum resources as listed in the table below:
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Table 2-3 SQL Server minimum requirements on Web Filter server

# Users Server Specification

<500 Intel Pentium 1V, 2 GB RAM, 1.2 GHz processor, 10 GB hard drive.
500 - 1000 Intel Pentium 1V, 3 GB RAM, 1.4 GHz processor, 20 GB hard drive.
1000 - 5000 Intel Pentium IV, 5 GB RAM, 1.4 GHz processor, 40 GB hard drive.
>5000 Intel Pentium 1V, 7 GB RAM, 1.8 GHz processor, 60 GB hard drive.

3 Configure SQL Server to limit memory and processors when running both Web Filter and SQL Server
on the same computer.

» There should only be one database owner (db_owner) per database.

» If you need to have multiple user accounts with database access, the other users should only have
db_datareader and db_datawriter permissions.

Reasons to Install SQL Server on a Dedicated Server

Use SQL Server 2000 or 2005 on a dedicated server if your organization:

Needs to store large amounts of data (for example, you have a large number of users, high Internet
activity, or need to retain data for an extended period).

Requires more than one Web Filter server (collector) to consolidate data in a single database.

Plans to store Web Filter and SurfControl E-mail Filter data on the same SQL Server installation.
Make sure your dedicated SQL Server has the minimum resources listed in the table below:

Table 2-4 SQL Server minimum requirements for large environments

# Users Computer Specification

<500 Intel Pentium IV, 1 GB RAM, 1.2 GHz processor, 10 GB hard drive
500 - 1000 Intel Pentium 1V, 2 GB RAM, 1.4 GHz processor, 20 GB hard drive
1000 - 5000 Intel Pentium 1V, 4 GB RAM, 1.4 GHz processor, 40 GB hard drive
>5000 Intel Pentium IV, 6 GB RAM, 1.8 GHz processor, 60 GB hard drive

SurfControl Mobile Filter v5.5 Starter Guide 9



DATABASE AUTHENTICATION

Web Filter supports both Windows authentication and SQL authentication. SurfControl recommends SQL
authentication for Mobile Filter.

Windows authentication

If you choose Windows authentication, make sure domain rights are correctly configured between the Web
Filter server and the SQL Server. The Web Filter installer account requires SQL Server database creator
rights.

SQL authentication

If you choose SQL authentication, you will need to create a SQL Server login specifically for Mobile Filter.
This login is required for creating the database and should be used for all Mobile Filter database activities.

If you choose to connect to the SQL database using SQL authentication, make sure the SQL Server is
configured to support SQL Server and Windows NT authentication.
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INTRODUCTION

This chapter explains how to install SurfControl Mobile Filter. There are four stages to the installation
process.

Table 3-1 Installation Workflow

Stage Description

Database platform preparation If you have chosen SQL Server Express for your database platform,
download and install it from the Microsoft Web site. See Installing
SQL Server Express (optional) on page 13.

Product installation and Configuration Install Mobile Filter (complete installation).

Wizard

Remote Administration If you want to administrate the Mobile Filter server from a remote
location, install the Remote Administration client on the remote
computer.

Install the VCA client if required.

Report Central Download and install SurfControl Report Central from:
http://www.surfcontrol.com

INSTALLATION PROCEDURES

This section contains the following procedures:

1 Installing SQL Server Express (optional) (page 13).
2 Installing Mobile Filter (page 14).

You can cancel the installation of Mobile Filter at any time by clicking Cancel. You will have to restart the
installation process if you decide to install again at a later date.

CHANGES TO THE SERVER

Installing Mobile Filter makes the following changes to your server:

Places a Web Filter icon % in the Notification Area at startup. From this icon, you can perform the
following actions:

— Stop or start the Web Filter and Scheduler services

— Configure the Web Filter service settings.
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— Serialize the product from the About dialog box.

If the Web Filter Service has stopped the Mobile Filter icon ﬂ? becomes grayed out.

/ Note: On a Mobile Filter Remote Administration client, the grayed out icon is placed in the
% Notification Area to indicate that the service is not running locally.

e Adds necessary registry entries.
e Creates the SurfControl_WebFilter database.
e Adds the following services:

— Web Filter service

— Scheduler service

— Remote Administration service

— Audit Logger service

— Virtual Control Agent service (can only be started with a licensed version of Mobile Filter)

Installing SQL Server Express (optional)

If you plan to use SQL Server Express for your database, you must install it in the following order before
installing Web Filter:

Download and install .NET Framework 2.0 from http://msdn.microsoft.com/netframework/

2 If you are performing the installation on a Windows 2000 computer, download and install Windows
Installer 3.1.

3 Download and install SQL Server Express from http://www.microsoft.com/sql/editions/express/
default.mspx

/ Note: You must install the Database and Connectivity Components when prompted during
% installation.

4  Perfom Post SQL Server Express Installation Configuration as described in the section on SQL Server
Express.

5 You need to run SQL Server Express with a local admin account to be able to perform database
management tasks such as Archive and Restore, as these tasks require access to drive C on your
server. You will need to restart the server before installing SurfControl Mobile Filter.

You are now ready to begin installing the Mobile Filter server. Continue to The Mobile Filter Server
installation instructions.

SurfControl Mobile Filter v5.5 Starter Guide 13


http://msdn.microsoft.com/netframework/
http://www.microsoft.com/sql/editions/express/default.mspx

THE MOBILE FILTER SERVER

The following section outlines the instructions for installing SurfControl Mobile Filter on your server:

Locate the SurfControl Web Filter executable file (setup.exe).

2 Double-click setup.exe to start the installation process. The Welcome screen is displayed.

SurfControl Web Filter Setup x|

\ ~N

> )
SurfControl’

Welcome to SurfControl Web Filter

This Setup program will install SurfContral 'web Filter
wersion 5.5 on this computer

“Y'ou must be logged into this computer with Local System
- Administrator privileges.
Beadme |

SuriCantral
Adaptive Threat
~Intelligence
~ it Deiect ™ First iz Profect
Copyright € 1336-2006 SurfControl ple. All rights reserved.
<Back  |{Heds Y Caricel
Click Next.

3 The License Agreement screen is displayed.

SurfControl Web Filter Setup x|
SurfControl Product License Agreement /a
SurfControl
SURFCONTROL i’
SOFT\WARE LICEMSE AGREEMEMT

PLEASE READ THIS CAREFULLY BEFORE YOU INSTALL THE SOFTWARE OR THE
DOCUMENTATION.

LICEMSEES RIGHT TO USE THE SURFCOMTROL PRODUCTS ARE SUBJECT TO

THE TERMS AND COMDITIONS OF THIS LICEMSE AGREEMENT [“AGREEMENT")

B CLICKING OW THE " ACCERT" BUTTON AND USING THE SURFCONTROL
PRODUCTS, LICEMSEE 15 CONSENTING TO BE BOLUMND BY THIS AGREEMENT. IF
LICENSEE DOES WOT AGREE TO ALL OF THE TERMS AND COMDITIONS OF THIS
AGREEMENT, CLICK ON THE "I DISAGREE" BUTTON AND THE INSTALLATION LI

" | accept the tems of the license agreement

Ok | do not accept the termz of the license agreement

ImstallShield

< Back Hezt > I Cancel |

i Select | accept the terms of the license agreement.
i Click Next.
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If the setup program does not detect a suitable database, the Select Database Installation Options
screen is displayed. (If you have already installed SQL Server Express or SQL Server) this screen will

not be displayed.

x|

surfControl Web Filter Setup

Select Database Installation Dptions /a
SurfControl

SurfControl Web Filter could not detect an instance of Microzoft SOL. Please select the
required databasze installation option:

Complete SurfControl “web Filter product with SOL Server Express [this wil
install SAL Server Express).

g | Complete SurfControl \web Filter product uging an existing SOL Server.

SurfCantral ‘Web Filter &dministration [requires a valid connection to a remote
SOL Server)

Iristall 5 higld

< Back | st > I Cancel

i You can either:
— Install the complete product which will also install SQL Server Express.

— Install the complete product using an existing SQL Server database.
— Install the Remote Administration version of Web Filter.

ii  Click Next.

5 The Product Type screen is displayed.

x
Product Type /a
SurfControl

Select Platform
€~ SurfControl ‘Web Filter

NOTE: You must have Microsoft 115 installed on this server in arder ta complete a full Mabile
Filter install. Femote Adminiztration b obile Filter installs do not require Microzoft 115,

IristallShield

< Back | Mest > I Cancel

i Select SurfControl Mobile Filter.
i Click Next.
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6 The Setup Type screen is displayed.

i
Setup Type /a
SurfControl’

Chaoose the setup type that best suits your needs.

& complete SurfContral Web Filker product

" Remote Administration

@ Install the Remote Administration client

Destination Folder
’7C:'I,Program FilesiSurfContrali\Web Filker Browse, .. | ‘
Iristall 5 hield

< Back Mext = I Cancel |

i  Select Complete Product. The setup program installs Web Filter to a default path of c:\program
files\SurfControl\Web Filter. If you want to install Web Filter in a different location on the server,
click Browse to choose a new path.

ii  Click Next.

7 The Installation Summary screen is displayed.

SurfControl Web Filter Setup x|
Installation Summary /a
Fleview settings before copying files. Surfcontl'Ol

SufControl Web Filter 5.5 Setup is ready to begin copying the files onto vour system. Click Mext
to proceed with the installation, or Back ta change your settings.

Settings:

Installation tpe: -
New Installation.
Inztallation Directory: C:\Program FileshSurfCantralitweb Filker

Platfarm:
Microsoft Windoves 2003

Companents Selected:

‘web Filker Server =
Kl _>l_I

IristallShield

¢ Back Cancel |

Review your settings before starting the installation. When you are ready, click Next to begin copying
the Web Filter files.
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8 You have successfully installed Web Filter.

surfControl ¥Web Filter Setup

InstallShield Wizard Complete

The InstallShield \Wizard haz successfully installed SurfContral

>
Surfcontrol‘ ‘web Filter. Click Finish ta exit the wizard.

The Configuration \Wizard will then start automatically. The
Configuration *+fizard will guide vou through the configuration

process and start the SurfControl ‘Wb Filter services.
SurfCantral
Adaptive Threat
- Intelligence
- st tm Ditect = Fust o Protect

< Back

Finish Canze |

Click Finish. The Configuration Wizard will start automatically. See Using the Configuration Wizard
on page 18 for more details.
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CONFIGURATION WIZARD

The wizard will launch after you have finished the complete installation process on your Web Filter server.
The following instructions guide you through the wizard.

Using the Configuration Wizard

1 As soon as the setup program is complete, the Configuration Wizard will start.
x|

SurfControl’

Welcome to SurfControl Web Filter

Before vou can begin Filkering web traffic, you need o configure SurfControl
wWeb Filter, This wizard will guide vou through the process so that yaou can
protect your system against Internet threats as quickly as possible.

Configuration is in 3 part(s);

1, Your Organization
2. System Details
3. Filtering Options

< Back Cancel

Click Next.
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2 The Your Organization screen outlines the information you will enter in this section.

¥ surfControl Web Filter Configuration Wizard LI

SurfControI' Your Organization
Your 5 3 " R
o This section sets up some details about vour organization:
Organization
oo * Enter vour contact information to register with SurfControl,
+ Enter alicense key for SurfContral Web Filker
— @ System Details
2

oooood

Filtering Options
oooo

< Back Cancel
Click Next.
3 The Customer Information screen is displayed.
W SurfControl Web Filter Configuration Wizard ﬂ
surfcontrol' Customer Information
Your Enter your contact infarmation to register with SurfContral, You must be
w Organization registered before Live Updates can be scheduled,
(= m]
Name: I *
3 System Details Organization: | *
.
N
oooood E-mail address: I @
Sountry: IUnited Kingdom j &
Filtering Options
Phone number: I *
oooo
Zip or post-code:
* Required Field
< Back I [dext = I Cancel |

i Fill in your details to register with SurfControl. Registered users can schedule live updates of the
Internet Threat Database.

i Click Next.
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4 The Licensing screen is displayed.

W SurfControl Web Filter Configuration Wizard x|

SurfContrel” ™"

Your
Organization
(=]

Are vou evaluating SurfContral Web Filker, or have vou purchased a license?

% 1 .am evaluating SurfControl Web Filker

W System Details
N ‘¥ou can evaluate SurfContral Web Filker free for 30 days, During this
ooooo time you can use every Feature of the praduct.
Filtering Options
oooo I have purchased a license
License key:

Cancel

< Back

If you are an evaluating customer:
i Select | am evaluating SurfControl Web Filter.
i Click Next.

If you have purchased a Web Filter license:
i Select| have purchased a license and enter your license key.
i Click Next.

If you have purchased Web Filter but do not have a license key, contact SurfControl Sales.
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5 The System Details screen outlines the information you will enter in this section.

W surfControl Web Filter Configuration Wizard LI

surfcontrol' System Details

énur izt This section sets up some basic system details required For vour installation of
Drganlza 1on SurfControl Web Filker:

+ Specify a Microsoft SQL Server database for Web Filker ta use,
« Specify privacy options For compliance with local legislation.
+ Select Active Directory connection security level

N S + Enable the Bandwidth Control Feature if the database is shared with
\ﬁ

Details surfContral Web Filker For 154
« Enter a Pass-Fhrase

oooooo

Filtering Options
oooo

Caniel

Click Next.

6 The Select Database screen is displayed.

W SurfControl Web Filter Configuration Wizard x|

Surfcontrol' Select Database
. Select the Microsoft SQL Server database that SurfContral Web Filter will use.
o
Crrganization SErver: ||
@@
[~ Connection
W System i Use trusked connection
- Details
@EOooooo % Lse this lngin
Login IC: I
Filtering Options
Password: I
oooo
- Database
(% Create & new datsbase ISurFControI_WebFlIter
(= lse an existing database I j

< Back I [dext = I Cancel

i Fill in the fields as follows:

— Server: enter the name or IP address of the server where your SQL Server Express or SQL
Server database is located.

— Connection: specify how Web Filter connects to the database. Web filter uses either a SA
username and password, or a trusted connection.

— Database: specify whether you want to use an existing Web Filter database, or create a new
one.
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ii  Click Next.

The Select Account screen is displayed if you chose a trusted connection in step 6.

W surfControl Web Filter Configuration Wizard x|

Select Account

SurfControl’

Yaur Select an administrative account that the Web Filter service wil use to connect to the

Organization database.
@

If the database is located on this server, wou can use the local system account.

& System = 9
Log on as:
Q Details e
. @E0oon & Local System Account
" This &ccount
Filtering Options
DomaintUser name: I
oooo
Password; I
Confirm password; I

< Back Cancel |

i You need to choose how Web Filter will connect to your database.

— If your database is located on the same server as Mobile Filter, you can select Use Local
System Account.

— If your database is hosted remotely on another server, you need to select This Account. You
need to enter the Domain and User name, with the corresponding Password for that user.

ii  Click Next.
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8 The Privacy Options screen is displayed. (This screen will not appear if you selected an existing
database in Step 6).

W SurfControl Web Filter Configuration Wizard x|

Privacy Options

SurfControl’

‘four
m Organization
' oF

Do wou need to hide user identifiable information?

I Hide user identifiable information

2  System
™~ Details
@EE@EOOn

« - If youneed to hide browsing information o comply with local
! legislation, select Hide user identifiable infarmation. Reports will nat

Filtering Options 1/ contain user details and viewing user details in the Manitar wil
E require password authentication.

oooo

< Back.

Canicel |

i If you need to hide user information to comply with regional legislation, select Hide user
identifiable information.

ii  Click Next.

9 The Secure Active Directory Connection Configuration screen is displayed.

W surfControl Web Filter Configuration Wizard x|
Surfcontrol. Secure Active Directory Connection Configuration
Your Please select the security level of the connection ko your Active Directary
Organization server, The defaulk level is 'Mon-Secure', which uses a standard LDAP port. By
) oo selecting 'Secure’ all communications with the Active Directory server will take

place using S5L. Your Active Directory server must be already configured Far
secure connections For Web Filker to make a secure connection with it.

5 System
> Details ; A X
Select the security level of your Active Directory connection

(= [ [ )

{* Mon-Secure Connection

Filtering Options " Secure Connection
B oooo

< Back Cancel |

i By default a non-secure connection is made to your Active Directory server. To change this to a
secure SSL connection, select Secure Connection.

i Click Next. Web Filter will attempt a secure connection.
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10 The Enable the Bandwidth Control Feature screen is displayed.

W surfControl Web Filter Configuration Wizard LI
Surfcontrol. Enable the Bandwidth Control Feature
Your
' Organization SurfControl Web Filter For IS4 Server has the ability to control
oa bandwidth e.qg. prioritize bandwidth For users andjor destinations. IF

wour installation shares a database with a \Web Filter for IS4 Server then
the bandwidth contral Feature can be enabled,

3 System
Q Details
OoE@EEn [” Enable bandwidth control feature.

Filkering Options
aooo

< Back Cancel |

If you are installing Mobile Filter on an ISA Server platform, you can enable this feature. This allows
you to prioritize traffic by applying a bandwidth control to a rule. Click Next.

11 The Server Pass-Phrase Configuration screen is displayed.

W surfControl Web Filter Configuration Wizard x|

Surfcontrol. Server Pass-Phrase Configuration

Your
*  Organization The pass-phrase acts as a security mechanism to ensure clients cannot be
oo registered with unauthorized servers. The pass-phrase also enables clients to
be migrated to a new database withaut client re-installation.

3 System
g@ Details
Oooo@E
Please enter & pass-phrase containing 8-16 alphanumetic characters

Filtering Options Enter Pass-Phrase: I
oooo

Confitm Pass-Phrase: I

< Back I [ext = I Cancel |

The pass-phrase ensures that Mobile Filter clients only connect to the specified server. It is also used
when performing a client upgrade.

i Enter an alphanumeric password of between 8 to 16 characters.
i Click Next.
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12 The Filtering Options screen outlines the information you will enter in this section.

W surfControl Web Filter Configuration Wizard LI

SurfControl’ Filtering Options

Your . ) ) .
% Organization This section helps vou set up the filkering options:

(=[] * Enable automatic purge of monitored data,

+ Opt ko download the latest Internet Threat Database.

* Set up e-mail notifications.

» Specify whether or not to send ¥CA and uncategorized destination feedback

—@  System Detail
2 REEI DRI ta SurfControl and categorize your compary domain names as Campany Sites
e in the Internet Threat Database,

Filtering
Options

oooo

Cancel

Click Next.

13 The Automatic Database Management screen is displayed.

W SurfControl Web Filter Configuration Wizard x|

Surfcontrol- Automatic Database Management

“aur
Qrganization
o@

SurfCantral Web Filter records all Internet activity in the monitared traffic
database. If this database becomes too large, it can impair petformance. Purge
the monitored traffic database regularly o maintain efficiency. The database wil
be archived before each purge.

oooooo

@ Svstem Details
-

¥ Archive and purge monitored traffic database once a month

Filtering
Dptions

@ooo

« - ‘Youcan amend this database event and schedule other
l ! database managemenk tasks using the Scheduler,

You can also use the SurfControl Web Fiter Database Tools
to perfiorm other database management tasks,

< Back. Cancel |

To purge the Web Filter database automatically once a month:
i Select Archive and purge monitored traffic database once a month.
i Click Next.
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14 The Internet Threat Database Update screen is displayed.

W surfControl Web Filter Configuration Wizard

SurfControl’

Internet Threat Database Update

Your
' Organization
o@
~  System Details
3
Oooo@@

Filtering
Dptions
o@oo

‘Your Internet Threat Database is not up to date. Would vou like to download the

latest database?

v Download the latest Internet Threat Database

< Back

Cancel |

For maximum protection you need the latest threat information.

i Select Download the latest Internet Threat Database.

ii  Click Next.

15 The E-mail Notifications screen is displayed.

W surfControl Web Filter Configuration Wizard

SurfControl’

E-mail Notifications

Your
' Organization
oo
—@  System Details
N
ooooo@

Filtering
Dptions
@@E@EO

SurfControl Web Filter can send an e-mail to the administrator when critical
EYENES OCcur,

~E-mail Server

E-mail server: I

{e.g. mailserver.yourcompany. com)

Recipient address: I

Erom address: IWebFiIter@suchontroI-notiFicat\ons.com

Message Types

¥ Service running status changes
¥ Internet Threat Database license reminders

¥ Scheduled task Failures

Cancel |

Web Filter can notify the systems administrator when system events occur.

i E-mail Server: enter the name or IP address of the e-mail server for your domain. Web Filter will

use this e-mail server to send notifications.

i Recipient address: enter the e-mail address of the systems administrator.

26 Starter Guide

SurfControl Mobile Filter v5.5



iii  From address: enter the address that the notification e-mails will be sent from.

iv. Now specify which Message Types you want to be notified of. Choose any or all of the following:
— Service running status changes
— Internet Threat Database license reminders
— Scheduled task failures

v When you have made your choices, click Next.

16 The Categorization screen is displayed.

W surfControl Web Filter Configuration Wizard 1[

,a + Categorization
SurfControl

r~Inkernet Threat Database Improvement Program
w iy ] Anonymously send ¥CA and uncategorized destination information ko

Crganization Surfcontrol
oa
[~ Uncategorized destination infarmation will be sent via the Proxy Server

% Use NI Authentication

= Systemn Details
™ ! Authenticate using
oooood

User narme: I Password:

— Company & Intranet

v Cateqarize local IP addresses as "Company & Inkranst"

Categorize these domain names as "Company & Intranet”:

’ Remove
Domain name: Add o st

< Back

Cancel |

When Web Filter encounters an uncategorized Web destination, it can send the details anonymously
to SurfControl. This helps to improve the effectiveness of the Internet Threat Database for future
updates.

i Clear the Anonymously send VCA and uncategorized destination information to
SurfControl check box to opt out of sending this information.

If you access the Internet via a proxy server, you can set the authentication for sending information
via this method.

You can also categorize your organization’s domains as belonging to the Company and Intranets
category. This means that when users visit your organization’s Web site or intranet, their visit will
be logged under this category.

i Click Add to add your domain (without entering the http://www prefix).
i Click Next.
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17 The Ready to Configure screen shows a list of tasks that the Configuration Wizard will perform to
configure Mobile Filter.

W surfControl Web Filter Configuration Wizard 1[

O » Ready to configure
SurfContrel

‘You are now ready ko save your configuration and start your local SurfControl Web
Filter services,

Stop Services

Set Registry Settings

Update Configuration Files

Register Product

Schedule Database Maintenance Tasks
Download Internet Threat Database
Schedule Uncategorized Site Feedback,
Create SMC XML file

Start the Task Bar Application

Set Database Settings

Create Shortcuts

Skart Services

< Back Cancel

Click Start.
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18 The Configuring screen is displayed.

W surfControl Web Filter Configuration Wizard : x|

,a Configurin
SurfContrel’ e

Mows setting up your SurfControl Web Filker Configuration

V’Stup Services

o et Registry Settings

=" Update Configuration Files

B Reqister Product
Schedule Database Maintenance Tasks
Download Internet Threat Database
Schedule Anti-virus Database Updates
Schedule Uncategorized Site Feedback
Create SMC XML File
Start the Task Bar Application
Set Database Settings
Create Shortouts
Start Services ;I

Configuring. .. 21%. complete

= Back. | et = | Cance] I

| v

A blue arrow shows the task currently in progress. As each task is completed, you will see a green
check.

If there is a problem with a task, you will see a warning icon /! next to it. You can either go Back to
change your settings, or Skip the task and move on to the next one.

If there is a serious problem with a task, you will see a failure icon £3 next to it. If this happens, the
Skip button will be disabled and you must go back to correct your settings.

Note: If you skip a task, Mobile Filter may not filter traffic effectively.
B/
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19 The Configuration Complete screen is displayed.
x|

>
SurfControl’

Configuration Complete

SurfControl Web Filker is now configured and ready to filker the web traffic of
your organization,

For help and tips on using SurfContral Web Filker, please visit:

bbb vy, surfronkral. comfsupport

also installed, then please make sure this is up bo date with the latest
wersion available as upgrades ko the SurfContral Web Filter database
could cause adverse effects. Vou can download and install
SurfControl Report Central from:

:J If wou are upgrading this product and SurfCantrol Report Central is

bbb f e, surfrontral, com

SurfControl Report Central adds reparting capabilties ta SurfContral
‘“web Fiter as a mult-layvered Web-based reporting tool with a
delegated secure logon,

=aack | Hnish Cancel |

You will need to install SurfControl Report Central to run reports on the internet traffic monitored by
Web Filter. This is available from a product DVD or as a download from: http://www.surfcontrol.com.

Click Finish.
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INSTALLING SERVICE PACK 3

This section contains information on Installing Web Filter Service Pack 3. You can cancel the installation at
any time by clicking Cancel. You will have to restart the installation process if you decide to install it again
at a later date.

1 Download the service pack from the SurfControl Web site to a suitable location.
2 Double-click setup.exe to start the installation process. A Welcome screen appears:
SurfControl Web Filter Yersion 5.5 Service Pack 3 Setup

\ ~N

Welcome to SurfControl Web Filter Version 5.5

’Z) Service Pack 3
rfControl’
Su co t OI This program will install SurfContral WWeb Filter Version 5.5
Service Pack 3 on this computer.
Fou st be Iogg_ed inta thiz computer with Local System
- Administrator privileges

BReadme |

SurfControl
Adaptive Threat
= Intelligence
= it bt ot o ot

Copyright 2 1336-2007 SwiControl ple. Al rights reserved.

< Back Cancel

3 Click Next.
4 When you see the License Agreement screen, select | accept the terms of the license agreement:
SurfControl Web Filter Setup E2
SurfControl Product License Agreement /‘a
SurfControl
SURFCONTROL ﬂ
SOFTWARE LICENSE AGREEMENT

PLEASE READ THIS CAREFULLY BEFORE Y0U INSTALL THE SOFTWARE OR THE
DOCUMENTATION.

LICEMSEES RIGHT TO USE THE SURFCOMTROL PRODUCTS ARE SUBJECT TO

THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT ["AGREEMENT")

B CLICKING OM THE "l ACCEFT" BUTTON AMD USING THE SURFCONTROL
PRODUCTS, LICENSEE 1S COMSENTING TO BE BOUND BY THIS AGREEMENT. IF
LICENSEE DDES WOT AGREE TO ALL OF THE TERMS AND CONDITIONS OF THIS
AGREEMENT, CLICK OM THE " DISAGREE" BUTTON AND THE INSTALLATION LI

£ 1 accept the temms of the license agreement

| do ot accept the terms of the license agreement

IrstallShield

< Back Hext > I Cancel

5 Click Next.
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You can now make a backup of your existing application databases using the Upgrade Options
screen:

SurfControl Web Filter Yersion 5.5 Service Pack 3 Setup [ %]
Upgrade Options

>
SurfControl’

— Database Backup Options

Select the application databases below to backup. If a database is shared between

applications, only one option will be selectable. Maote: Large databazes may take a long time
to backup.

Size [atabase

¥ Monitor  4.00 MB COOADELLWORKZ23. SurfContral_\webFilter

¥ Fules 4 00kE COEADEL W ORKZS SurfContal_twebFilter

COEADEL W ORKZS SurfContal_twebFilter

Browse... |

¥ Client  400WB

Backupto:  C:\Program Files\SurfControly\web Filter\DbB ackup

IrnztallShield

< Back | Mest » I Cancel |

This enables you to ‘roll back’ to your previous database, should this be necessary:

e Select Backup All to backup all of the available databases
OR

Select the database you want to back up from the list.

/ Note: If a database is shared with more than one application, you will only be able to select one
@ of the applications that uses it.

7 Click Next.

8 A screen informs you that the wizard is ready to install the service pack:

SurfControl Web Filter Yersion 5.5 Service Pack 3 Setup [ %]
Ready to Install the Program

The wizard iz ready to begin installation.

>
SurfControl’

SurfControl web Filter Verzion 5.5 Service Pack 3 setup is ready to begin copying the files onta
your spstem. Click Install to proceed with the installation.

IrnztallShield

< Back

Cancel
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9 Click Install to start the installation. A progress bar indicates how the installation is progressing:

Setup Status

SurfControl’

SurfControl Web Filter Verzion 5.5 Service Pack 3 iz performing the requested operations.

Installing SOAP Runtime Package

IrnztallShield

Cancel |

10 The next screen contains important information relating to changes that have been made to the
product and how these changes may affect command line scheduled events:

SurfControl Web Filter Yersion 5.5 Service Pack 3 Setup E
Information

Please read the following text.

>
SurfControl’

Impartant infarmation regarding scheduled tasks

A3 part of this Service Pack releaze, some Web Filter applications have been moved ;I
fram the ‘Tools' folder ta the 'Web Filter installation folder. |f you hawe previously

configured command line scheduled events which run these applications [zccommit.exe
treatquarantined.exe), you will need to change the full path to the application's

new location.

For more information, pleaze see the Web Filter 5.5 Service Pack 3 readme in the
w'eb Filter installation folder.

o of

IrstallShield

Cancel |

Read this information carefully as it could impact on the automatic updating of your Internet Threat
Database, or database maintenance tasks.

11 Click Next.
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12 You should now see the Install Wizard Complete screen:

SurfControl Web Filter Yersion 5.5 Service Pack 3 Setup

\ ~N

InstallShield Wizard Complete

. The InzstallShield Wizard has successfully installed SurfControl
Sul'fcontrol ‘wieb Filker Wersion 5.5 Service Pack 3. Before vou can uze
the program, you must restart your computer.

@ es. | want to restart my computer now,

 No, | will restart my cormputer later.

Remove any disks from their drives, and then click Finish to
complete setup.
SurfCanral
Adaptive Threat
~Intelligence
> First to Dedect Furst i Profect

< Back | Finizh I Cancel |

Choose when to restart the computer: now or later. You must restart the server before you can begin
remote filtering.

13 Click Finish to finish the installation.
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POST INSTALLATION TASKS

CORPORATE WEB FILTER SERVERS

Mobile Filter has the ability to recognize when it is in the vicinity of an installation of the corporate Web
Filter product, which will then take over filtering of the client.

Adding your Web Filter servers

1 Open the Client Administrator and select Corporate Web Filters from the Configure menu. The
Corporate Web Filters dialog box is displayed.

Corporate Web Filters

Use the list below ta specify the location and scope of your corporate installations of
the SurfContral Web Filter product.

Clients will nat be fitered when used inside any of these netwarks 5o an empty list
results in cients ahways being fitered through the SurfCantrol Mobile Filter server.

1P Address [ Mask | Detection Port [ oK |
Caneel

Add => | Edit >>. | Remave |

2 Click Add to expand the dialog box.

Corporate Web Filters

Use the list below to specify the location and scope of your corporate installations of
the SurfControl Web Filker product,

Clients will not be fikered when used inside any of thess netwarks sa an empty list
results in dients always being filtered through the SurfControl Mabile Filter server,

1P Address | Mask | Detection Port [

Add =2 I Edit =2 | Remove

—Corporate Web Filter
TP Address: Mask:

|127.U.U.1 |255‘255‘255‘255

Acrept
I¥ Lorporate Metwork Detection Service is installed:
Part Kumber: 51118 Default Part ca”“—e'“I

Follow the instructions outlined in this section if you need to add or remove corporate Web Filter server
settings to Mobile Filter, install the Corporate Network Detection Service (CNDS), or uninstall Mobile Filter.

i Enter the IP address of the Web Filter server, along with a subnet mask to show the range of IP

addresses that Mobile Filter has to look for.

i Click Accept to add the new IP address and Mask to the list. You will see the new server appear in

the list pane which will now be enabled.

i Click OK.
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Connecting via a VPN

If your Mobile Filter clients connect to your corporate network through a Virtual Private Network connection
(VPN), it is important that you add the subnet address of the VPN to the Corporate Web Filter list. This
allows the Mobile Filter client to go to sleep and ensures that the Web Filter server takes over filtering
when connected to the VPN server.

Making changes to server details

1 Select the Web Filter server from the list and click Edit to expand the dialog box.

Corporate Web Filters
Use the list below to specify the location and scope of your corporate installations of
the SurfContral Web Filter product.
Clients will not: be filkered when used inside any of these networks so an empty list
resuls in clients always being Filtered through the SurfCantrol Mobile Fiter server,
[ 1P Address | m | Detection Part [ oK

Cancel

add = | Edit => | Remove |

Make the required changes to the server settings.
Click OK.

Removing a server

1 Select the Web Filter server from the list.

Use the list belaw to specify the location and scops of your carporate installations of
the SurfControl Web Filter product.

Clientts wil not bs fiterad when used inside any of thess networks so an empty list
results in elients always being filtered through the SurfControl Mobile Filer server.,

Dstection Port | o
- Cancel

1P Address

Add == | Edit == | Remove

Click Remove.

3 Click OK to apply the changes.

If your organization consists of more than one site, and you have a corporate Web Filter server in each
one, then you can add each of these to the Client Administrator as a list. When a Mobile Filter client logs
into the Mobile server, it informs the server of its IP address. This IP address is then tested against each
Corporate Web Filter entry in the Corporate Web Filters dialog box to see if the Client’s IP address exists
within the range specified by each IP address and subnet mask.

The first entry found that matches the Client is then reported back for any additional checking against the

CNDS, if installed. See CNDS on page 38 for more detalils. If it does not make a match with the first server
it will try the next one in the list until it has tried them all. If no match is found, the client continues to filter,

assuming it is not within its own corporate network.
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REMOTE ADMINISTRATION AND MOBILE FILTER

When you install Mobile Filter, you can choose to install the complete product, or a Remote Administration
client from which you can administer components on your Web Filter server. If you choose to install the
Remote Administration client, you will also have access to the Client Administrator.

/ Note: Before you install the Remote Administration client, you must have a complete
installation of Mobile Filter installed on a computer that the Remote Administrator can be
connected to.

For full details on how to install the Remote Administration Client, see the Starter Guide
supplied with Web Filter.

B

UNINSTALLING THE MOBILE FILTER SERVER

To uninstall the Mobile Filter server, select Add or Remove programs from Control Panel.
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CNDS

While your users are working away from the office, Mobile Filter will apply its filtering to the devices that
they are using. However, you may already have SurfControl Web Filter operating within your office as a
standalone product. This will be used to filter all users on your corporate network and will filter mobile
users once they reconnect to your network.

For this reason, a Mobile Filter client can switch off when it detects that the device is connected to a
corporate network, and recognizes that it is now in the same IP range as a listed Web Filter server. This
saves on bandwidth and prevents duplication. Adding this information within the Client Administrator
enables the Mobile Filter client to recognize when it is within the network of this server. As soon as the user
connects to the company network Mobile Filter recognizes that its IP address is within the scope of the
Web Filter server and stops filtering. Once the client is removed from the network and taken outside the
range of the Web Filter server, Mobile Filter switches on once again and starts to filter the clients traffic
using the Mobile Filter server.

FINE-TUNING CLIENT FILTERING

A Network Address Translation (NAT) device (firewall, router or computer) enables a local-area network
(LAN) to use one set of IP addresses for internal traffic and a second set of addresses for external traffic.
This can conflict with SurfControl Mobile Filter, in that if you use a NAT device within your network then
occasionally the client will see the IP addresses within the vicinity of another NAT device as those within
the network of its own corporate Web Filter server. It will then switch off in the belief that the corporate Web
Filter will carry on filtering, not realizing that it is not actually within its own network environment.

To stop this from happening you can install SurfControl's Corporate Network Detection Service (CNDS)
on your corporate network’s Web Filter server, which the Mobile Filter client can query as soon as it
believes that it is within range of that server. If this service is present then the client will suspend filtering. If
it is not, it will carry on filtering, assuming that an alternative form of filtering is not present.

\/ Note: If you are evaluating SurfControl Mobile Filter, and already have SurfControl Web Filter,
% you will need to install CNDS separately on the Web Filter server.

Installing CNDS

The CNDS must be installed on your corporate Web Filter computer.

1 Download the Corporate Network Detection Service from the SurfControl website or navigate to the
Corporate Network Detection Service setup.exe file on your SurfControl DVD.
Double click setup.exe to start the installation.

3 On the Welcome screen, click Next.
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4 The Choose Destination Location screen is displayed.

SurfControl Corporate Network Detection Service - InstallShield Wizard

Choose Destination Location

Select folder where setup will install files, I g

Setup wil install SurfControl Corporate Metwork Detection Service in the: following folder.

Toinstall to this folder, click Mext. To install to a different falder, click Browse and select
aniather folder.

Dstination Folder
’7&\ “\SurfContral Corporate Network Detection Service Browse.

tallS hield

<Back Cancel |

i Click Browse to specify a location other than the default.

ii  Click Next to continue.

5 The Ready To Install the Program screen is displayed.
.

Ready to Install the Program
The wizard is ready to begin installation -

Click Install to begin the installation.

If you want to reviews or change any of your installation settings. click Back. Click Cancel to exit
the wizard,

Concel |

<Back |{install Y

Click Back to change the Destination Location or click Install to start the installation. CNDS will be
installed to the location specified.

The InstallShield Wizard Complete screen is displayed. Click Finish to complete the installation.

A CNDS configuration screen is displayed.

@ Would you ke o configurs SurfContral Corporats Network Detection Servics?

» If you want CNDS to use its default settings click No.

« If you want to examine your settings click Yes.
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8 If you chose Yes in the previous step, the CNDS Configuration screen is shown.

B surfControl Corporate Network Detection Service [ <]
The SurfCortiol Corporate Network Dstection Service helps SuriControl Mobile Filter clisnts to
detect when they have re-entered one of your corporate networks.

Socket Setting
Network Adapter: [T

Port Mumber: S8 Default Port
"Advanced Setting

Thread Court 10

You can change the following settings:

 Network Adapter - Choose your network adapter from the drop-down list. ‘unassigned’ means
that the service will listen on the default available network adapters.

e Port Number - Specify the port number on which the Server will await a connection from the
client. This must be in the range of 1 — 65535. Click Default Port to return to the default setting of
51118.

e Thread Count - Set the maximum number of threads created to handle incoming requests.

Once you are happy with the settings click OK to apply them to the service.

Configuring the Corporate Web Filters for CNDS

1 From the Client Administrator select Corporate Web Filters from the Configure menu.

Use the list below to specify the location and scope of your corporate installations of
the SurfControl Web Filter product,

Clients will nat be filered when used inside any of these netwarks so an empty list
results in cients ahways being fitered through the SurfCantrol Mabile Filter server.

[ 1P Address | mask | Detection Port | oK |

127.0.0.1

Cancel

Add == | Edit > | Remove |

You will see the Corporate Web Filters dialog box with the IP Address of your corporate Web Filter
machine. If you have not entered the IP address of your corporate Web Filter to SurfControl Mobile
Filter see Adding your Web Filter servers on page 35.

Click Edit.
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Corporate Web Filter section where they can be changed if necessary:

Use the list below ta specify the location and scope of your corporate installations of
the SurfContral Web Filter product.

Clients will nat be fitered when used inside any of these netwarks 5o an empty list
results in clients ahways being filtered through the SurfCantrol Mobile Filter server.

[ 1P Address | mask | Detection Port |

Add == I Edit = | Remove |

~Corporate Web Filter
IP Address: Mask:

|127‘n‘n‘1 |255.255.255.255

Accept
[¥ Corporate Network Detection Service is installed
Port Mumber; 51115 Default Pork Cancel <<

i Inthe Corporate Network Detection Service section, select Corporate Network Detection
Service is installed.

i Check that the port for CNDS to listen on is the same as specified in Step 8.

i Click Accept.
You can change the settings for the CNDS at any time by going to the corporate Web Filter machine and
selecting Corporate Network Detection Service from the Start > All Programs > SurfControl Web

Filter menu. You will now see the SurfControl Corporate Network Detection Service Setup dialog box
where you can configure these settings.

You will see the IP Address and Mask of the Corporate Web Filter machine in the text boxes within the

SurfControl Mobile Filter v5.5 Starter Guide
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THE MOBILE FILTER CLIENT

You can install the Mobile Filter client software in one of the following ways:

» Install each client manually by either copying the setup files to a shared network drive that your remote
devices will be able to access, or create a CD of the client software and then manually install it on to
each device.

» Use Group Policy to perform a silent install.

Once you have installed your Mobile Filter server you can install the Mobile Filter client on any supported
devices that you want to filter. Before you start to install the client make sure that you are in possession of
the following:

» The Fully Qualified Domain Name or IP address of your Mobile Filter server.

» A password that can be entered during installation to prevent a user from uninstalling the client.

» A description that will enable you to identify this client easily in the Client Administrator.

» Make sure that the device that you are about to install on meets the client system requirements listed
in the Pre-installation section.

/ Note: To manually install the Mobile Filter client on computers running Windows Vista, use the
setup.exe. To use the Mobile Filter.msi file, you must log onto Vista as Administrator or
disable the User Account Control (UAC).You can use the msi file to deploy the client via GPO
on this operating system regardless.

B
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MANUALLY INSTALLING THE MOBILE FILTER CLIENT

1 Double-click the Mobile Filter.msi or setup.exe file to begin the client installation. The Welcome screen
is displayed.

15 SurfControl Mobile Filter - InstallShield Wizard

Welcome to the InstallShield Wizard for
SurfControl Mobile Filter

Su rfCOnt rol ol The InstallShield(R) Wizard will install SurfControl Mobile Filter

on your computer, To continue, dlick Mext.

WARNING: This program is protected by copyright law and
international treaties.

SurfCanral
Adaptive Threat
~Intelligence
X First to Dedect ™ First do Profect
Copyright SurfContral {c) 1996-2008
Mext > ] [ Cancel
Click Next.

2 The License Agreement screen is displayed.

15 SurfControl Mobile Filter - InstallShield Wizard

License Agreement

Please read the following license agreement carefully. Surfcontroll

SURFCONTROL ~
SOFTWARE LICENSE AGREEMENT B

PLEASE READ THIS CAREFULLY BEFORE YOU INSTALL THE SURFCONTROL
PRODUCTS.

LICENSEE’S RIGHT TO USE THE SURFCONTROL PRODUCTS ARE SUBJECT TO THE
TERME AND CONDITIONE OF THIS LICENSE AGREEMENT (“AGREEMENT”). BY
(CLICKING ON THE “I ACCEPT” BUTTON AND USING THE SURFCONTROL PRODUCTE,
LICENSEE I8 CONSENTING TO BE BOUND BY THIS AGREEMENT. IF LICENSEE DOES

WOT AGREE TO ALL OF THE TERME AND CONDITIONS OF THIS AGREEMENT, CLICK

ON THE “I DISAGREE” BUTTON AND THE INSTALLATION PROCES: WILL NOT 3

CANTTTNTTE AN T TAEWREE MAYV RETTRN THE STTRECANTRAT DRANTTATE FAR A FTTT 2

(3)1 accept the terms in the license agreement

(1 do not accept the terms in the license agreement

[ < Back ” Mext > ] [ Cancel ]

i Select | accept the terms in the license agreement.
i Click Next.

3 The Setup Type screen is displayed.
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& SurfControl Mobile Filter - InstallShield Wizard
Setup Type e Y
Choose the setup type that best suits your needs, Surfcontrol'

Please select a setup type.

(®) Complete
The product will be installed in the standard location.

O Custom

Choose where the product will be installed. Recommended for
advanced users.

[ < Back ” Mext > ] [ Cancel ]

i SurfControl recommends that users select the Complete option.

i Click Next to continue.

4 The Server Details screen is displayed.
i'é" SurfControl Mobile Filter - InstallShield Wizard
Server Details k
Enter the server details. Surfcontrol'
Enter the name of the SurfControl Mobile Filter server,
‘fou may optionally choose to use a secure connection, and specify a custom port to use for
this dient to connect to the server,
Server:
[11.111.111.11
Use a secure connection when communicating with the server
Connection Port
@ Automatic - Let setup determine the connection port.
(O Custom - Enter the port (specify the details below).
—
[ < Back ” Mext = ] [ Cancel ]
Enter the Fully Qualified Domain Name (FQDN) or IP address of the Mobile Filter server. This FQDN
or IP address must be resolvable and contactable by the device when it is both internal AND external
to your network. All client Internet requests will be monitored via this server.

5 Click Next. The installation tries to communicate with the specified server. If the server does not
respond, an error message is displayed. This could be because you have entered the server name
incorrectly or the server is not running. Other possible causes include incorrect firewall configuration.

6 The Security Information screen is displayed.
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15 SurfControl Mobile Filter - InstallShield Wizard

Security Information "

Enter a password to restrict access Surfcontrol'

SurfControl Mobile Filter depends on security, ensure that only those in authority are present
when you enter the password.

IMPORTAMT: Remember this password as you will need it to uninstall the product.

Enter Password: [reeeeey]

Re-enter Password: | xxxxxxxx

[ < Back ” Mext > ] [ Cancel

i Enter and re-enter a password.

This is to ensure that anyone using this device cannot uninstall the Mobile Filter client via the by-
pass filtering mechanism. This password is available to the administrator in the Client
Administrator interface. The password should be a maximum of 13 characters.

i Click Next.

7 The Client Description screen is shown.

15 SurfControl Mobile Filter - InstallShield Wizard

Client Description %

>
Specify Client Description SI.I I"fCOntrOl'

Enter a short description for this computer.

Description:

[ < Back ” Mext > ] [ Cancel ]

i Enter a description for this Mobile Filter client.

This identifies the client within the Client Administrator. When distributing the client installation
executable, you may want to include a list of client descriptions for each device. Users can then
enter the description allocated to their device.

i Click Next to continue. The client is ready to be installed.

8 The Ready to Install the Program screen is displayed. Click Install to continue.

SurfControl Mobile Filter v5.5 Starter Guide 47



e SurfControl Mobile Filter - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation. Surfcontrol'

Click Install to begin the installation,

IF wou want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

[ < Back ]l_ Install | [ Cancel ]

9 The Installshield Wizard Completed screen is displayed.

15 SurfControl Mobile Filter - InstallShield Wizard

%
InstallShield Wizard Completed

SurfCOntrDl ol The Installshield Wizard has successfully installed SurfContral

Mobile Filter, Click Finish to exit the wizard.

SurfContral
Adaptive Threat
<.- Intelligence

Click Finish to complete the client installation. A SurfControl Mobile Filter icon appears in the toolbar.

Bl

Double-click it to view Mobile Filter client status. The status should report “Filtering using SurfControl
Mobile Filter server.”
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SurfControl Mobile Filter 53
General |I'~'1&ssages About

Details %
Status: Filtering using SurfControl Mobile Filter server
ClientID:  0DCC3D4C-5543-48BF-90F 1-D9D8C542FE26
Filter Sensitivity:  Automatic

Actions

| synchronize with Server |

If it does not, click Synchronize with Server. If the status still does not report active filtering, check the
following:

* You have a live Internet connection.

* You have restarted all browsers on the client.

* You have entered the server name correctly in the client installation wizard.
*  The SurfControl Web Filter server is running.

* Your firewall is properly configured.
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USING GROUP POLICY TO SILENTLY INSTALL CLIENTS

You can install the clients of SurfControl Mobile Filter remotely, through Active Directory and Group Policy.
This gives you the ability to perform the installation without interaction from the user.

After you have deployed the software, it is available for installation the next time the client computer
restarts. To configure group policies you must have a domain running Active Directory. Any computers that
you intend to manage must be members of this domain, and be seen within Active Directory Users and
Computers. To use Remote Install you need to:

* Create an MST file.
* Create a group policy.

The following instructions assume that you are familiar with Active Directory and using the Microsoft Group
Policy Manager to apply policies to machines or groups of machines.

BEFORE YOU START

To install clients on to a Windows XP machine, you need to apply a policy setting that turns off fast network
startup, otherwise each client will need to restart twice before software installation policy changes will be
applied to it. To turn off Fast Logon Optimization, you can enable the following policy setting:

Computer Configuration\Administrative Templates\System\Logon\ Always wait for the network at
computer startup and logon.

Refer to the Microsoft KB article: http://support.microsoft.com/kb/g305293/ for more information on the
issues of Fast Logon Optimization.

Step 1 - Create an MST file

Before you can configure a group policy software installation, it is necessary to create an .mst file that
contains the configuration options relevant to your environment. The minimum amount of information
required within the .mst file for a client installation, are the name (or IP address) of the Mobile filter server
and the uninstallation password. If required, the following items can also be entered:

» Client description - This will be the same for each client installed using the group policy.

» Port - The port over which communication between the client and the server can be specified. IS must
be configured to support communication over the selected port.

e Secure communications - You can choose to have secure (HTTPS) communication between the
client and the server. 1IS must have a certificate installed to allow SSL, and the clients must all trust the
issuing certificate authority.

To create the .MST file:

1 Place the Mobile Filter.msi and the Datal.cab install files into a shared folder that can be accessed
by all computers in the Active Directory. This folder must allow read access for all domain computers.

2 Navigate to the Web Filter directory of your Mobile Filter server and locate the scgenmst.vbs file.
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3 Copy and run this script from the Active Directory server where you are hosting the mobile filter.msi
(this is the mobile filter.msi that you copied as the source file):

* source - The source msi file: enter the name "mobile filter.msi”.
» destination - The destination mst file: enter a name for this file.
e /server:<name> - The Mobile Filter server name (or IP address).
e /passwd:<password> - The client password.
You can also enter the following values if required:
» /descr:<description> - Enter a description of the client. This description will be seen in the Mobile
Filter Administrator.
e /port:<port> - Enter a port number if you do not intend to use the default port 80.
» /secure - Use a secure connection.
e /dump - Show the settings on screen that will be added to the MST file.

The following is an example of a command line with the necessary values entered:

cscript scgenmst.vbs “mobile filter.msi” customer.mst /server:mfserver /passwd:abcl23

/ Note: The transform file can also be used along with the MSI to set a machine group policy to
% install the client. See the Windows group policy documentation for more details.

Step 2 - Create a Group Policy

To create a Group Policy, you need to download and install the Group Policy Management console from
the Microsoft website at: http://www.microsoft.com/downloads

In order to create a Group Policy, you have to perform the following two activities:

» Create an Organizational Unit.
» Create a Group Policy Object (GPO).

To create the Organizational Unit:

1 Select Administrative Tools > Active Directory Users and Computers from the Start menu.

/ Note: If you wish to add devices to an existing organizational unit go straight to step 6. If you
% need to create a new one then follow steps 2-5

2 Inthe Active Directory Users and Computers window, right-click your Active Directory.
3 Select New > Organizational Unit.

4 Enter a name into the New Object - Organizational Unit dialog and click OK.
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5 The new object will appear in the domain tree. Select the Computers node to see all available
computers (devices) in the right-hand pane.

6 Drag the devices that you want to install the Mobile Filter client on into the new organizational unit that
you have just created.

To create a Group Policy Object:

1 Right-click on the new organizational unit and select Properties.

2 Select the Group Policy tab, then click Open. This opens your organizational structure within the
Group Policy Management console.

program. You will need to close the Active Directory Users and Computers window and re-open

/ Note: If you did not download and install this software, you will not see the option to open this
!
it after you have installed the program.

3 Inthe Group Policy Management window right-click the organizational unit that you have just created
and select Create and link a GPO from here.

4 In the dialog that follows enter a name for the Group Policy Object. This name is then shown beneath
both the organizational unit and the group policy object.

Right-click the new group policy object and select Edit.

The policy for Mobile Filter must always be applied to computers, not users. Expand Computer
Configuration then expand Software Settings.

Right-click Software Installation and select New > Package.
8 Inthe Explorer dialog, enter a UNC path to the .MSl installer file that you created.
Click Open.

Network Neighbourhood, otherwise the computers in your domain will not be able to access the

/ Note: If you want to browse to the file rather than enter a UNC path, you must navigate via My
.MSl installer file.

10 Inthe Deploy Software dialog box, select the Advanced option, then click OK.

11 You will now see the SurfControl Mobile Filter Properties dialog. Select the Modifications tab, then
click Add.

12 Navigate to the transform file (MST), using a UNC path then click Open.
13 Click OK.

14 The software package is listed under Software Installations ready for deployment. You can double-
click the package to edit it at any time.

/ Note: To uninstall clients via Group Policy, you can use a start-up script; otherwise, you must
% uninstall clients individually.
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UPGRADING CLIENTS

If you have already installed Mobile Filter Clients on your network, to upgrade them to the latest version of
the Mobile Filter Client software, you must uninstall the clients then reinstall them from scratch.

UPGRADING YOUR MOBILE FILTER CLIENTS

On each Mobile Filter Client in your network, do the following:

1 Uninstall the Mobile Filter Client as described in Uninstalling Clients on page 54.

2 When prompted, supply the password that you set during the installation of the Mobile Filter Client.
This password can be found in the Client Administrator.

Download the new Mobile Filter Client software.
Install the Mobile Filter Client software as described in Manually Installing the Mobile Filter Client on
page 45.

(You can also use Group Policy to install groups of clients. See Using Group Policy to Silently Install
Clients on page 50.)
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UNINSTALLING CLIENTS

Use Add or Remove Programs from Control Panel to uninstall the Mobile Filter client. You will need to
supply the password that you set during the installation of the Mobile Filter client to uninstall it. This
password can be found in the Client Administrator. Restart the device after uninstalling.

You can use Password Bypass to override the password and gain access to the Mobile Filter client
uninstall process. For information on how to do this, see the Administrator Menus section of the Mobile
Filter Administrator’s Guide.

On Windows 2000, make sure you have the latest Microsoft service pack; otherwise, stop the Mobile Filter
Client service before uninstalling it.

On Vista, you must log on as Administrator or disable the UAC (User Account Control) before uninstalling
clients. To disable the UAC:

Select MSCONFIG from the Run menu.

Click the Tools tab.

Choose Disable UAC and click Launch.

Close MSCONFIG.

Reboot the client.

a A W N P
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TAMPER PROTECTION

The Mobile Filter client protects against end user tampering in a number of ways.

First, end users cannot uninstall the product unless they have the password you established during
installation.

If a user attempts to manually delete offline logs, the client notifies the server that a tamper has occurred.
In addition, unless you intentionally disable tamper protection, the registry entry cannot be modified; the

installation files cannot be removed; and the filtering service cannot be stopped. If end users try to do
these things to avoid being filtered, they receive an error message.
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CONTACT TECHNICAL SUPPORT

Websense provides technical information about SurfControl products online 24 hours a day, including:

latest release information
searchable Knowledge Base
show-me tutorials

product documents

tips

in-depth technical papers

Access support on the Web site at:

www.websense.com/SupportPortal/

If you need additional help, please fill out the online support form at:

www.websense.com/SupportPortal/Contact.aspx

Note your case number. If you need to send Support files to help us diagnose your problem, do the
following:

1

Select Start > SurfControl Web Filter > Support Tools > Create Web Filter Support Files. This
creates an e-mail message containing a copy of your configuration files that will help Support to
discover the reason for any problems you are having. These include:

« Event Logs (System and Application)

» Alist of file Versions

* Registry Keys

e System Information

* Trace Logs

Add your case number to the subject line of the email message.

Navigate to C:\Program Files\SurfContro\Web Filter\Support. In this directory you will find the
following files:

e Application.evt

e System.evt

» FileVersion.txt

e registry.txt

» systeminfo.txt

Zip or rar these files and attach them to the email.

Press Send.
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If your issue is urgent, please call one of the offices listed below.

Location Contact information

North America +1 858-458-2940

France Contact your Websense Reseller. If you cannot locate your Reseller: +33 1573 232 27

Germany Contact your Websense Reseller. If you cannot locate your Reseller: +49 6951 709 347

UK Contact your Websense Reseller. If you cannot locate your Reseller: +44 (0) 2030 244 401

Rest of Europe Contact your Websense Reseller. If you cannot locate your Reseller: +44 (0) 2030 244 401

Middle East Contact your Websense Reseller. If you cannot locate your Reseller: +44 (0) 2030 244 401

Africa Contact your Websense Reseller. If you cannot locate your Reseller: +44 (0) 2030 244 401

Australia/NZ Contact your Websense Reseller. If you cannot locate your Reseller: 1-800-881-011, Access
Code 800-542-8609

Asia Contact your Websense Reseller. If you cannot locate your Reseller: +86 (10) 5884-4200

Latin America Contact your Websense Reseller.

and Caribbean

You will be routed to the first available technician, who will gladly assist you.

For the latest support information on SurfControl products, visit www.websense.com/SupportPortal/.
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SALES AND FEEDBACK

For product and pricing information, or to place an order, contact Websense. To find your nearest
Websense office, please visit our web site: www.websense.com

60 Starter Guide



	Notices
	Introduction
	Why use Mobile Filter?

	Pre-installation
	Where to install
	SurfControl Mobile Filter installed in a DMZ
	SurfControl Mobile Filter installed in a main network location

	System Requirements
	Server
	Client

	Database Considerations
	Database Platforms
	SQL Server
	Database Authentication


	Installing the Server
	Introduction
	Installation Procedures
	Changes to the Server

	The Mobile Filter Server
	Configuration Wizard
	Installing Service Pack 3
	Post Installation Tasks
	Corporate Web Filter servers
	Remote Administration and Mobile Filter
	Uninstalling the Mobile Filter server

	CNDS
	Fine-tuning client filtering


	Installing the Clients
	The Mobile Filter Client
	Manually Installing the Mobile Filter Client
	Using Group Policy to Silently Install Clients
	Before you start

	Upgrading Clients
	Upgrading your Mobile Filter clients

	Uninstalling Clients
	Tamper Protection

	Appendix
	Contact Technical Support
	Sales and Feedback


