
Today’s organizations face a growing number of complex security risks such as spyware, 
keyloggers, viruses, hackers, and Trojan horses. To defend against these and other web-based
threats, Websense and Crossbeam Systems have teamed up to provide a multi-layered security
solution to block threats before they reach the endpoint. Together, Websense and Crossbeam
secure organizations from emerging internet threats by providing a proactive web security
component to complement traditional security solutions.

Websense integrated with Crossbeam X and C-Series switches offers customers comprehensive security
via an advanced switching solution. This integration decreases the total time and cost of deployment by
leveraging Crossbeams award-winning flexible, high performance, high availability security service
switches. Websense integrates with the Crossbeam X and C-Series switches to offer:

•• Advanced, Scalable Web Filtering and Web Security – Real-time internet security for immediate protection
from new security threats, including robust reporting and analysis tools that provide organizations with
complete information on user access to fraudulent sites and vulnerability to security threats.

•• State-of-the-art, Consolidated Security Infrastructure – High availability, multi-purpose switching with
unparalleled ease of use, streamlined deployment capabilities, and a low total cost of ownership
addressing the sophisticated requirements of large enterprises to the easy to deployments needs for
branch offices. 

Websense solutions employ powerful user-based policy enforcement of applications, protocols, and URLs,
and include robust reporting and analysis tools to help IT administrators and managers define policy,
secure resources, and improve employee productivity. Websense web filtering and web security products
integrated with Crossbeam’s wide range of security switches help organizations mitigate the risk from
web-based threats and defend their infrastructure applications and server assets.

WEBSENSE 
ECOSYSTEM CROSSBEAM INTEGRATION OVERVIEW

Underlying Websense Web Security Suite is the technology and expertise of Websense Security Labs.
Websense Security Labs provides research and delivers timely product and information updates to customers
and the security community to support their infrastructure security efforts. 

Websense Security Labs 
scans and classifies over 

450 million websites per week
for malicious activity and 

adds over 450 new malicious
websites and 250 new 

malicious applications to the
Websense Master Database

each week.

WEBSENSE SECURITY LABS

• Global, 24x7 web analysis.
• Sophisticated data mining techniques that discover

malicious websites online and those in set-up mode,
often before exploits have been released.

• In-house web security expertise for developing
advanced solutions to today’s evolving security threats.

WWeebbsseennssee  SSeeccuurriittyy  LLaabbss  pprroovviiddeess  rraappiidd  iiddeennttiiffiiccaattiioonn  
aanndd  pprrootteeccttiioonn  ffrroomm  tthhrreeaattss..
• Identify over 20,000 malicious websites per day.
• First to identify the MSN Korea malicious code attack

and recent cyber-extortion attempts.

WWeebbsseennssee  SSeeccuurriittyy  LLaabbss  ooffffeerrss  ttwwoo  uunniiqquuee  sseerrvviicceess  
ttoo  pprrootteecctt  yyoouurr  ccoorrppoorraattee  wweebbssiittee..
• SiteWatcher alerts Websense customers when 

their websites have been infected with MMC, and
allows organizations to take immediate measures 
to prevent the spread of MMC to customers,
prospects, and partners.

• BrandWatcher alerts Websense customers when
their websites or brands have been targeted in
phishing or malicious keylogging code attacks.
BrandWatcher provides organizations with security
intelligence, including attack details and other 
security-related information.



WEBSENSE KEY FEATURES

WWeebb  SSeeccuurriittyy,,  UURRLL  FFiilltteerriinngg  aanndd  PPrroottooccooll  MMaannaaggeemmeenntt

• Prevent resident spyware from doing damage by blocking spyware and keylogger 
backchannel communications. 

• Address weaknesses in antivirus, anti-spyware, personal firewall, and patch management 
processes to prevent zero-day attacks.

• Mitigate the danger from protocol-based applications by managing the use of peer-to-peer (P2P), 
email, file transfer (FTP), and other protocols.

• Provide instant messaging security and ensure compliance by managing instant messaging (IM) 
and IM attachments which are significant risks for intellectual property theft as well as 
malicious attacks.

AAddvvaanncceedd  RReeppoorrttiinngg

• Detect malicious code, spyware, hacking tools, or other security risks in your network.

• Perform critical software assessments that provide categorized and normalized views of 
programs and applications.

• Enable early threat detection and identification of potential application vulnerabilities.

RReeaall--ttiimmee  SSeeccuurriittyy  UUppddaatteess

• Websense scans and classifies over 450 million websites per week for malicious activity.

• Real-time security updates are available within minutes of the discovery of a high-risk 
threat—with no administrative intervention required.

WWeebbsseennssee

• Websense is recognized as the worldwide web filtering market leader by independent research 
firms, including IDC and Frost and Sullivan.

• Websense solutions are automatically updated, easily managed, fully supported, and deliver 
multi-layered, advanced protection against today’s most sophisticated threats.

Summary
Websense, Inc. (NASDAQ:WBSN), a 
global leader in web security and web
filtering software, is trusted to protect 24
million employees worldwide. Websense
proactively discovers and immediately
protects customers against web-based
threats such as spyware, phishing attacks,
viruses and crimeware with maximum
protection and minimal effort. With diverse
partnerships and integrations, Websense
enhances our customers' network and
security environments. 
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